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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTKS CBA3M AVKTYHOT oneparopam HeO6X0AMMOCTb NOUCKA ONTUMASbHbIX
peLLEeHNIA, NO3BONAOLLMX YAOBNETBOPUTL CTPEMUTENBHO BO3pacTalLLme NnoTPpe6HOCT aBOHEHTOB, COXPaHSIS
npy 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLLECCOB, TMOKOCTb Pa3BUTUSA M COKpaLLeHMe 3aTpar Ha
npeaocTaB/ieHre pasnyHbIX CEPBUCOB. BeCcnpoBOHbIE TEXHOMOMMK B KOPOTKOE BPEMSI MPOLLI/IN OTPOMHBbIiA
NyTb OT HECTAOU/IbHBIX HU3KOCKOPOCTHbIX CETEl CBA3M Masioro paguyca go ceteii WM, conoctaBUMbIX MO
CKOPOCTY C NPOBOAHBLIMU CETSAIMU C BbICOKMMU TPEOOBaHMSIMUN K KQYeCTBY NPeoCTaB/IEHNS YCYT.

WOP-3ax-LR5 — ycTpoiictBo HoBOro nokonexus Wi-Fi 6, npegHasHavyeHHoe ans opraHvsauun bLUMNA-cetn B
MaccuBax YacTHol 3acTpoitkn. WOP-3ax-LR5 no3sonser o6ecneyunts LWMPOKONOIOCHbIA focTyn B IHTEpHET
KNMeHTam Ha 60/bLINX PACCTOAHMAX U NpefocTaBuTb cepsucel Triple Play. YcTpolicTBo AiBnsieTcs
He3amMeHUMbIM peLleHneM A1 opraHn3auumn 6ecnpoBOAHON CETU B PA3/IMYHbIX K/IMMATUYECKUX YC/TOBUAX — B
LUMPOKOM AmanasoHe pabounx Temneparyp v BbICOKOW BNaXKHOCTU, C BO3MOXHOCTbLIO NOAK/THOUYEHNS Pa3/IMYHbIX
TUMNOB CEKTOPHbIX aHTEHH.

B HacTosiLLeM pyKOBOACTBE MO 3KCrayaTauuy N3/I0KeHbl Ha3Ha4YeHre, OCHOBHbIE TEXHUYECKME
XapakTepuCcTUKKM, KOHCTPYKTUBHOE NCMOSTHEHME, NOPSAA0K YCTaHOBKN, Npasuia KOHUryprpoBaHus,
MOHUTOPUHIA 1 CMEeHbI NPOrpaMMHOro obecneyeHns 6a3oBoli ctaHumn WOP-3ax-LR5.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHns n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHy MHOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BaHUIO 1
HaCTpoiike yCTpOWCTBA.

@ nMpepynpexaernsa MHDOPMUPYIOT NOML30BATENSA O CUTYaLMSIX, KOTOPble MOTyT HaHecTH Bpes,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe YCTPOCTBa UK NOTEPE AAHHbIX.
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2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

Baszosas ctaHuns WOP-3ax-LR5 — HoBeiilwee rnbkoe pelueHune, obecneymsatoLee 60/bLUyI0 30HY NOKPbITUSA
CETW 3a CYET MOLLHOCTM Nnepefartyumka (0o 27 ABM) 1 UCMO/Ib30BaHNs CEKTOPHbIX aHTEHH. Barofaps BbICOKOW
NPOV3BOANTENLHOCTY annaparHoi N1aTopPMbl, BO3MOXHOCTSAM MacLUTabupoBaHNS N MHTYUTUBHO NOHATHOMY
NHTEpdIeCy MOXHO NErko 1 6bICTPO pasBopadynBaTb 6ecnpoBogHyto I T-MHGPaCcTPyKTypy.

Bnaropaps nognepxke ctaHgapta IEEE 802.11ax 6a3oas ctaHuusa WOP-3ax-LR5 o6ecneuvBaeT CkOpoCTb
nepeaayn gaHHbix go 2402 Méut/c.

VMcnonb3oBaHue TexHonornm MU-MIMO n cekTopHbIX aHTeHH no3sondet caenars WOP-3ax-LR5
YHMBEpCasibHbIM pelleHeM ans opraHusauun bLUMA-ceTel.

2.2 XapakTepuCTUKM YCTPOCTBa
Nnmepabelicbi:

+ 1 Combo-nopt 10/100/1000BASE-T (RJ-45) 100/1000BASE-X (SFP);

+ 2 pazbema SMA-Tuna (female) ana nogknoueHUst BHeLWHNX aHTeHH (Omni, cekTopHasi, naHenbHas u
T.A);

« Wi-Fi 5Ty IEEE 802.11a/n/ac/ax.

PyHKYyUUu:
BosmoxHocmu WLAN:

* nopgaepxka ctaHaapTtoB IEEE 802.11a/n/ac/ax;

« arperauusi aaHHbIx, Bkntovas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* MpUOPUTETHI M NSIAHMPOBaHWE NakeToB Ha ocHoBe WMM,;
* AMHamMuueckuii BbiI6op yactoTbl (DFS);

* pexuM Toukn goctyna (AP-PTP/AP-PMP);

* pexuM knmeHTa (STA);

* noggepxka ckpoitoro SSID;

* nogaepxka MAC ACL;

* 06Hapy>XeHne CTOPOHHUX TOYEK A0CTYNa;

* nogaepxka APSD;

* OrpaHuyeHue crnucka KkaHanos;

* CneKTpoaHanusarop;

* nopaepxka oMKCMPOBaHHON LiEHTPasIbHON YacToTbl;

* nogaepxka TDD;

* HOCTUPOBKA.

Cemesbie (hyHKYUU:

* aBTOMarmyeckoe corsiacoBaHne CKOPOCTM U AYNJIEKCHOTO PeXUMA;
+ nopaepxka VLAN (Access, Trunk, General);

* noggepxka Management VLAN,;

* DHCP-knueHT;

* nogaepxka VLAN Mapping;

+ nopgaepxka Loopback Detection;

* nogaepxka MVR,;

* nogaepxka NTP;

* nogaepxka Syslog;

* nogaepxka DHCP snooping;

+ nopaepxka IGMP snooping (C BO3MOXHOCTbIO OrpaHUYEHNS KO/IMYecTBa rpynn);



PyKoBOACTBO No akcnyaTtauum WOP-3ax-LR5

* noaAepxkKa orpaHUyYeHns konmyecTsa n3yveHHbix MAC-agpecoB (MAC-learning);
* (punerpauunsa BPDU;

* noggnepxka IPvo;

* noggepxka LLDP;

+ nopgaepxka Ping Watchdog.

®dyHkyuu QoS:

* OrpaHu4YeHne NpPonyckHOn cnocobHocTn ansa kaxagoro SSID;

* n3meHeHue napametpos WMM ans pagmonHtepdeiica;

* noggepxka npuoputunsaymm no 802.1p, DSCP n VLAN ID;

* noggepxka npuoputusaymm Tpaduka Ha ocHoaHun MAC/IP-agpeca.

Ee3onacHocms:

* UeHTpasim3oBaHHas aBTopusauust yepe3 RADIUS-cepeep (802.1X WPA/WPA2/WPA3 Enterprise);
* wundposaHne gaHHbIx WPA/WPA2/WPA3/0WE;
+ aBTOpu3auus yepe3 RADIUS-cepBep npu BXoAe Ha yCTPOICTBO.

Ha pucyHke 1 npuBegeHa cxema npumeHeHusa obopygosaHna WOP-3ax-LR5.

WB-3P-LR5

WOP-3ax-LR5

=

[o o LIPWAL
TV-anCTa

PucyHok 1 — Cxema npumeHeHns WOP-3ax-LRS



2.3 TexHuyeckue napameTpbl yCTPOCTBa

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

OCHOBHblE TEXHMYECKME NapaMeTpbl YCTPOICTBA NpUBEeAEHLI B Tabnuue 1.

Tabnmua 1 — OCHOBHble TEXHUYECKNE NapameTpbl

MapameTpbl uHTepdeiica Ethernet
Konunyectso nopTos

DnekTpuyecknii pasbem

CkopocTb nepegaun

Mopoepxka cTaH4APTOB

OcobeHHOCTH nopTa

MapameTpbl 6ecnpoBOAHOrO MHTepdelica
CraHgapTsl

YacToTHbI gnanasoH

Mogaynauus

Pa6ouve KaHasbl'

CKOpOCTb Nnepefaun AaHHbIX?

MaKcMasIbHOE KOMIMYECTBO OfHOBPEMEHHbLIX CECCUI
MakcuMasibHas BbIXOAHAs MOLHOCTb nepejarymka’

UyBCTBUTENBHOCTb NPUEMHUKA

Be3onacHoCTb

RJ-45/SFP
10/100/1000 M6uT/c, aBTOONpPEaeneHne
BASE-T/BASE-X

Combo-nopt

802.11a/n/ac/ax

5150-5975 MI'y,

BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM
802.11a/n/ac/ax: 32-193 (5150-5975 MI'w)
802.11ax: 2402 M6wuTt/cC

51Tu: 64

51Tu: 27 pbm

5TTu: go-95 gbm

WPA/WPA2/WPA3/OWE

Bbl6op MOAe/IM aHTeHH 3aBMCUT OT UCMOJIb30BaHUSI TOUKM AOCTYyna

PagnouHTtepdpeiic ¢ nogaepxkoii OFDMA n MU-MIMO 2x2

YnpaBneHune
YnaneHHoe ynpasrieHve

OrpaHuyeHune gocTyna

web-nHTepdeiic, CLI, Telnet, SSH, SNMP, NETCONF

no naposto, ayTeHTudgukaumnsa yepes RADIUS-cepsep



O6Lwwume napameTpbl

Flash-namatb

RAM

MutaHne

MoTpebnsemasn MOLLHOCTb

CreneHb 3aWuTbl

Pabouwii ganasoH Temneparyp

OTHOCUTENbHAA BIaXXHOCTb Npu Temnepatype 25 °C
ra6apuTbl (LU x B x T)

Macca

Cpok cnyx6bl

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

128 MB SPI-NAND Flash

256 Mb DDR3 RAM

PoE+ 48 B/56 B (IEEE 802.3at-2009)
He 6onee 13 BT

IP55

o1 -45 go +65 °C

00 95%, 6e3 06pa3oBaHNSA KOHAEHCaTa
125 x 236,5 x 50,4 mm

0,8 kr

He meHee 15 net

1 KonnuecTtBo KaHa/10B 1 3HAYEHNE MaKCUMasibHOW BbIXO,El'HOVI MOLLIHOCTH 6y,qu N3MEeHATbCA B COOTBETCTBUN C
npasuiamMmn pagmno4actoTHOro peryimnposaHus B BalLel CTpaHe.

2 MakcymasibHast cKopocTb 6eCrpOBOAHOI Nepefayu aHHbIX onpeaeneHa creLuhkaLysMmn CTaH4apToB
IEEE 802.11. PeanbHas nponyckHas CNoCOOHOCTb OyaAeT ApYroil. YCNoBus, B KOTOPbIX paboTaeT CeTb, DakTopbl
OKpyXXatoLLein cpefpl, Bktoyasa 06bem ceTeBoro Tpadvka, CTpouTe/IbHble Matepuasibl U KOHCTPYKLNKY, a Takke
CNy>XebHble flaHHble CETU MOTYT CHU3UTb peasibHY NPOMYCKHYK CMOCOOHOCTb. PakTopbl OKpYXatoLein cpeapl

MOTyT TaKXe BNMSITb HA Paanyc AeiCcTBUSA CEeTu.



PykoBoacTtso no akcnayatauum WOP-3ax-LR5

2.4 KOHCTPYKTUBHOE MUCMNOJSIHEHNE

Yctpoiicteo WOP-3ax-LR5 BbinosHeHO B N1acTMKOBOM kopnyce. BHewHuiA Bug, yctpoinctea WOP-3ax-LR5
npuBeaeH Ha PUCYHKe 2.

PucyHok 2 — BHewHwuin Bua nepeaHeii naHenn WOP-3ax-LR5

10



PyKoBOACTBO No akcnyaTtauum WOP-3ax-LR5

Mog, KPbILLKOW B HUXHE YacTu ycTpoiicTBa pacnonoxeHsl combo-nopt 10/100/1000BASE-T (Ethernet)
100/1000BASE-X (SFP) gnst noakntoueHust K BHyTpeHHel ceTu n nutaHnto PoE, a Takxe kHonka «F» ans
c6poca K 3aBOACKMM HacTpoiikam (pUCYHOK 3).

e

PrcyHok 3 — BHeLHWA BUA, HYXXHER naHenu
WOP-3ax-LR5

PucyHok 5 — BHewHWiA BUA, 3agHei naHenm
WOP-3ax-LRS

®—4

PrcyHOK 4 — BHeLUHWIA BU, BEPXHEN NaHesnu
WOP-3ax-LR5

Ha naHensix ycTpoiicTBa pacnosioxXeHbl CriefytoLme pa3beMbl U OpraHbl ynpasneHus, Tabnuua 2.

Tabnuua 2 — OnucaHve NopToOB 1 OPraHoB ynpas/eHus

dnemMeHT naHenu OnucaHue
1 F oyHKLUMOHa/IbHasA KHOMKa cbpoca K 3aBOACKMM HACTPOMKam
2 Combo-nopt 10/100/1000 BASE-T (pasbem RJ-45) ¢ noanepxkoii PoE

100/1000 BASE-X
3,4 A1, A2 pa3bembl 4714 MOAKIHYEHNA BHELIHNX aHTEHH

5 @ 3a3em/ieHne ycTpoincTea

11



PykoBoacTtso no akcnayatauum WOP-3ax-LR5

2.5 CaetoBas nHgukauus

CocCTosiHMe yCcTpoiicTBa 0TOGpaxaeTcs Npy NOMOLLM UHAMKATOPOB, PACTNONOXEHHbIX HA NepeHel naHem
ycTpoiicTBa. [epeyeHb COCTOSIHWI MHAMKATOPOB NPUBEAEH B Tabnuue 3.

Tabnuua 3 — OnucaHne NHANKaTopoB

Nupunkarop CocTtosiHne uHagukatopa OnucaHue
WLAN — nHgukatopbl ropuUT NOCTOSAHHO YCTPOICTBO NOAK/MHOYEHO, YPOBEHb CUMTHaNa ot
YPOBHSA curHana ot BCTPEYHOro ycTpoiictea 6onblie -60 gbm
BCTPEYHOro
ycTpoiicTea (RSSI)
rOpUT NOCTOSAHHO YCTPOICTBO NOAK/TOYEHO, YPOBEHb CUMTHaNa ot

BCTPEYHOro ycTpoiicTea 6osbLue -70 gbm

ropuT NOCTOSIHHO YCTPOWCTBO NOAK/OYEHO, YPOBEHb CUrHas1a OT
BCTPEYHOro ycTpoiicTea 6osbLue -80 gbm

rOpuUT NOCTOSIHHO YCTPOIACTBO MOAK/IHOUYEHO, YPOBEHb CUrHas1a OT
BCTpEYHOro ycTtporictea 6onblie -100 gbm

HW OAMH MHAMKATOpP He HET coeVHEHNst Mexay YCTpoicTBamu
roput
LAN — nHgmkaTop nopta roput NOCTOSAHHO kaHan mexay Ethernet-nHtepdpeiicom WOP-3ax-
[, Ethernet-nHTepdeiica LR5 1 nogxntoYeHHbIM YCTPOICTBOM aKTUBEH
Muraet npoLecc NakeTHON nepefayn AaHHbIX Mexay

Ethernet-uHtepcericom WOP-3ax-LR5 u
NOAK/MOYEHHBIM YCTPONCTBOM

[ Power — uHgvkatop rOpUT NOCTOSAHHO nuTaHve NOAKNHYEHO, HopMasibHasn paboTa
( ) nMTaHusa n ctaryca
aboTbl yCTpONCTBA o
P yerp Muraet YCTPOWCTBO He nony4unno agpec no DHCP
4acTo MUraeT B TeueHue nepesarpyska/cbpoc Kk 3aBOACKMM HacTpolikam
3 cekyHp, nanee roput
MOCTOAHHO

12



PykoBoacTtso no akcnayatauum WOP-3ax-LR5

2.6 C6pocC K 3aBOACKMM HacTpoiikam

[na cépoca K 3aBOACKMM HAcTpoikam HeOBX0A4MMO B 3arpy)XEHHOM COCTOSIHUKN YCTPOMCTBA HavKaTb U
yaepxumBatb KHOMKY «F» Ha npoTskeHun 10—15 cekyHa, noka Bce nHaukatopbl WLAN He 3amurator.

© npousoiineT aBTOMaTMUeCKas nepe3arpyska ycTpoiicTea. Mpu 3aBOACKMX yCTaHOBKax GyAeT 3anyLueH
DHCP-knueHT. B cny4ae, ecnv agpec He 6yaet nony4veH no DHCP, y yctpolicTBa 6yaeT agpec
—192.168.1.10, macka nogcetu — 255.255.255.0; umsa nosib3oBarensd/naponb 418 4octyna yepes
web-nHTepdgeiic — admin/password.

2.7 KomnnekT nocTaBKu
B KkoMnekT nocTtaBku BXOOAT:

+ basoBas ctaHuus WOP-3ax-LRS;

* KoMN/IeKT Kpenexa;

+ PykoBOACTBO No akcnnyaTtauum Ha CD-aucke (OnuMoHasbHO);
+ CepTtudomkaT COOTBETCTBUS;

+ MamATka 0 gokymeHTauuy,;

+ Macnopr.

13



PykoBoacTtso no akcnayatauum WOP-3ax-LR5

3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He BckpbiBaiiTe KOpnyc ycTporcTBa. BHyTpu yCTpoincTBa HET 3/1IEMEHTOB, NpeAHa3HauYeHHbIX 415
06CNyX1MBaHUS NOSIb30BaTE/EM.

2. HesapgeicTBOBaHHbIE aHTEHHbIE pa3beMbl TpebyeTcs 3akpbITb 3aMTHONM KPLILLKOW, KOTOpas BXOAUT B
KOMIN/IEKT NOCTaBKN YCTPOMCTBA.

3. He npoussoauTe ycTaHOBKY JAHHOIO YCTPOCTBA BO BpeMS rpo3bl. MOXeT cyLecTBOBaTb PUCK yaapa
MOJTHUEN.

4. Heobxogmmo cobntogate TpeboBaHms N0 HAMPSHXKEHUIO, TOKY U YacToTe, yKa3aHHble B faHHOM
NHCTPYKUNN.

5. TMNepep nogxNtoYeHNeM K YCTPONCTBY M3MEPUTENbHBIX MPUGOPOB M KOMMbOTEPa UX HEOBX0ANMO
npegBapuTesnibHO 3a3eM/IMTb. Pa3HOCTb NOTEHLMaIOB MeXay KoprycaMmu 060pyaoBaHus v
n3MepuTeNnbHbIX NPUO60POB He A0/MKHA npeBbiwaTtb 1 B.

6. Mepep BKIOYEHMEM YCTPOICTBA yOeanTbLCA B LLe/IOCTHOCTU Kabesnei n nx HageXHoM KpenaeHun K
pasbemam.

7. He yctaHaBnmBaiiTe yCTPONCTBO PALAOM C MCTOYHUKAMU Tern/ia 1 B NOMELLEHUAX C TeEMNepaTypoi Huxe
-45 °C wnu Bblwe 65 °C.

8. B0 Bpems MOHTaxa yCTPOMCTBA Ha BbICOTHBIX KOHCTPYKLMAX CriefyeT BbINO/HATb YCTaHOB/EHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

9. 3kcnnyartaumsa ycTporcTea Ao/MKHA NPOU3BOANTLCA UHXEHEPHO-TEXHUYECKUM NMEPCOHAsIOM,
npoLuewmnM cnewnasibHyo NoAroToBKY.

10. Mopxntoyatb K yCTPOMCTBY paspeLuaeTcs TO/IbKO ro4HOe K MPUMEHEHUIO BCrioMoraresibHoe
obopygoBaHue.
11. He BkAwuvaiiTe nutaHne 6e3 NoAKIOUYEHHbIX aHTEHH.

3.2 PekomeHpaumu rno ycTaHOBKe

€ Mpw ynuuHoii ycTaHoBKE TMGO B MECTax BbICOKON BIAXHOCTU YCTPONCTBO 06A3aTENbHO JOMKHO BbiTh
YCTaHOB/IEHO TakMM 06pa3om, 4To6bl Ethernet-nopT 6611 HanNpaBIeH BHUS.

PekomeHayemoe ycTaHaB/IMBaeMOe NoOXEHME: KpensieHne Ha TpyboCTolKy/cTono.
Mepepn yCcTaHOBKOW 1 BKNHOYEHNEM YCTPONCTBA HEOOXOANMO NPOBEPUTL YCTPOMCTBO HA HaMuune
BUAMMbIX MEXaHNYECKMX NOBPEXAEHWN. B criyyae Hanmuns NoBpexaeHnin cnefyer npekpartuTb
YCTaHOBKY YCTPOMCTBa, COCTaBUTb COOTBETCTBYHOLLMI aKkT U 06paTUTLCA K MOCTaBLLKKY.
3. YCTponCTBO A0/KHO ObITh YCTAHOB/IEHO Ha TPY6OCTOMKY/CTONG TakuM 06pa3om, 4Tobbl Ethernet-nopt
6bl1 HanpaB/ieH BHU3.
4. Tpwn pa3meLleHnmn yCcTpoiicTBa ansa obecrnedeHuns 30Hbl NokpbITMA cetn Wi-Fi ¢ Hannyywmnmm
XapakTepucTMkamy yunTbiBainTe cregyrowime npasunia:
a. YcTtaHaBnuBaiiTe yCTPOMCTBO TakMM 06pa3om, YTOObI B CEKTOP AENCTBUS aHTEHHbI Nonajasin Bce
abOHEHTCKME CTaHLMKW, KOTOpble 3aniaHnpoBaHO NOAKNIUYNTL K aHHOK 6a30B0OI CTaHUMK,;
b. He yctaHaBnuBaiiTe ycTpoiAicTBO B61M3N (Nopsiaka 2 M) 3/1EKTPUUECKUX YCTPOWCTB U
paanoycTpoiCTB;
c. He pekomeHpyeTcs ncnonb3oBatb pagmotenedoHbl 1 Apyroe 06opyfoBaHue, paboTarollee Ha
yacTtoTe 5-6 Ty, B paguyce gericteua 6ecnposogHoli cetn Wi-Fi;
d. MNpenaTcTBus B BUAE CTEKNAHHbIX/METAIINYECKUX KOHCTPYKUNIA, KUPNUYHBIX/OETOHHBIX CTEH, a
TaKke eMKOCTM C BOAOW 1 3epKasia MOryT 3HauMTelbHO YMeHbLUNTb paguyc aericteua Wi-Fi ceTtn.
5. TMpu pa3meLleHnn HeCKOIbKMX TOYEK AOCTyna Ha O4HON TpybOoCToliKe peKOMeHAYeTCs pa3HOCUTb UX MO
BEPTMKaIN MUHUMYM Ha 2 MeTpa.

N —
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6. Ecnu curHan npesblWaeT 3HaveHne -40 obm, TpebyeTcs 3aHN3UTb MOLLHOCTb nepegaryvka Ha

3.3

1.

2.

No ok

BCTPEYHOI CTOPOHE.

PekoMeHgaLmm no o6ecneyeHnto rpo3o3almTbl

3a3zemsieHne Heo6x04MMO BbIMOMHATL U30/IMPOBAHHBLIM MHOTOXW/TbHBIM NMPOBOAOM. YCTPOWCTBO
3a3eM/IeHNs U cevyeHne 3a3eM/SLLLEro NPoBoAa A0/HKHbI COOTBETCTBOBATL TpeboBaHuaM MY 3.
MepByl0 YNNYHYIO rPO303aLLnTy HE06X0AMMO yCTaHaBIMBaTb MakCumMasibHO 6/1M3K0 K 6a30BO CTaHLmMW,
coeanHASA UX KOPOTKUM Y/IMYHbIM FTP-kabenem ¢ skpaHMpPOBaHHbLIMW KOHHEKTOpPaMW.

BTopyto y/iMyHyto rpo3o3almTty Heobxo4aMmo ycTaHaBNnBaTb MakCMMasibHO 65113K0 K POE-kommyTaTopy
(POE-nHxeKTopy), coeauHsia nx KOPOTKAM ynuHbIM FTP-kabenem ¢ akpaH1pOBaHHbIMU KOHHEKTOPaMW.
CoeavHeHue rpo3o3awunT mexay cobol BbinonHAeTca ynuuHbiM FTP-kabenem gnvHoin go 100 m.
CeKTopHast aHTeHHa [o/hKHa 3a3eM/IATbCA Yepe3 MadTy /19 KPen/ieHNss aHTEeHHbI.

Heo6xoayMo 3a3emMnnTb 6a30Byto CTaHUMI0 (MoApo6GHee B MyHKTe YCTaHOBKa YCTPOVCTBA).
PoE-kommyTaTop (POE-HXEKTOp) AO/MKEH GbITb MOAK/OYEH B 3/1EKTPUYECKY0 po3eTky 220 B ¢

3a3eM/IeHMEM TMB0 3a3eM/IEH Yepes Kopryc.

ba3osasn
cTaHuus

4 3azemnenue uepes
maymy aHmenHb!

CeKTopHas
aQHTeHHa

CoedeHumensHblii kabens FTP
He Gonee 60 cm. + IKPAHUPOBAHHBIiT
KOHHeKrmop

FTP kabens ynuuHo20 POE
ucnonsenus. Anura do 100 m. Ko atop W e s
YnanyHasa T MMyTaTop .

]
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PucyHok 6 — Cxema nogkntoveHnst 6a3oBoil CTaHUMK ANnsi 06ecneyeHnsi rpo303allmThbl
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PyKoBO/CTBO Mo akcnsyatauum WOP-3ax-LR5

4 YcTaHOBKa yCTpoucTBa

[nsa 6azosoii ctaHun WOP-3ax-LR5 npegycmoTpeHbl ABa BapMaHTa MOHTaXa: yCTaHOBKa YCTPOMCTBa Ha
TPy6OCTOIiKYy 1 yCTaHOBKa YCTPOMCTBA Ha CTEHY.

4.1 YcTaHOBKa yCTPOWCTBa Ha TpybOCTONKY/CTONO

1. MpukpenuTe KPOHLITENH K KOpMnycy YCTPOMCTBA C NOMOLLbIO BUHTOB, UAYLLIMX B KOMIN/IEKTE, Kak NoKa3aHo Ha
pucyHke 7.

PucyHok 7— KpenneHve KpoHLUTeliHa K YCTPOCTBy

2. YcTaHOBUTE yCTPOiicTBO Ethernet-nopTtom BHM3 Ha TPY6OCTOIKY, KAk NOKA3aHO Ha PUCYHKE HUXKE, 1
3aKpenuTe ero XomyTamu, ayLiMmy B KOMMJIeKTe ¢ ycTpoiicTeoM. CobntofaiiTe NHCTPYKLMI N0 TEXHUKE
6e30nacHOCTM 1 pekoMeHaaLuKW, NPUBEAEHHbIE B pazaenax «/IHCTPYKLMY N0 TEXHUKE 6e30MacHOCT» U
«PeKkomeHaLmy No yCTaHOBKe».

1N

[

PucyHok 8 — KpenneHue ycTpoicTea K TpybocTolike

3. BbINOMHMTE 3a3eM/IeHME YCTPOCTBA Yepes CreLmasibHyto KnemMmy Ha paavaTtope yCTpoiicTea (CM. pucyHoK
5).
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PyKoBOACTBO No akcnyaTtauum WOP-3ax-LR5

4.2 YcTaHOBKa YyCTPOWCTBa Ha CTEHY

© [anHbiit BapuaHT ycTaHOBKM YCTPOICTBA ABNAETCA [JONOMHUTENLHBIM — KPENn/ieHne NpoAaeTcs
OTAE/IbHO U HEe BXOAMUT B KOMIM/IEKT MOCTaBKM.

1. CoBmecTuTe YeTblpe OTBEPCTUA OJ1A BUHTOB Ha KpOHUJTeVIHe C TakKnMun XXe OTBEepPCTUAMU Ha yCTpOVICTBe. C
NOMOLLBK OTBEPTKU MNMPUKpennte KpOHLIJTEI7IH BUHTaAMM K yCTpOVICTBy, KaK NMnoKa3aHO Ha pUCYyHKe 9.

T 1

PucyHoK 9 — KpenneHue KpoHLITeliHa K yCTPOACTBY

2. BbiGepute MeCTO A/1s1 pa3MeLleHnsi 6a30BOli CTaHLMM B COOTBETCTBMMN C peKOMeHJaLUsMn 13 pasaesios
PYKOBO/CTBA «/IHCTPYKLMY MO TEXHNKE Be30MacHOCTM» U «PekoMeHaaLun no yctaHosker. MpunoxuTe
OCHOBaHWEe KPOHLUTeHa K CTEHE N OTMEpPLTE PacrofioKeHNe OTBEPCTUI ANA BUHTOB (pUCyHOK 10).
MpocBepnuTe OTBEPCTUS U 3aKPENUTE B HUX BUHTI, HE 3aTArMBast A0 KOHLA.

PucyHok 10 — Pa3melleHne yCcTpoiicTBa Ha CTeHe

3. BbINosHKTE 3a3eM/ieHNe YCTPOICTBA Yepes creLyasibHyo KeMMy Ha paguatope ycTpoiicTea (CM. pycyHOK
5).

4. COBMECTUTE OTBEPCTUSI KPOHLLUTENHA C BUHTaMK Ha cTeHe. MNMepeaBrHLTE KPOHLLTENH BBEPX UM BHU3 A0
ynopa u 3akpenuTe BUHTbI (pUCyHOK 11).
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PyKoBOACTBO No akcnyaTtauum WOP-3ax-LR5

PucyHok 11 — duKcmMpoBaHue ycTpoiicTBa Ha CTeHe
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

5 MopgknoveHne ycTponcTea

PucyHok 12 — MogknioveHne Ethernet-kabens k PoE-nopty

+ CH/MUTE KpbILWKY, 3aKkpbiBatowyto Ethernet-nopt Ha HWXHe naHenn ycTpolicTea, nogkntounte Ethernet-
kabenb k POE-nopTy (pucyHok 12).

*+ 3akpoliTe KpbILWKY HKHE naHenw.

+ [oakounTe aHTEHHY K YCTPOWCTBY, Ceays UHCTPYKUMAM U3 pasgena «/IHCTpyKUMs No repMeTmsatim
aHTEHHbIX pa3beMoBy:

* Mpwn ncnonb3oBaHMn Omni-aHTEHH: NpUcoeauHUTE aHTeHHbl K SMA-pazbemMaM yCTPOCTBa;

* [pwn ncnosnb30BaHUN NaHebHbIX/CEKTOPHbIX aHTEHH: MPUCOeAMHUTE aHTeHHbl K SMA-pasbemam
YCTPOMCTBA C NOMOLLBIO KabenbHbIx C60poK. OTperynnpyiTe NoN0OXeHNe aHTEHHbI Tak, YTOObI
aboHeHTCKMe ycTpoicTBa nonagasiv B 30Hy NOKPbITUS YCTAHOBIEHHOW aHTEHHbI.

* Mopgxniounte Ethernet-kabenb, ngywmin ot WOP-3ax-LR5, k POE-nopTy uHxekTopa nnn nopty
kommyTatopa (IEEE 802.3at-2009).
+ Ecnu Bbl ucnonb3yete PoE-nHxeKkTOp, nogkaounte ero K poseTtke 220 B ¢ NoOMOLLbI0 CETEBOTO LLHYpa.

[ © Bo uzbexaHue BbIXOAA YCTPOWCTBA 3 CTPOSI PEKOMEHYETCA UCMO/b30BaTh rPO303alLuTYy. ’

[ @ He Bkntouaiite NUTaHMe 6e3 NOAKMOUEHHBIX aHTEHH. ]
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5.1 VHCTpyKUMA No repMeTnsanmnm aHTeHHbIX pa3beMOB

@ Trepmetnzaumio HeO6X0AMMO NPOBOAUTL C 06EeNX CTOPOH Kabens.

1. Mepep nogkntoyYeHMeM kabesnst K pasbemy 0CMOTPUTE ONJIETKY Kabens Ha Hanmume NoBPexXAeHNi, a Takke
MPOBEepLTE Ha/IMuMe YNIOTHUTENBHOTO KO/blia B ralike pasbema, pacnosioxeHve nokasaHo Ha pucyHke 13 (a,
6).

PucyHok 13a PucyHok 136

2. MopgkntounTe Kabesnb K pasbemy YCTPOACTBa (aHTEHHbI) 1 3aTIHUTE raiiky, Kak nokasaHo Ha pucyHke 14 (a,
6).

PucyHok 14a PucyHok 146

3. OTpexbTe Pe3MHOBYHO repMETM3NPYIOLLYIO IEHTY COOTBETCTBYIOLLEN A/INHbI: HA TEPMETU3aLMio OAHOMO
pazbema SMA (pucyHok 14a) Tpebyetcsi 0,15 M ruaponsonvpytoLleli neHTsl, ans pasbema N-type (prcyHok
146) Tpebyetcs 0,3 M rMapon30NMpPYIOLLEN NTEHTLI, Kak NokaszaHo Ha pucyHke 15 (a, 6).

PucyHok 15a PucyHok 156
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4. Ypanute ¢ pe3nHOBO NEHTbI 3aLLMTHbIV CNOW, Kak NoKa3aHo Ha pPUCYHKe 16.

PucyHok 1 6

5. HauHnTe 06MOTKY CO CTOPOHbI Kabesns, npeasapuTesnibHO OTCTYNMB OT 0GXMMHOM YacT Ha 10—15 mm.
3adnKcupyinTe KOHUMK NEeHTbl Ha oneTke kabensa nog yrnom 15-25 rpagycoB K ocu kabens, u, crerka
pacTarveas /IeHTy, HauHUTe obmaTbIBaTh Kabesb U pa3beM, NPOABUTasiCb B CTOPOHY Kopnyca yCcTpoicTsa.
BuTkn HeobxoamMmo yknaabiBatb Apyr Ha Apyra ¢ Hax/1eCcToM, CK1aZkM Ha BUTKax He gonyckatotcs. O6moTka
kabens nokasaHa Ha pucyHke 17 (a, 6).

o o
o’

PucyHok 17a PucyHok 176

6. [LOCTUrHYB KOprnyca yCTPoicTBa (aHTEHHbI) KpaeM NIeHTbI, CAenaiiTe 060poT BOKPYr pazbema, MakCUMasibHO
NpWXMMas Kpaii NeHTbl K Kopnycy, Aasiee NPOA0/HKUTE HAMOTKY IeHTbI NoA, APYrUM YI/IOM, YAAsssCb OT
kopnyca. MNpu HaMaTbIBaHNM He 3a6blBaiiTe PacTArMBaTh NIEHTY U MIOTHO NPUXUMaTb €€ K paHee HaMOTaHHbIM
BUTKaM. Ha KOHUMKe NTeHTbl PacTsHKKy HEOOXOAMMO YMEHbLLUUTL 1 M/IOTHO NPUXKaTb Ero K BUTKaM,
pacnofioXeHHbIM Ha ON/IeTKe Kabens, Kak NokasaHo Ha pucyHke 18 (a, 6).

v

.. _-,)“'_f_" . R
PucyHok 18a PucyHok 186
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7. OTpexsTe MBX-NeHTy (M30/1EHTY) COOTBETCTBYIOLLEN A/IMHbI: HA repMETU3aLMI0 0AHOro pasbeMa SMA
Tpebyetcsa 0,28 M n3oneHTsl, ANa pasbema N-type Tpebyetca 0,6 M n30/eHThI. 130n1eHTa Tpebyetca a/is
3alNTbl PE3VHOBOW NEHTbI OT Y/IbTPAKMONETOBLIX Ny4Yell. I3oneHTa nokasaHa Ha pucyHke 19.

PucyHok 19

8. HauHnTe 06MOTKY C onneTkn kabens, npeaBapuTesibHO OTCTYNMB OT NEPBOr0 BUTKA PE3NHOBO NIEHTbI HA 5—
10 MM. 3adhnKCUpynTe KOHYMK N30/1EHTLI Ha onneTke kabensa nog yrnom 15—25 rpagycoB K ocu kabens, u,
cnerka pacTsarmas IeHTY, Ha4HUTEe obMaTbiBaTh Kabesb 1 pasbem, NPoABUrasicb B CTOPOHY Kopnyca
yCTpoicTBa. BUTKM HEOBX0AMMO YKaAbiBaTb APYr Ha Apyra C Hax/1eCcToM, CKNagkM Ha BUTKax He
ponyckatotcsa. O6MoTKa Kabensa nokasaHa Ha pucyHke 20.

PucyHok 20

9. [locTUrHYB KOpryca KpaeM NeHTbl, caenaite 060poT BOKPYT pa3bema, MakCUMasibHO NpuXumasi Kpai
N30/1eHTbI K KOPMYCY YCTPOICTBA, Aasiee NpoAo/HKUTE HAMOTKY JIeHTbI Nog, APYrMM YI/IOM, YAaNsisick OT
kopnyca. Mpu HamaTbIBaHUM NSIOTHO HakNaablBaliTe BUTKM JIEHTbI, HE Aonyckas CKnagok. Ha nocnegHux
BUTKaX U30/1EHTbI PACTSKKY HE0OXOAMMO YMEHbLLNTb A0 HYAS U NOCNeAHWI BUTOK YIOXNUTL 6e3 pacTsrmBaHus,
Kak nokasaHo Ha pucyHke 21 (a, 6).

PucyHok 21a PucyHok 216
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6 YnpaBneHue ycTponcTBoM vyepe3 web-nHtepdeic

6.1 Hauyano pa6oTsl
[na Hayana paboTbl HY)XXHO NOAKIOUNTLCS K YCTPOUCTBY No nHTepdieiicy Ethernet uepes web-6pay3sep:

1. OTKpoliTe web-6pay3ep (nporpammy A5 NPOCMOTPA rMNepTEKCTOBLIX AOKYMEHTOB), Hanpumep Firefox,
Opera, Chrome.
2. BBepgute B agpecHoil cTpoke 6pay3sepa IP-agpec ycTpoicTtsa.

© 3asopckoii IP-agpec yctpoiicTea: 192.168.1.10, Macka nogceTu: 255.255.255.0. Mo yMmonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewwHoM 06HapyXXeHUM YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsl CTpaHuLa ¢ 3anpocoM UMEHN
nosib30BaTens v naposs.

WOP-3ax-LR5

3. Beegnte ums nonb3oBaresnsi B CTpoke «BBeauTe NOrMH» 1 naposib B CTPOKe «BBeanTe naposb».

© 3asoackme yctaHosku: norvn: admin, napons: password.

4. HaxmuTe KHOMKY «BoliTn». B okHe Gpay3epa OTKPOETCS MEHH0 MOHUTOPWHIA COCTOSIHUSA YCTPOIACTBA.

WOP-3ax-LR5

BhICTpan HacTpoika MOHUTOPHHT Radio AP CeTeBble HACTPONKK Cuctema MHCTpYMEHTBI - (BbIXOO)
BeCnpoEOLHEIE KNMEHTE M3penune WOP-3ax-LR5
AnnapatHas sepcuA 1v2

CTaTUCTHEA NO Tpaduky
3asoackor MAC-agpec EC:B1:E0:36:DB:B0O

CraHupoBaHue 3hupa
CepUAHLIA HoMmep WP45000060

CreKkTpoaHanu3atop Bepcua MO

HypHan cobbiTui PeaepBHan BepcuA MO

Bepcua sarpysunka
CeTesas MHDOPMALIMA P Py

CucTemHoe BpemMa 02.07.2025 08:04:08
MHobopmauma o

pagMoUHTEpDeRcax Bpema padoTel 0 gx, 00:08:04
3arpystka Ly 5
MHbopmauua of yeTpoicTee » 2 2h %
Mcnone3yeman NamaTh 45@ 108 MGaiT / 237 MDaiT

= OGHOBUTL
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5. Tpy HeOBXOANMOCTU MOXHO MEPEKNIOUNTL A3bIK 0TOBpakeHnsa nHdpopmaunn. Ana WOP-3ax-LR5
[OCTYMHbI pycckas v aHrnMinckas sepcumn web-uHtepdpeiica.

(A ELTEX

BHICTpaA HacTpOHKa IMOHUTOPKHHT

BecnpoBoqHbIE KNMEHTH
CTaTMCTHMER NO Tpacuky
CKaHWpoBaHWe 3pupa
CrexTpoaHanusarop
HypHan cobbiTui
CeTeBan MHpopMalma

MHpopmMaLma o
pagnouHTepheicax

WMHpopmauma ob ycTpoiAcTee >

AnnapaTHan Bepcua
3asoackod MAC-agpec
CepHiiHbIi Homep
Bepcua MO

PesepeHan sepcuna MO
BepcuaA sarpysynka
CUCTEMHOE BpEMA
Bpema patoTkl

3arpyska LNy

Mcnonesyemana naMate

= OGHOBUTL

WOP-3ax-LR5
Radio AP CEeTeBble HACTPOMKK Cuctema MHCTPYMEHTBI - (BbIXOO)
HM3genue WOP-3ax-LR5

12
EC:B1:E0:36:DB:BO

WP45000060

02.07.2025 08:04:08
0 gw, 00:08:04

1%

45@ 108 MBaiT / 237 MBaiT

6.2 CwmeHa nonb3oBaresiei

Ha ycTpoiicTBe cyllecTByeT ABa Tuna nonb3osaresneii: admin n viewer:

+ admin (naposnb No ymonuyaHuio: password) MMeeT NosHbI AOCTYN K YCTPOWCTBY: UTEHKE 1 3anuUChb
N06bIX HACTPOEK, NMOJHbIA MOHUTOPVHT COCTOSIHISA YCTPOIACTBA.

- viewer MMeeT NpaBo TO/IbKO NPOCMATPUBATL BCHO KOHGUIypaLuio YCTPOiCcTBa 6€3 BO3MOXHOCT YTo-
nM60 peaakTMpoBaTb, MOHUTOPUHI COCTOSIHWS YCTPOICTBA JOCTYNEH B MO/IHOM 06bEME.

HELTEX

BhICTpas HacTpoika MOHWTOPMHT

WOP-3ax-LR5

Radio AP CETeBbIE HACTPOMKK Cucrema MHCTPYMEHTHI - (BbIXOM)

Mpun HaxkaTMK Ha KHOMKY «Bbixoa» Tekyllasa ceccus nosib3oBatens 6yaeT 3aBepLueHa, 0To6pa3nTCsl OKHO

aBTOpU3ALUM:

WOP-3ax-LR5

[na cMeHbl goctyna H906XO,CI,I/IMO YKa3aTb COOTBETCTBYHOLNE NMA NOJTIb30BaTE/IA U NMapo/ib, HaKaTb KHOMKY

«BoinTu».
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6.3 lMpumeHeHne KoHurypaumm n oTMeHa M3MeHEHN

1. MNpumeHeHre KoHurypaLmm

o v [IpumeHnTs
Mpy HAXaTUN KHOMKM 3anyckaeTcs npoLecc cCoxpaHeHust KoHurypauum Bo

flash-namsTb ycTpoiicTBa M NpUMEHEHME HOBbIX HACTPOEK. Bce HAcCTpolikvu BCTynatoT B cuy 6e3
nepesarpysku yCTpoKcTBa.

B web-uHTepeiice peannsoBaHa BuU3yasibHasi MHAMKALMS TEKYLLETo COCTOSIHKS npoLecca NPUMEHEHWS]
HacTpoek (Tabnuua 4).

Tabnvua 4 — BusyasibHast MHAMKaLMS TEKYLLEro COCTOSIHMS npouecca NpUMeHeHUs HacTpoekK
BHewwHwMii Bupg, OnucaHue coCcTosiHUA

Mocne HaxaTust Ha KHOMKY «[pUMeHNUTb» NPOUCXOAUT NPOLIECC
NPYMEHEeHWs 1 3anncK HaCTPOeK B NaMaATb ycTpoicTea. O6 3ToM

NHAPOPMUPYET 3HAYOK i B Ha3BaHUM BKIAKM U HA KHOMKE

«IPUMEHNTB>.

06 ycrnewHoM COXpaHeHUn 1 NPUMEHEHNN HacTPoeK MHAopMUpYyeT
+ [1pumMeHnTs y P P P thopmmpy

3HauOoK B Ha3BaHWUW BKIAJKN.

2. OTMeHa U3MeHEHWIA

© OtmeHa n3MeHeHNii NPOM3BOANTCA TOMLKO [0 HAXKATUS Ha KHOMKY «TTpUMeHnTb>. Mpu HaxkaTum Ha
KHOMKY «[TPUMEHNTbL» N3MEHEHHbIE Ha CTPaHuLLEe NapamMeTpbl 6yayT 06HOBNEHbI HA TEKYLLME 3HAYEeHNS
N COXpaHeHbl B NaMsiTb YCTPOCTBa. [ocne HaxaTnsi Ha KHOMKY «MpMeHUTb» BO3BpaT K NpeablayLmm
HacTpoiikam 6yaeT HEBO3MOXEH.

v X 0
KHOMka oTMeHbI N3MEHEHUI UMeeT BUS; THENS
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6.4 OcHOBHble anemeHTbl web-nHTepdeica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

ELTEX  WwWoP-3ax-LR5

BhICTpas HacTpoiika MoHuTopuHr  Radio AP CeTeBble HACTPONKN CucTema MNHCTpYyMEHTBI - (BBIXOM)

BECNPOBOAHBIE KNMEHTEI M3nenue WOP-3ax-LR5
AnnapaTtHan BepcMA 1v2
CTATUCTHKA MO TPAHKY
3asoackold MAC-agpec EC:B1:E0:36:DB:B0

CraHWpoBaHue aupa
CepHiiHbIi HoMep WP45000060

CneKkTpoaHanuaarop Bepcus MO

JKypHan coBbiTHit Pe3sepeHas Bepcua MO

- Bepcua 3arpysunka
CeTesan MHMOpMaLMa ’

CucTemHoe Bpemsa  02.07.2025 08:04:08
MHhopMaLma o

panuouHTepdeiicax Bpema padoTsl 0 aH, 00:08:04
. 3arpy3ka Ly 1%
WHpopmauua of ycTpoicTee » pyska L ’
Mcnonbayeman NnaMAThb 45@ 108 MGaiT / 237 MBaiT
@ 000 "Mpednpusmue "Samexc”. 2025 Bepcur M0 (Bepcus WEB: )

OKHO No/b30BaTENIbCKOTO UHTEpdielica pasaeseHo Ha NsATb 06/1acTeil:

1.

o w

Bknagkvn MeHio — g rpynnyMpoBKY NOAMEHIO No Kateropusim: BoeicTpas HacTpolika, MOHUTOPUHT,
Radio, AP (meHt0 «<AP» SOCTYNHO TO/ILKO B peXxume ycTpoiictBa «Touka goctyna PTP» unum «Touka
poctyna PMP») nnu STA (meHto «STA» fOCTYNHO TO/ILKO B PEXUME YCTPOCTBa «KNMNEHT»),
CeTeBble HacTpoWku, Cucrtema, MHCTPYMEHTbI.

Bbi60op s3blka MHTepdpelica 1 KHonka (BbIxof), NpeAHa3HavYeHHas /1 3aBepLleHns ceaHca paboTbl B
web-nHTepdelice nog aHHbIM NONb30BaTENEM.

Bknagakv nogmeHo — 4715 ynpas/ieHns NosieM HacTpoek.

Mone HacTpoek yCTpoincTBa — A1 NPOCMOTPa AaHHbIX 1 KOHUrypawumn.

NHpopmaumoHHoe none, otobpaxatoLee Bepcuto MO, ycTaHOBNEHHYIO Ha YCTPONCTBE.

26



PykoBoacTtso no akcnayatauum WOP-3ax-LR5

6.5 MeHto «bbICcTpas HacTpolika»

B meHi0 «BbICTpas HacTpoika» BbINoHAETCA 6a30Bas HacTpoiika 6ecnpoBoAHOI0 MoCTa.

6.5.1 TMogmeHto «bbICTpas HacTpoiika»

JLELTEX  WOP-3ax-LR5

BracTpan HacTporka MoruTopunr Radio AP CeTessie HacTPOAKK Cucrema HHCTpymeHTE - {Bbix0a)
BicTpan HacTpoiika » Radio CREeKTpoaHan13arop
Karan 36 (5170 — 5210 M) v
MNocneaHee ckannposaHue Sbino 02.07 2025 10:06:21
LmpwHa karana, MMy 40 ~ =5
OCHOBHOH KaHan Upper ~ 8
43
DuRCMpoBaKHas # 40
LBHTpanbHan JacToTa E a5 |
] |
MowrocTs curHana, gBm 27 v E n |
2 |
PaccToRHme, ki 0 20
E o5
HaCTpo#KkK NOAKNHYEHARA 10
5
sSID WOP-3ax-LR5-test |! 1 tuatl Hu I I duaal
0 ol Buall a . SULLLLTEEEERE LT e 1 Luashas
5200 5500 5600 5700 5800 5900
Pexm GesonacHocTn WPA3 -
Yacvora, My
Kiod WPA | senserer @ Monkmiuera
MFP Brioero hd 06
CeTeBble HaCTPOMKK B
Ne Wms xocta IP-agpec MAC-agpec ‘Yposexb curiana (RS51), abm Yoanenxem RSSI, gEm Bpewn paborel  ~

Wmn xocTa WOP-3ax-LR5 23
1 STA ecbled2e2510 -T1 -52 0 gn, 00:00:24

-

4 4

MNpoTokon Static. v
Cramnseckuil IP 192 168.1.10
CeTeEan Macka 255.255.255.0
Lnias
LoCTyn K yeTpoiicTsy
Mapons =

MoaTeepkaeHHE Napons L3

Radio:

B pasgene «Radio» ocyllecTBAKOTCSA HACTPOIKM OCHOBHbIX NapamMeTpoB paanonHTepdelica ycTpolicTea.

* Pexxum ycmpolicmsa — pexum paboTbl pagnonHtepderica yctporictaa. [JoCTynHb:
+ Touka docmyna PTP;
+ Touka docmyrna PMP;
*+ KnueHm — 6ecriposodHoli knueHm (STA).

* Kanas1 — BblIOOp KaHasia nepefayv gaHHbIX. MNpu yctaHOBNEHHOM hnare «ABTOMaTnYeckuii BbiI6op»
kaHana B MeHo Radio, gaHHast HacTpoiika 6yaeT 3a6n10KnpoBaHa;

+ UupuHa kaHana, MMy — wmpmnHa nNosaockl 4YacToT KaHasla, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuHUMaeT 3HadveHus 5, 10, 20, 40, 80 n 160 MI'y;

* OCHOBHOU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOGHOCTU CTaTUYeCKn
3afjaHHOro kaHana, pasHori 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOALLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YaCcTOTHOW o6nactu. 3Tu ABa KaHana 20 MI'y, Ha3biBatoT NEePBUYHBIM U
BTOPWYHbIM KaHanamu. MNepBuYHbIA KaHas MCNO/b3YeTCs KNNeHTamu, KOTopble NoAAEPXMBAKOT TO/bKO
nosaiocy nponyckaHusa kaHana 20 Mruy;

+ Upper — nepBrYHbIM KaHasioM Byaet BepxHuin kaHau 20 MI'y, B nonoce 40 MIy;
+ Lower — nepBWYHbIM KaHanoM ByaeT HMxHUI kaHan 20 MI'y, B nonoce 40 My,
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+ @uKcupoBaHHasi yeHmpasibHasi Yacmoma — npu aktueauuu cpnara Becb Tpagvk (NakeTbl AaHHbIX 1
ynpasneHus) 6yaeT nepefaBaTbCs HA YKa3aHHOW LEHTpasIbHOW YacToTe KaHasa ¢ 3a4aHHOW LMPUHOWA
nonocsl (40/80/160 MI'L). ®YHKLMS SABNSIETCA NPONPUETAPHOiA, Nepeada BeAeTcs He Mo cTaHaapTam
IEEE 802.11, rae npegnonaraeTcs UCMNoNb30BaHVe pasHbIX LEeHTPasIbHbIX 4acToT A1A Tpadouka AaHHbIX 1
ynpasneHus npu wupunHe kaHana 40/80/160 My,

* MowHocmb cu2Hana, 0bm — perynvpoBka MoWwHOCTN curHana nepegarynka Wi-Fi B abwm;

+ PaccmosiHue, KM — pacCcTOsiHMe MeXay YCTpolicTBaMy B KusiomeTpax. MisameHeHve 3HaueHus
paccTosHMA N3MEeHUT 3HaveHne Taim-ayta ACK. PaccTtosHne criefyeT OKpyrisiTb B 60/1bLUYHO CTOPOHY.
Hanpumep, ecniv pacctosiHe Mexay ycTporictBamu 3,2 KM, TO HE0O6X0AMMO yKa3aTtb 4 KM.

© LWupuHa kaHana 5 v 10 MIL, 4OCTYNHbI Tobko B pexxume IEEE 802.11a/n/ac. [ins nsmeHeHus
pexuma 802.11 Heob6xoaMMO nepeinTy B MeHto Radio.

o MapameTpsbl «KaHan», «lUnpuHa kaHana», «OCHOBHOI KaHa» AOCTYMNHbI TO/IbKO B peXunMe yCTPoncTBa
«Touka goctyna PTP» nnn «Touka goctyna PMP».

HaCTpOVIKl/I noaKNKyeHmnA:

« SSID — nms BMpTyanbHOI 6ecnpoBOAHON CETY;
* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTtyna K 6ecnpoBogHOl ceTu:

* BbIK/IlOYEHO — HEe UCNO/b30BaTh WWNpoBaHme 4718 nepefayv faHHbIX.

« OWE (Opportunistic Wireless Encryption) — meTop, lungppoBaHus, ob6ecnedvBatoLmii 6e30nacHOCTb
[aHHbIX, NepefaBaeMbIX N0 He3aluMLEeHHOW ceTu. Mpu 3TOM OT nosb3oBateneit He TpebyeTcs
BbINO/IHEHME KaKNX-TO AOMOMHUTENbHbLIX AEACTBUIA 1 BBOAA Napos 415 NOAKIYEHNS K CETH;

+ WPA2, WPA3 — cnocob LwindpoBaHus, Npu BbIbope 04HOro 13 cnocoboB OyaeT AOoCTynHa
cnepytoLlan HacTpoika:

* Koy WPA — kntod/naponb, He06xoaumblli 419 NOAKYEHUS K 6ecnpoBogHoi ceTu. nvHa
Kntoya coctasnseT oT 8 0 63 CMMBOJIOB.

* MFP — 3awmta management-kagpos (gocTynHo npu pexume 6esonacHoct WPA2, WPA3 n OWE.
Mpwn BbIGOpE pexunma 6eszonacHocTn WPA3 n OWE, MFP nepeBoanTcs B COCTOSIHUE BKNOYEHO.
Mpw BbIGOPE APYrMX PEXMMOB NEPEBOANUTCS B COCTOSIHNE OTK/IHOYEHO):

* Omk/o4eHo — 3aWmTa management-kaZpoB OTK/II0UYEH3,

+ OnyuoHa/sibHO — 3awmTa paboTaeT, ecnu 6ecnposogHas ceTb nogaepxvnsaet MFP.
YCTPOICTBO MOXET NOAKNIOUNTLCS K CETUW, KOTOpas He nogaepxmeaetr MFP;

* BK/104eHO — 3alymTa BK/IoUYeHa. YCTPOWCTBO HE MOXET NOAKIUUTLCS K 6ecnpoBOAHON
ceTn, He noaaepxueatoLleii MFP.

CeteBble HaCTQOVIKMZ

* MIMsi xocma — ceTeBOe 1MS YCTPOWCTBa, 3a4aeTcs cTpoka 1-63 CUMBOMOB: TaTUHCKUE 3ar1aBHble U
CTPOYHbIe BYKBbI, LMPpbI, 3HAK AedUC «-» (Aednc He MOXET GbiTb NOC/IEAHUM CUMBOJSIOM B UMEHM);

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAeT OCyLLecTBAATLCA nogknodeHune no Ethernet-
NHTepdpency yCTPoICTBa K CETU NpeaocTaBIeHns ycnyr nposagepa:

+ DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w3 no
YMOJIYaHWUIO 1 Apyrie napameTpbl, Heobxoaumble Ansa paboTtbl B ceTu, byayT nony4veHsl ot DHCP-
cepBepa aBTOMaTN4ecky;

+ Static — pexum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoanMble napameTpbl Ha WAN-
nHTepdenc HazHavarTcs ctatmyecku. Mpu Boibope Tuna «Static» Ana pefakTMpoBaHns cTaHyT
[AOCTYMNHbI creayoLme napameTpsbl:

« Cmamuyeckul IP — IP-agpec WAN-uHTepdoeiica ycTpoiicTea B ceTv npoBaiigepa;

+ Cemesasi Macka — Macka BHeLLHel noaceTy;

* Lo3 — afgpec, Ha KOTOPbI OTNPaBAsEeTCA NakeT, ecv A48 Hero He HalijeH MapLipyT B
Tabnuue mappyTmnsaumu.
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[ocTyn K YyCTPOICTBY:

Mpw BXoge Yepe3 web-uHTepdeiic agMmHucTpaTop (Naponb No yMonyaHuio: password) MMeeT NosHbIA focTyn
K YCTPOICTBY: YTEHME W 3annCb N0GLIX HACTPOEK, MOSIHLIA MOHUTOPUHT COCTOSIHUA YCTPOICTBA. 151 CMEHBI
naposisi BBeAMTE HOBbIi Naposib CHavYana B none «Maposiby, 3aTeM B nose «MoaTeepxaeHne naponsi» u
HaXKMUTE KHOMKY «[TpUMEHUTb» /151 COXpaHEHUSI HOBOTO Naposisi.

CnekTpoaHanumsarop:
B pasgene «CnekTpoaHannsaTop» OCYLLECTBAAETCA 3anyCck U MOHUTOPWUHT paboThkl CNeKTpoaHamsaropa.

Ha ycTpolictBax WOP-3ax-LR5 ecTb BO3MOXHOCTb 3anycka cnekrpoaHasmsaropa Ha pagvounHtepdeiice Radio
5MTu,.

@ npu 3anycke cnekTpoaHanusaTopa paguonHTepdelic 6yaeT nepeBeeH B PEXMM CKAHMPOBAHUS, UTO
npuBegeT K npepbiBaHuto Bcex Wi-Fi coeguHeHmnii Ha gaHHOM paavionHTepgieiice.

[ns 3anycka pa6oTbl CNEKTpoaHa/IM3aTopa HaXKMUTE Ha KHomky «CKaHMpoBaTb». B MH(OpMAaLMOHHOM OKHE,
pacnofoXeHHOM CrpaBa OT KHOTKW, 0TOBpaxXaeTcsl BpeMsi B CEKYHAAX, NpoLLe/LIee C Hauyana 3anycka
CKaHupoBaHus. Bpemsi paboTbl cnekTpoaHanmsatopa Ha Radio 5 ML, 3aHMMaeT He 6onee 1.5 MUHYT.

+ [MocnedHee ckaHuposaHue 6bI/10... — AaTa U BPeMs NOCNeAHEr0 CKaHMPOBaHNS;

* Ymunusayus kaHasia — NHhopmaLys 0 3arpyXXeHHOCTU pajuoKaHasa, BblpaXXeHHasi B MPOLEHTAX;
+ Yacmoma — 4acToTa kKaHana B MI'u, Ha KOTOPOM NMPOU3BOANIOCH CKAHPOBAHUE;

* KaHan — Homep KaHana, CoOTBETCTBYIOLLMIA A@HHOI YacToTe.

© CnexTpoaHannsaTop NPOU3BOANT aHANN3 BCEX KaHA/I0B Ananas3oHa BHe 3aBUCUMOCTMW OT HACTPOEeK Ha
pagnouHTepdeiice.

[MoaknwoyeHuns:
B paspgene «MogknoyeHns» oTobpaxkaeTcs nHhopmMaLmsa 0 CoCTossHMM nogkntodeHHbIX Wi-Fi knineHToB.

* Ne — HOMep MOAK/TIFOYEHHOIO YCTPOICTBA B CMUCKE,

* VIMs1 Xocma — ceTeBOoe MMs YCTPOWCTBa,;

* IP-adpec — IP-agpec noakItoHeHHOro YCTPONCTBa,;

* MAC-adopec — MAC-agpec noak/1to4eHHOro YyCTPONCTBa;

* YposeHb cuzHana (RSSI) — ypoBeHb NPUHUMAEMOrO CUrHanNa, AbM;

* Y0asieHHbIlU RSSI — ypoBeHb NPUHMMAEMOro CUrHasia yAasIeHHoro ycTpoicTea, 4bwm;
* Bpewmsi pabombl — BpeMs COeUHEHNS.

[ns BCTynneHns B Cuy HOBOW KOHMUIypauun 1 3aHeceHnss HaCTPpoeK B 3HEProHe3aBnCMyo nNamMsaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». 19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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6.6 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMBI.

6.6.1 TNogmeHto «becnpoBoaHOW kaHa/BecrnpoBOAHbIE K/TUEHTbI»

B nogmeHto «BecnpoBogHO KaHa»/«BbecnpoBogHble KNMeHTbI» 0TobpaxaeTcsa nHgopmanus o
cocTosHUM noakntYeHHbIX Wi-Fi knneHToB. MHhopMauma no nogxNo4eHHbIM KiMeHTam He oTobpaxaeTcsl B
peasibHOM BpeMeHW. 11151 Toro 4Tobbl 06HOBUTL MHCpOPMAaLIMIO Ha CTPaHWLLE, HEOOXOAMMO HaXKaTb Ha KHOMKY
«OBHOBUTbBY.

B 3aBMCUMOCTN OT pexnma yCTPoMCTBa, «Touka goctyna PTP» nnun «Touka goctyna PMP», yaet
[OCTYMHO noameHo «becnpoBogHOM KaHa» U «becnpoBoAHbIE€ KNNEHTbI» COOTBETCTBEHHO.

Onsi yno6cTBa MOHUTOPUHIA CYLLLECTBYET BO3MOXHOCTb Bbl6paTh NapameTpbl A5 oTo6paxeHus. Ans

g
aToro Haxmute Ha ¢ . Mpy HaXKaTUM Ha KHOMKY «[10 YMOMYaHI0» ByyT 0TOGPaKeHbI NapameTpbl Mo
YMO/TYaHMIO.
[l noMcka KIMEHTOB AOCTYMHbI cneaytoLive OUILTPbI: N0 BCEM MO/AM, N0 UMEHM X0cTa, no IP-

agpecy, no MAC-agpecy. [ns Bbibopa hunbTpa HOKMUTE Ha = ®yHKLUMOHaN [OCTYNEH TO/IbKO B
pexumMe ycTpoicTBa «Touka goctyna PMP».

Mpw noaceeTtke 3HaveHuii Link Quality, Link Quality Common, Link Capacity, RSSI n YaaneHHsbiin RSSI
OpaHXeBbIM LIBETOM HabntogaeTcs yxyaleHre kayecTBa CBsidn. Ecv 3HaueHns1 okpalleHbl B KpacCHbIl
LIBET, 3TO YKa3blBaeT Ha 3HAUYNTE/IbHOE YXY/LLUEeH/e CBA3W. PekomeHayeTcs NpeanpyHATbL Mepbl A1s
YNYULEHNS YC/TOBWIA MOAK/THOUEHUS.

Hwxe npusefeHbl npumepsl nogMeHo «becnpoBogHO KaHan»/«becnpoBoAHbIe KNIMEHTbI» B peXxnmMax
ycTpoicTBa «Touka goctyna PTP», «Touka goctyna PMP» 1 «STA» COOTBETCTBEHHO.

vELTEX

BHICTpas HacTpoiika ~ MOWWTOpMHT  Radio AP CeTesbie HAaCTPOWEM  CMCTEMa  MHCTRYMEHTH! o~ (esixon)

BecnposogHoi KaHan > & OGHOBUTE

CTaTncTigE no TpadmEry
Hms RSSI, SNR, Ynanexusii VijaneHHsii BW, Bepcus  Bpems
Cranwpasarme sbupa # Mo xocta  IP-ajpec MAC-agpec Wntepdhedic aBm  ab RSSI, gbm SNR, ob TxRate RxRate MMy No pabotel  [leficTame
1 STA ec:b1:20:33:29:30  wilan0 -85 36 -321-38 36/36 HE NSS2 HE NSS2 20 0 an, OTKNINUTE
MCS6 LGI MCS8 LGI 00:00:28
1318 1755

CnekTpoaHanmaarop
HypHan coBeTrit
MepeaaHo !/ NpUKATO Bcero, BanT 1564413 209 MNepeaado ¢ owMbKamK, NakeTos 0

CeTesas nHpopMaLMR
Mepeaako { NPUHATO BCETO, NAKETOE 144/ 41 MNoETOPE NEpeaadk 3a NOCNElHWA NEPHOS, NAKETOE 0

Wrdopmauma o

pammounTapbeficax Mepeaaro / npunsTo ganmen, Gafr 13 557 /1841 OBwee “ncno noaTopes nepegaun, nareTos 19

" Mepegano { NPHHATO AAHKLIX, NAKETOE 1179 CropoCTe Nnepegad / npuema, KGutic 110
Wrbopmaums of ycTpoidcTee
Moaynauusa MNepeaaHo NakeTos MNpUHATO NakeToB
N552-MCS0 o 0% 78%
N552-MCS5 [ 5%
NSS2-MCS6 23 21%
N552-MCST 36 2%

N552-MCS8 22 20%

alaa[e|a|~
=
Ed

N552-MC359 24 2%
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DHELTEX

BBICTpas HAacTpoHKa MoHMTOpHHT Radio AP CETEEIE HACTPORKK Cucrema HHCTpYMEHTEI - (Ebixoa)
EecnpoBoHLIe KIHEHTL! >
CTaTHCTKEE N0 TPadHKy
CKaHWpOBaHWe 3thupa
Hms RSSI, SNR, Yaanenwbii YpanenHbid BEW, Bepcua  Bpems
CnerTpoananusatop # Ne xocta IP-appec MAC-agpec HuTepdeiac abm ab RSSI, abm SNR, nb TxRate RxRate My no paboTel De#cTene
. . y 1 S5TA ecb1:e0:33:6920 wian0 68 30 -46 1 -58 34i34 HE N552 HE NSS2 20 0 aH, OTEROHUTL
HypHan cobbimri R
MCS9 LGI MCST7 LGI 00:00:52
195 146.3
Cetesan uHopmaLms
e STA ecb1:20:33:69:30  wian0 -58 35 -437-31 31T HE NS51 HE N552 20 0aH, OTENKOYU T
WHdopmayua o MCS11 LGI MCS9 LGI 00:02:30
pagvonHTEpheicax 1219 195
Wrchopmauma of ycTpolicTee MepsaaHo / NPUHATD BCErD, BanT 7642816192 Mepeaano ¢ oWHGKaMK, NAKETOE (1]
MepeaaHo [ NPUHATO BCEMD, NAKETOE 591/95 MoETopE! NEpegasK 3a NOCNEAHWA NEPUOA, NAKETOR 0
MepeaaHo / NPUHATO AaHHe!K, GawT 725772841 OBwee 4icno NOBTOPOB NEpPeaqM, NAKEToB 44
Tepefako / NPpUHATO JaHkeD NakeTos 509/ 14 CropocTe nepegaqn [ npuema, Kouric 770
! nakeTos MpunsTo nakeTos
N351-MC311 191 IE% o 0%
NS§52-MCS0 [ 0% 8 57%
N552-MCS6 46 9% o 0%
N552-MCS7 86 17% o 0%
N582-MCS8 a3 18% 1 T%
N552-MCS9 86 17% s 36%
N5S52-MC510 7 1% o 0%
HELTEX
Y
BriCTpan HacTpolka MoHuTOpHAHT Radio STA CeTeEbie HACTPOHEN Cucrema WHCTPYMEHTH - {BbX0g)
BecnpoBoaHoi Kanan >
CTaTHCTHEA NO TPatuKy . .
Hma RSSI, SNR, YpaneHubi# YoaneHHbIH BW, Bepcua Bpema
. — # Ne xocta IP-agpec MAC-agpec Wutepdieic gBm b RSSI, gBm SNR, a6 TxRate RxRate Mry Mo paborbi  [leiicTBue
7 ~ 1 AP ecb1e0:33:a8b0 wian0 -42 33 59/-34 36736 HE NSS2 HE NSS1 20 0 an, OTKmounTE
SexTpoasanmsatop) MCS11LGI  MGS11 LGI 00:02:12
2438 121.9
WypHan cobLmmil
MepegaHs / NpUKATO Bcero, BanT 441027452 289 Nepeaano ¢ owKrbramu, NnakeTos 0
Ceresan WHdOpMaUmMA
Mepegano / NPHHATO BCED, NAKETOE 247 /1984 MoETOpPE! NEPEAA4M 33 NOCNEAHNA NEPUOA, NAKETOE 0
WHbopmaums o
paguonHTEpbelicat MepegaHo / NPMHATE AaHHEIX, GafT 40 685/ 133 605 OBwee YMCNO NOBTOPOE NEPEAYM,. NAKETOB 0
. Mepenako / NPUHATO AAHHBIX, NAKETOE 165/ 582 CropocTe Nepeadadn [ npuema, KGutic 18713
Wrcbopmayus ob ycTpoicTee
1l NaKETOE MpHHATES NaKeTOE
NS§51-MC 50 ] 0% 2 0%
N551-MC 51 [] 0% 50 9%
NS§51-MC 52 ] 0% 16 3%
N551-MC 510 [] 0% 1 0%
NSS1-MCS11 ] 0% 319 55%
NSS52-MC S0 ] 0% 31 5%
NS52-MC 51 [ 0% al 0%
NS§52-MCS2 ] 0% 9 2%
N552-MCS3 0 0% 9 2%
N552-MC534 0 0% 1 2%
N552-MCS35 0 0% 27 5%
NS552-MCS38 0 0% 70 12%
NSS52-MCS7 0 0% 3 5%
NS52-MCS3 3 2% 5 1%
NS52-MCS9 2 13% o 0%
NS§52-MCS10 19 12% o 0%
N5S52-MC311 122 4% o 0%

Ne — HOMep NOAK/THYEHHOIO YCTPONCTBA B CMUCKE;
Vimsi xocma — ceTeBoe UMS YyCTPOINCTBa;
IP-adopec — IP-agpec NoAKMOYEHHOTO YCTPOICTBA,
MAC-adpec — MAC-agpec nogkIt04eHHOro yCTPONCTBa;
Vinmepcpelic — nHtepdpeiic B3anmogeiictena WOP-3ax-LRS ¢ nogkno4eHHbIM yCTPONCTBOM;

Link Capacity — napameTp, KOTOpbIii 0ToGpaXaeT a(hhEKTMBHOCTb MCMONb30BaHMS 6GA30BON CTaHLUMeE
MOAYIAUMKN Ha nepeaady. PaccumTbiBaeTCs UCXOAA U3 KONMYECTBA NaKeToB, NepefaHHbIX Ha KaKaomn
MOAYAUMN A0 BCTPEYHOTO YCTPOMCTBA, Y MOHMKaOLWMX KO3PULNEHTOB. MakCUMasibHOE 3HaYeHne —

100% (03HauaeT, 4To BCE NaKeTbl NePeaatoTcs [0 BCTPEUYHOIO YCTPOCTBA HA MaKCMMasIbHO
MOAYNALMM ANS MaKCMMa/IbHOTO TNa Nss, NoAAEPXXMBAEMOr0 BCTPEYHbIM YCTPONCTBOM).
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MuHUManbHoe 3HaueHne — 2% (B cnyyae, Korga naketbl nepegatoTca Ha Moy nsumm nssTmes0

[N BCTPEYHOro ycTpolicTBa ¢ noaaepxkoit MIMO 3x3). 3HaueHne napameTpa paccunTbiBaeTCs 3a
nocnegHvie 10 cekyHz,

Link Quality — napameTp, KOTOpbIin 0TOGPaXKaeT COCTOSAHME /IMHKA A0 BCTPEYHOrO YCTPOWNCTBA,
paccunTaHHbI Ha OCHOBaHWW KO/IMYECTBa PETPAHCMUTOB NaKeTOB, OTMPaB/IEHHbLIX BCTPEYHOMY
yCTpoiicTBy. MakcumasnbHoe 3HaueHne — 100% (Bce nepefaHHble NakeTbl OTNPaBUANCHL C NepPBO
MOMbITKW), MUHUMaIbHOE 3HaveHne — 0% (HW OAMH NakKeT A0 BCTPEYHOrO YCTPOICTBA He 6biN1 yCneLHo
oTnpas/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a nocnegHue 10 cekyHa;

Link Quality Common — napaMeTp, KOTOpPbIil 0TO6paXkaeT COCTOSAHNE IMHKA A0 BCTPEYHOro YyCTPONCTBA,
paccunTaHHbI Ha OCHOBaHWW KO/IMYECTBa PETPAHCMUTOB NaKeTOB, OTMPaB/IEHHbLIX BCTPEYHOMY
yCTpoiicTBYy. MakcumasibHoe 3HaveHne — 100% (Bce nepefaHHble NakeTbl OTNPaBUANCHL C NepPBOl
MOMbITKW), MUHUMaIbHOE 3HaveHne — 0% (HW OAMH NakeT A0 BCTPEYHOrO YCTPOICTBA He 6biN1 yCNeLHo
oTnpas/ieH). 3HauUeHne NapaMeTpa paccunTbIBAETCS 3a BCE BPEMS NOAK/MOUYEHNS BCTPEYHOTO
YCTPOWCTBa;

RSS! — ypoBeHb NpvHUMaeMoro curHana, Abm;

SNR — oTHOLWeHne curHan/wym, ob;

YoasieHHbIl RSSI — ypoBeHb NPUHMMAaEMOro CUrHasia yaasieHHOro ycTpoincTea, 4bm;

YoaneHHbili SNR — oTHOLIEHWE CuUrHan/Wwym yaasieHHOro YCTpOoIiCTBa, Ab;

TxRate — kaHanbHasa CKOpPOCTb nepegayv, Mout/c;

RxRate — kaHanbHasA CKOpoCTb npuema, MouT/c;

BW — nonoca nponyckaHuss 6ecnpoBogHOro kaHana, Mrr;

CKopocmb repedadyu — CpefHsAs CKOPOCTb Nepefayn gaHHbIX 3a nocnegHue 10 cekyHg, MouT/c;
CKopocmb ripuemMa — CpefHsAsi CKOPOCTb NpuemMa AaHHbiX 3a nocnegHue 10 cekyHa, MouT/c;

Bepcus O — Bepcust nporpammHoro oéecneyeHns NoAKIHUYEHHOro YyCTPONCTBa;

Bpewmsi pabombi — BpeMsi COeQUHEHUS;

Jeticmsue — npu HaxxaTum kHomkn «OTKNunTb» Wi-Fi coeguHeHne ¢ aboOHEHTCKMM YCTPONCTBOM byaeT
pasopBaHo. AGOHEHTCKOE YCTPOWCTBO NepenoaK/ItovmnTCs;

lNepedaHo/npuHsimo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KOIMYEeCTBO nepefaHHbIX/NPUHATLIX HA NOAK/IIYEHHOe
YCTPOWCTBO NaKeTOB;

lMepedaHo/npuHAmMo 0aHHbIX, 6alim — KONNYECTBO NepefaHHbIX/NMPUHATLIX Ha NOAKHOYEHHOe
YCTPOWCTBO 6allT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KO/IM4eCTBO NnepesaHHbIX/NPUHATBLIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NakeToB, NepefaHHbIX C OLMbKamn Ha NOAKNIOYEHHOE
YCTPOWCTB;

lMosmopsbi nepedayu 3a rnocsaedHul nepuoo, nakemos — KONMYeCTBO NMOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — KoIMYeCcTBO NOBTOPOB Nepefayn Ha NoAK/IHYeHHoe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHNS;

Ckopocmb riepedadu/npuema, Kbum/c — akTyasibHas CKOpOCTb nepegayn Tpacumka B HACTOALLMNIA
MOMEHT BPEMEHW.
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6.6.2 TogmeHo «CTatnucTmka no Tpaduky»

B nogmeHto «Ctatuctuka no tpacuky» otobpaxarorcs rpaddukm CKopocTn npuema/nepegayum Tpacurka 3a
nocnegHvie 3 MMHyTbI, a Takke MHpopMaLmsa 0 KO/IMYecTBe nepesaHHoro/nosry4eHHoro Tpadmka ¢ MOMeHTa
BK/IHOUMEHMS 6a30BOI CTaHUUN.

EILTEX  WOP-3ax-LR5

BeicTpan HacTpolika MoHuTopUH Radio AP CeTeBble HACTPOHEMN Cuctema WMHETpYMEHTEI -~ (esxon)

WLANO Tx/Rx kbps

R 0 kbps (max: 0.1 kbps)
@ T 2.1 kbps (max 10.7 kbps)

Becn POEQAHLIE KITNEHTEI

CratucTiea no Tpadmey > Kfloli'g ]
- 09 4
CranmpoBanue aupa 02 1

85 4
CnexTpoaHanqaatop 78 ]
714
#ypHan coBemii 64 4
57
CeTesan MHopMaLnA 51
43 ]
Whchopratma o 36 4
panuonHTepdelicax 28 4
214
Whcbopmalpn ob ycTpolicTee 14 4
07 4

0 4 | —

T T | B T T T T L) T T T T T L} T T T T [ L T | B
143813 143825 143837 143849 1439:01 1430013 143925 143037 14:39:49  14:40:01 1440113 14:40:25 1440037 1440049 14:41:01 144113 ts
LAN Tx/Rx kbps

Ru: 8.9 kbps (max: 23.9 kbps)
@ T 9.5 kbps (max 13.9 kbps)

13 4
1 4
10 -

04 T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T
143813 143825 143837 143049 1439:01 14:39:13 143025 143037 14:39:40 14:40:01 14:40:13 14:4025 1440037 14:40:49 14:41:01 144113 ts

Mpacbmk LAN Tx/Rx nokasbiBaeT CKOpOCTb npuema/nepegaym Tpacmka yepes Ethernet-nHtepcpelic 6a3oBoii
CTaHUuMK 3a nocnegHme 3 MUHyTbI. Fpaduk aBToMaTMYECKN OBHOB/IAETCS KaXable 6 CEKYHA,

Mpadhmk WLANO Tx/Rx nokasbiBaeT CKOpOCTb npuemMa/nepegayun tpaduka yepes Radio-nHtepdperic 6a3oBoii
CTaHumMK 3a nocnegHme 3 MUHyTbI. [padnmk aBToMaTMYECKN OBHOB/IAETCS KaXable 6 CEKyHA,

OnucaHune Tabnuupl «lepedaHo»:

* MiHmepdgpelic — nmsa nHtepdeinca,

+ Bcez2o nakemos — KO/IM4eCcTBO YCNELLIHO OTMNPaB/IeHHbIX NaKeToB;

* Bcezo 6alim — KoM4eCcTBO YCMNEeLHO OTNpaB/eHHbIX 6aiT;

+ Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbLIX NPV OTMPAaBKE;
* OwWubKu — KO/IMYECTBO OLLMOOK.

MNepenaHo v
Wurepdesic Bcero naketoe Bcero baiT OTBpoWeHo NakeToR Owmnbkm
LAN 4458 2159270 0 0
WLANO 7686 1051779 28 1
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OnucaHue Tabnuupl «[MPUHAMO»:

* MiHmepdgpelic — nmsa nHTepdeinca,
* Bcez2o nakemos — KO/M4eCcTBO YCNEeLHO NPUHATBLIX NaKeToB.;
* Bcezo 6alim — KOIM4eCcTBO YCMeLHO NPUHATLIX 6aliT;

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

+ OM6pPOWEHO Makemos — KOJIMYECTBO MAKETOB, OTOPOLLEHHBIX NPW NOYUYEHUY;

* OWubKU — KONN4YEeCTBO OLLUNOOK.

MpuHATO ~
WnHTepdeic Bcero naketor Bcero baiT OrbpoweHo nakeToB Owndkm
LAN 18872 3688618 0 106
WLANO 100 10213 0 9856

6.6.3 TNogmeHo «CkaHmpoBaHue adnpa»

B nogmeHto «CKaHMpoBaHue 3chmupa» OCYLLECTB/ISETCS CKaHMPOBaHVE OKPYXXatLEero paavoadmpa

o6HapyXXeHne coceaHMX ToUeK JoCTyna.

e
ELTEX  WOP-3ax-LR5
BeicTpan HacTpolika MoHuTopUHT Radio AP CeTeBble HacTpokkm Cucrema WHCTpymMeHTE!
BeCNpOBOAHLIE KITHEHT! b AW ETTLEEV S [TocnegHee cranuposaqve Beine 02.07.2025 10:48:00
CratucTuka no Tpadky o
5Ty
Cranvposanue achvpa »
DOuanazon Pexum SSID Pexum bezonacHocTH
CnextpoaHanuzatop 5Ty AP QOpen
Hypran cobeimii 5y AP WPA2
CeTesan uHopMaLIMA 51y, AP Open
5T A
WichopmaLyn o 5y AP WPA2_1X
paguonHTepdeicax 5Ty AP WPA2_1X
WMhdbopmauuna of ycTpoiictee 50Ty AP Open
51y AP Open

MAC-agpec Kanan / liupusa RSSI, nbm
66:13:E2:0E:79:49 165/20 -13
66:13:E2:0E:79:4F 165/20 -13
E8:28:C1:FC:D6:50 132/80 -36
E6:26:C1:FC:D6:51 132/80 -36
CCHD:A2:FF:B2:2A 132720 =37
CCH9D:A2:FF-B2:29 132120 -38

66:13:E2:35:E2:B9 132120 -40

[lna 3anycka npouecca ckaH1poBaHus adnpa HaxXMUTe Ha KHomnky «CkaHMpoBaTb». Mocne 3aBepLieHns
npolecca Ha CTpaHuLe NOSIBATCS CNIMCOK 0GHAPYXXEHHbIX B paano3admpe Touek A0CTyna U MHhopMaLust 0 HUX:

* [locnedHee ckaHuposaHue 6b1/10... — fata v Bpems nocnefHero CKaHMpoBaHus;
+ [Juana3oH — yKa3blBaeTcs agnanasoH 5 T, B KOTOPOM Gblsia 0GHapyXeHa Touka A0CTyna;

« Pexxum — pexum paboTthbl pagnonHtepdelica ycTpoicTBa;
+ SSID — SSID 06HapyXeHHOW TOUKN A0CTYNa;

« Pexxum 6e3onacHocmu — Pexnm 6e30MacHOCT 0GHapYXEeHHOW TOUKM AOCTYNa;

+ MAC-adpec — MAC-aapec 06Hapy>XeHHOIH TOYKM A0CTYNa;

* Kanasi/LLlupuHa — pagmokaHasi, Ha KOTOPOM paboTaeT 06HapyXeHHas Touka 4oCTyna;
* RSSI — ypoBeHb, C KOTOPbIM YCTPOIACTBO NPUHNUMAET CUrHa1 0OBGHAPY)XEHHOM TOYKM A0CTyNa, ABM.

© Bo Bpems ocylecTBNEHUSA CKaHMPOBaHUS achnpa paavouHTepdelic ycTpoiicTa 6yAeT OTK/IOUEH, YTO
npuBeaeT K HEBO3MOXHOCTY Nepeiayn AaHHbIX A0 BCTPEUYHOrO YCTPOICTBA BO BPEMSI CKAHUPOBAHMSI.
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6.6.4 TlMogmeHto «CnekTpoaHaM3aTop»
B nogmeHto «CneKkTpoaHann3aTop» OCYLLECTB/ISETCA 3anyCcK 1 MOHUTOPUHT paboTbl CekTpoaHasm3aropa.

Ha yctpoiictBax WOP-3ax-LR5 ecTb BO3MOXHOCTb 3anycka CnekTpoaHainsaropa Ha pagunonHtepdeiice Radio
51Ty,

3anyck cnekrpoaHanusaropa Ha novHTepdelice

€ npwu 3anycke cnekTpoaHanusaropa paguonHTepdelic 6ygeT nepeseeH B PEXUM CKaHUPOBAHWS, YTO
npvBeaeT K npepbiBaHuio Bcex Wi-Fi coeanHeHnin Ha 4aHHOM paguounHTepgeince.

2. ELTEX  WOP-3ax-LR5

BricTpan HacTpoiika MoHUTOpMHE Radio AP CeTeBtle HaCTpoiKH Cucrema WHCTpymeHTEl - (B6Dog)

Becrpososssie KneHTsI % Cranmpoeats Cranvposanue zaiimeT He Bonee 67 c.

CramvcTuka no Tpadmry
MocnenHee ckaHwpoeadme beino 02.07.2025 10:06:21
Crannposarnue 3cmpa 55

CnexTpoaHanmzarop >

50 Kauan: 66
. Yacrora: 5330 My
HypHan coBermai 45 Yunmsaips 52%

Cereean uHcpopmauma 40

Hchopmauwa o
pagMoMHTepdeicax

35

30
WMhdopmauma ob yerpoiictee

25

Y¥Tunuaayma kaHana, %

20

N | P H| e mhI” “HI‘””H.II[MJ Ll

5200 5300 5400 5500 5600 5700 5800 5900

Yacrota, My

[na 3anycka paboTbl cnekTpoaHasim3aTopa HaXKMUTe Ha KHOMKY «CkaHupoBaTtb». B MHpopmaLMOHHOM OKHe,
pacnosIoXeHHOM cripasa OT KHOMKKW, 0TOGpaXkaeTcs BPeMs B CEKyHAaX, NpoLleLliee ¢ Havyasia 3anycka
CKaHupoBaHus. Bpems paboTbl cnekTpoaHanm3aTtopa Ha Radio 5 Ty, 3aHMmaeT He 6onee 1.5 MUHyTbI.

* [locniedHee ckaHuposaHue 6b1/10... — fata U BPeMs Noc/eHero CKaHMpoBaHus;

* Ymususayusi kaHasia — HhopMauns 0 3arpy>eHHOCTU pajroKaHasla, BbipaKeHHas B NpoLeHTax;
* Yacmoma — yacTtoTta KaHaslia B MI'LL, Ha KOTOPOM NPOM3BOAUIOCH CKaHpPOBaHue;

* KaHa/1 — HOMep KaHaa, COOTBETCTBYIOLLMIA AaHHOW YacToTe.

© CnektpoaHanusaTop NpPOU3BOANT aHa/N3 BCEX KAHAIOB Avanas3oHa BHe 3aBUCMMOCTY OT HACTPOeK Ha
paanovHTepdelice.
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6.6.5 MoameHo «KypHasn cobbIThii»

B noameHo «XXypHas coBbITUIA» MOXHO MPOCMOTPETb CMCOK MHC(DOPMALMOHHbLIX COOBLLEHUNI B peaslbHOM
BPEMEHMU, COAEPXKALLMNIA CNEAYHOLLYI0 MHCDOPMALMIO:

“ITEX  WOP-3ax-LR5

BeicTpan HacTpoika MoHWTOpUHT Radio AP CeTeBkle HACTPOMKK Cucrema WHCTpyMeHTE! - (Beon)

BecnpoeoaHsIe KNHeHTL & OBHOBMTL o OuncTuTe

CramacTika no Tpadgry

Nata u
Cranvposarue acvpa Bpema o Lpouece Cooluiehne
Jul 2 daemon.info scanwlan[2040]  scan on interface 'wlan0' finished
CrexTpoasanuzaTop 10-48:00
Hypran cobermii ¥ Jul 2 daemon.info  scanwlan[2040] start scan on interface ‘wilan('
10:45:00
Cetesan nHdopmalma
Jul 2 daemon.info menitord[525] event: 'IP address was changed by ARP packet' ip: 10.24.80.113 mac: EC.B1:E0.2E:25:10 ssid: "WOP-3ax-LR5-test’
WHchopmauma o 10.08.07 interface: wlan0 channel. 36 rssi-1: -66 rssi-2: -38 location: 'root' reason: 0
paguonHTepdeiicax ) ) ) . i . .
Jul 2 daemon.info menitord[525] event: "authenticated' ip: 0.0.0.0 mac: EC:B1:E0:2E:25:10 ssid: "WOP-3ax-LR5-test’ interface: wlan0 channel: 36 rssi-1
W ~ -, - 10:08:06 -66 rssi-2: -38 location: 'root’ auth-method: "Personal’ captive-pertal: "disabled’
HpopmaumA of ycTpoiicTee
Jul 2 daemon_info monitord[525]  spectrum analyzer on interface 'wlan0’ finished
10:06:21

+ [ama u spemsi — Bpems, Korga cobbiTue 6b110 CreHepMpoBaHo;
+ Tun — KaTeropusi 1 ypoBeHb BaXKHOCTN COObLITUS;

+ poyecc — nms npouecca, CreHepMpoBaBLIEero CoobLeHne;

+ CoobuwjeHue — onucaHune coobITus.

Ta6nuua 5 — OnucaHne KaTeropuii BAXHOCTU COBbITUI

YpoBeHb Tun BaXXHOCTU OnucaHue
CoO00LeHn
0 UpesBblyaiiHble B cructeme npousoLunia KpUtuyeckasn owmbka, cuctema MoxeT paboTarb
(emergency) HenpaBu/IbHO
1 CurHanbl TpeBoru (alert)  HeoGxoayMo HeMea/ieHHOe BMeLlaTesibCTBO B CUCTEMY
2 Kputnueckue (critical) B cucteme npousoLuna Kputnyeckas owmnoka
3 OwnbouHble (error) B cucteme npousoLuna ownbka
4 MpenynpexaeHns MpenynpexaeHne, HeaBapuiiHoe coobLleHne
(warning)
5 YBegomneHus (notice) YBenomMeHne cuctembl, HeaBapuiiHoe coobLueHne
6 VHdhopMaLMOHHbIe VHdhopMaLMOHHbIE COOBLLIEHMS CUCTEMBI

(informational)

7 OTtnagouHble (debug) OTnafoyHble COOGLLEHMS NPEfOCTaBASAIOT NO/b30BaTEN0 NHhopMaLMIO A1s
KOPPEKTHOW HaCTPOWKN CUCTEMBI

[Nsi NoNTyYeHUst HOBbIX COOBLLEHNIA B XXypHasIe COBbITUI HEOBXOANMO HAXaTb HA KHOMKY «O6HOBUTL».
Mpu HeoBXOANMOCTU BCE CTapble COOBLLEHUS 13 XypHa/Ia MOXHO YAA/IUTb, HAXaB Ha KHOMKY «OUNCTUTb.
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

B noameHio «CeTeBasi UHpOpMaLUA» OCYLLECTBSIETCS NPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

ELTEX

BricTpan HacTpoiika MoHuTopHHr

becnposogHLe KNMeHTs!
CramcTika no Tpadmky
CranvposaHue schupa
CnexTpoaHanmaatop
HypHan cobeimii
CeTesan uHopMaLma »

Wrchopmaums o
pagnonHTepdeiicax

Vihdbopmauma ob ycTpoiicTee

WOP-3ax-LR5

Radio AP CeTeskie HacTpoiikm

Craryc WAN
WHTepdeic
Mpotoxon
IP-agpec
MpuHATO
MNepenaqo
Ethernet

CocToRHMe nopTa
Cropocte

[lynnexc
SFP
SFP-module Status
ARP v

Na IP-agpec

MapLpyTsl v
Ne Wurepdeiic
0 br0

1 br0

Cucrema

WHcTpymenTs!

brQ

DHCP

4.1 Mbaitr (4 298 423 baiiT)

2.5 Mbaitt (2 596 780 baiiT)

Up
100
Full
Off
MAC-anpec
E0:D9:E3:E8:E1:40
D8:5E:D3:60:AD:F2
Haznauenme Lntoz Macka
0.0.00 10.24.801 0.0.0.0
10.24.80.0 0.0.0.0 255.255.255.0

®narn

UG

Cratyc WAN:

* MIhmepgpetic — nms bridge-nHtepdeliica;

* [Mpomoko/1 — NPOTOKO/, NCNosb3yemblid ansa goctyna k cetn WAN;
+ IP-adpec — IP-agpec ycTpoiicTBa BO BHELLHEN CETY;

* [puHsIMOo — KoNN4ecTBO NpUHATBLIX HA WAN 6aiT;

+ lNepedaHo — KoNnuecTBo nepeaaHHbIx ¢ WAN 6alirt.

Ethernet:

-+ CocmosiHue nnopma — coctosiHue Ethernet-nopta;
+ CKopocmb — CKOPOCTb NMOAK/IH0UEeHMUst o nopTy Ethernet;

« [ynaekc — pexvum nepeaayun faHHbIX:

* Full — nonHbIi aynnekxc;
+ Half — nonyaynnekc.

SFP:

SFP-module Status — oTo6paxaeT Hanuume/oTcyTcTBue SFP-moayns;
CocmosiHue rnopma — COCTosiHWE paboTbl ONTUYECKOTO HTepdenca;

LOS — notepsa curHana;
CKopocmb — CKOPOCTb Nnepefayn gaHHbIX;
Temnepamypa — Tekyuwias Temnepartypa SFP-moayns;

+ Tx Fault — iHAMKaUMS HEUCNPABHOCTU NepeaaTyumnKa;

HanpsixkeHue — HanpskeHne nutaHus SFP-moayns;
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Tok — TOK cmelleHuna nasepa SFP-moayns;
MowHocmb U3/ly4eHUST — MOLLHOCTb Ha BbIXO4e nepeaaTunka;
MowHocmb Ha rpueme — MOLLHOCTb Ha BXOAe NpueMHUKa.

B ARP-Tabnuue cogepxumTcsa nHopmaums o cootseTcteun IP- n MAC-agpecoB cocefiHUX CeTeBbIX YCTPOWCTB:

IP-adpec — IP-agpec ycTpoincTBa;
MAC-adpec — MAC-agpec ycTpoiicTBa.

MapLipyTbl:

Vumepgbelic — nvs bridge-nHtepdelica;

HasHaueHue — IP-aipec xocTa uim NoAceT Ha3HaYeHWs, 10 KOTOPbIX YCTAHOB/IEH MapLUpYT;
L3 — IP-agpec Wwo3a, Yyepes KOTopbIii OCYLLIECTBASETCA BbIXOA HA agpecara;

Macka — macka nogaceTty;

®1azu — onpefeneHHbIe XapaKTePUCTUKN JaHHOTO MapLupyTa.

CyLLEeCTBYIOT ClieaytolLMe 3HaueHns go1aros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH W AB/ISAETCA NMPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHoOM y3iy.

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHW W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAK/HOYEHEM. Bce npoyvie mapLupyTbl NPOXOAAT vyepes
BHeLLHWe wto3bl. Pnarom G oTMeyaroTCs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C NPAMbIM
NOAK/OYEHNEM;

R — ykasbIBaeT, UTO MapLUpyT, CKopee BCero, Obl1 co34aH ANHAMUYECKUM MPOTOKO/IOM MapLUpyTu3auum,
paboTaloLyM Ha NOKasTbHO cucTeme, NocpeacTBOM napameTpa reinstate;

D — ykasblBaeT, UTO MapLUpyT Obls1 06aBNEH B pe3y/ibTare NoyvyeHnss Coo6LLeHNs nepeHanpasieHns
ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe u3 coobuieHunsi ICMP Redirect,
MapLUpPyT BK/OYaeTCs B Tab/vLy MapLupyTusauum, YTobbl MCKNIOYNTL NepeHanpasneHme ans
nocneayoLmx nakeTos, NpeAHa3HavYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHWIO, BEPOSITHO, B pe3ysibTare paboTbl AMHAMNYEeCKOro
NPOTOKO/1a MapLUpyTU3auun Ha NTIOKaUTbHOM cucTeMe 1 NpuMeHeHus napameTpa mod.

A — yka3blBaeT Ha 6ydepu3oBaHHbIli MapLUpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.

C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum aapa.

L — ykasbIBaeT, 4TO NyHKTOM Ha3HauyeHUss MapLupyTa SBIsSeTcs O4MH U3 agpecoB AaHHOIO KOMMboTepa.
Takne «/10Ka/lbHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydhepe mapLupyTm3aumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SBNSEeTCA LWMPOKOoBeLaTeNbHbll agpec. Takue
«LUMpOKOBeLLaTesibHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Oydepe mapLupyTmsaumm.

| — yKasbIBa€eT, UTO MapLUpYT CBA3aH C KosbleBbiM (loopback) nHtepdeiicom ¢ Lenbio MHOW, Hexenu
obpaLleHmne K KonbLeBol ceTh. Takne «BHyTPEHHUE MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe
MapLupyTm3aumm.

I — ykasbIBaeT, UToO AeTarpammbl, HaNnpasnsemMble MO 3TOMy agpecy, 6yayT oTBepraTbcs CUCTEMOIA.
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6.6.7 MoameHto «VHhopmaLmsa o pagnonHTepdeince»

B nogmeHto «MHhopMaums o paguouHTepdeiice» 0TOOpaXeEHO TeKyLLee COCTOSHNE paanonHTepdenca
6a30B0i1 CTaHLUMW.

L TEX  WOP-3ax-LR5

BricTpan HacTpoiika MonuTopyHr Radio AP CeTeBtie HacTPOHKK Cucrema MHcTpymeHTsl - (ebxog)

BecnposogHLIe KNMEHTEI Radio 51Ty
CratvcTuka no Tpadmwy Cratyc Brniouero
. MAC-agpec EC:B1:E0:36:DB:B0
CranvpoBaHue sgupa
Pesaama |IEEE 802.11ax
CnexTpoaHanuzaTop
MowpocTs carsana, ABbm 27

KypHan cobemi Kavan 36 (5180 M)

Certesan uHchopmauma Unpnta kawana, MMy, 20

MrchopmaLpa o YposeHe wyma, 1BM -93/-93
PanvouHTepdelicax > YTunuzauuA kanana, % 18

HpopmaLyA ob yeTpoitcTee
A ¥

PaanouHTepdeiic 6a30B0it CTaHLIMN MOXET HAX0AUTLCS B ABYX COCTOSIHMAX: «BK/OUEHO» MU «BbIK/IOUYEHO.
B 3aBMCUMOCTU OT cTaTyca nHTepdpeiica 418 MOHUTOPUHIa A0CTyrNHa cneaytoLulas MHopMaums:

«BbIKNHOYEHO»

+ Cmamyc — coCcTosiHUe pagnonHTepdeiica;
* MAC-adpec — MAC-agpec pagnovHTepdelica.

«Bk/1H0O4EHO»

+ Cmamyc — COCTOsiHue paguovHTepgeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;

* Pexxum — pexxunm paboTbl pagnonHTepderica cornacHo ctaHgaptam IEEE 802.11;

* MowHocmb cu2Hasa, 0bM — MOLLHOCTb CUrHas1a, Ha KOTOpPOW paboTaeT paanonHTepdelic;

+ Cmamyc nook/1to4eHUs1 — cocTosiHMe nogktodeHns STA K AP (Tonbko anst pexuma STA);

* Kanas1 — Homep 6ecrnpoBOAHOMO KaHana, Ha KOTOpoM paboTaeT paanonHTepdeiic;

* LlupuHa kaHa/1a — WMpUHa NoJI0Ckl YacToT KaHas1a, Ha KOTOPOM paboTaeT paavouHTepdeic;

* YposeHb Wyma — ypoBeHb LLyMa KaHasa, Ha KOTOpOM paboTaeT paanonHTepdec;

* Ymunu3ayusi kaHas1ia — HpopMaums 0 3arpy>XeHHOCTU paZMoKaHana, BbipakeHHast B NPOLEeHTax.
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6.6.8 MoameHto «MHopmaums 06 ycTpoincTee»

B nogmeHto «MHhopmauusa 06 ycTpoicTBe» 0TOOpaXKeHbl OCHOBHbIE xapakTtepuctukn WOP-3ax-LR5.

PLELTEX WOP-3ax-LR5

BEICTpas HACTPOHKa MOHWTOPHHT Radio AP CEeTEBbIE HACTPOHKN CHCTEMA WHCTPYMEHTHI - (BbIXOO)
BecnpoBoaHEIE KITHEHTE Mapenwe WOP-3ax-LR3
AnnapaTtHas Bepcua 1v2

CTaTUCTHEA NO TPAUKY
3aBoAckoh MAC-agpec EC:B1:E0:36:DB:B0O

CraHnpoBatue aupa
CepHitHbIA HoMep WP45000060

CneKTpoaHanuiaTop Bepcua MO

HypHan cobbITHi PesepeHan Bepcua MO

Bepcud 3arpy3dunka
CeTeBan MHpOopMaLMa P Py

CHCTeMHOE BpEMA 02.07.2025 08:04:08
MHopMauma o

pagMouHTEpMeicax Bpema paboThbl 0 ax, 00:08:04
3arpyzka LNy 4
WHopmayma of yeTpoicTee > Py [
Mcnonb3yeman naMaTs 459 108 MOanT / 237 MDaiT

i OOHOBHTB

* M130e/1ue — HaMMeHoBaHne MoLeNn YyCTPOUCTBa;

+ Annapammdasi sBepcusi — Bepcus annaparHoro obecneyeHnsi yCTponcTea;

+ 3asodckoli MAC-adpec — MAC-aapec WAN-uHTepdhelica ycTpolicTBa, YCTaHOB/IEHHbI 3aBOA0M-
N3roToBUTENEM,

+ CepuliHbili HOMepP — CEePUiHbIA HOMEP YCTPOMCTBA, YCTAHOB/EHHbI 3aBOOM-U3rOTOBUTENEM;

+ Bepcusi 1O — Bepcus NporpammMHOro obecneyeHnst yCTponcTBea;

* PesepsHas sepcus 10O — npeaplayuias yctaHoss/ieHHasa sepcus MO;

* Bepcusi 3a2py3quka — Bepcus NnporpaMMHOro obecrneveHuns 3arpysyvka ycTpomncTsa;

+ CucmeMHoe BpeMsi — TeKyLuue Bpems 1 Aara, yCTaHOB/IEHHbIE B CUCTEME,

* Bpemsi pabombl — BpeMsl paboTbl C MOMEHTA NOCAeAHEr0 BK/IOUEHNS NN Nepesarpy3kn YyCTPONCTBa;

« 3aepyska LIy — cpegHnii NpOLEHT 3arpy3ku npoLleccopa 3a nocrieaHne 5 cekyHp;

* Uicronb3yemasi naMmsimb — NPOLLEHT UCNOIb30BaHUA (PM3NYECKOM NamsATh YCTPOKCTBa.
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6.7 MeHo «Radio»

B meHto «Radio» npounsBoguTca HacTpoiika 6ecnpoBoAHOro nHTepdeiica.

6.7.1 MogmeHto «Radio»

B nogmeHto «Radio» ocylllecTBNSIOTCS HACTPOIAKM OCHOBHbIX NapaMeTpoB paanonHTepdieiica ycTpoiicTea.

I TEX ~ WOP-3ax-LR5

BricTpan HacTpoika MoHnTopuHT Radio AP CeTeBble HacTpokky Cuctema WHCTpymMeHTEI - (Bbxon)

Radio > Obume
QoS Peunt ycTpoicTea Touka goctyna PTP b
[ononHUTensHo Pestaam 802 11 IEEE 802.11ax ~
AsTomaTtuueckuii Bxibop kaHana

OI'pEHHLMTh CNWCOK KaHanoe

LLimpuHa kavana, My 40 ~
OcHOBHOI KaHan Upper v
DUKCHPOBAHHAA UeHTpansHaA yactota [
MowHocTe carHana, Abm 27 v
KaHansHaa cropocTe Nepenaqu Auto v
PaccTonnue, Kk 0

TOD O

LONOMHUTENEHO ~

* Pexxum ycmpolicmsa — pexum paboTbl pagnonHTepderica yctporictaa. [JoCTynHb:
+ Touka docmyna PTP;
+ Touka docmyna PMP,
* KnueHm — 6ecriposodHoll knueHm (STA).
* Pexxum 802.17 — pexxum paboTbl MHTepdieica cornacHo ctaHgapTam:
* IEEE 802.11ax;
* IEEE 802.11a/n/ac;
+ IEEE 802.11a/n/ac/ax.

* ABmomamuyeckul B8bI60p KaHas1a — Npn yCTaHOBNEHHOM chriare Touka 6yaeT aBToMaTtnyeckn Boblovparb
HavMeHee 3arpyXeHHblin paguokaHan gnsa pabotbl Wi-Fi-nHtepdpeiica. Mpu cHATOM hbnare oTkpbiBaeTcs
[OCTYN AN YCTaHOBKM CTaTUYeCckoro paboyero kaHana;

* KaHas1 — BbIOOp KaHasia nepefayv AaHHbIX;

+ O2paHuyums CrucoK kaHas108 — NP YCTaHOB/IEHHOM (priare Touka goctyna 6yaeT ncnosb3oBarb
OrpaHNYeHHbI Nob3oBaTenIeM CNUCOK KaHa/10B 411 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNMCOK KAHaU10B» HE YCTaHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO ToYKa focTyna 6yaet BbloupaTtb pabounii KaHan U3 BceX JOCTYMHbIX KaHa0B JaHHOro
AnanasoHa yacToT. KaHasbl gnanasoHa 5 My 32-193;

* Pa3speuweHHbIl CrucoK kaHas108 — HacTpoiika gocTyrnHa B pexume KnveHT (STA). MNpu ycTaHOBNEHHOM
thnare STA 6yaeT ncnosb3oBaTb OrpaHUYEHHbIN NONb30BaTeNIEM CNUCOK KaHa/I0B /151 CKAHMPOBaHWA U
06HapyXeHwue Touek gocTtyna. Ecnv conar HanpoTuB «Pa3peLleHHbIli CIMCOK KaHasl0B» He YyCTaHOBMEH
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NN B CNCKE OTCYTCTBYIOT KaHaslbl, TO YCTPOUCTBO ByAeT CKaHMpoBaTb BCE AOCTYMNHbIE KaHaslbl aHHOIo
AnanasoHa yacToT. KaHasbl gnanasoHa 5 My 32-193;
WupuHa kaHana, My — WwnprHa nosiockl YacToT KaHasa, Ha KOTOPOM paboTaeTt Touka A0CTyna,
npuHUMaeT 3HaveHus 5, 10, 20, 40, 80 n 160 MI'y;
OCHOBHOUI KaHa/1 — napaMeTp MOXET ObITb U3MEHEH TO/IbKO NPW NPONYCKHON CNOCOBHOCTY CTaTUYECKM
3aflaHHOro kaHana, pasHoii 40 MI'y,. Kanan 40 MI'y, MOXHO cyMTaTb COCTOSLLMM U3 ABYX KaHanos no 20
MI U, KOTOpbIe rpaHnyaT B YaCcTOTHOW o6nactu. 3Tu ABa kaHana 20 MI'y, Ha3biBatoT NePBUYHBIM U
BTOPMYHbIM KaHanamu. MepBuYHbI KaHas MCNO/b3yeTCs KNNeHTamu, KOTopble NOoAAEPXKMBAIOT TOIbKO
nosaocy nponyckaHnsa kaHana 20 My,

+ Upper — nepBU4YHbIM KaHas1oM ByaeT BepxHuiA kaHan 20 MIMy, B nonoce 40 MIy;

+ Lower — nepBUYHbIM KaHa/10M ByaeT HKHUI kaHan 20 MI'y, B nonoce 40 MIy,
MowHocmb cuzHasia, 0bM — perynuposka MoLHOCTK curHana nepegaryuunka Wi-Fi B gbwm;
KaHasibHasi ckopocms nepedayu — hUKCMpoBaHHasA CKOPOCTb 6ecnpoBOAHON Nepesayn AaHHbIX,
onpegensemas crneyudumkaumsammn ctaHgaptos IEEE 802.11ax;
PaccmosiHue, kM — pacCcTosiHMe Mexay YyCTpoicTBaMu B KUOMeTpax. ViaMeHeHne 3HavyeHus
paccTosHMA N3MEeHUT 3HaYeHue Taim-ayta ACK. PaccTtosHne criefyeT OKpyrisiTb B 60/1bLUYHO CTOPOHY.
Hanpumep, ecniv paccTosiHie mMexay ycTporictBamu 3,2 KM, TO He06X04MMO yKasaTb 4 KM;
TDD — npwv ycTaHOB/IEHHOM doiare onuus BKKOYEHa, Have — BblkodeHa. TDD — ato TexHosorusa
6e3KOINIM3NOHHOTIO A0CTYNa C BPEMEHHbIM pasfe/eHneM KaHauia, KoTopasi CUHXPOHU3NPYET nepegadvy
[aHHbIX B 0060MX HanpasfeHNsAX B paMkax BpeMEHHOro kagpa.

LWvpuHa kaHaia 5 1 10 MI'y, gocTynHel ToNLKO B pexumve IEEE 802.11a/n/ac.

MapameTpsbl «KaHan», «lLUnpuHa kaHana», «OCHOBHOM KaHa» AOCTYMNHbI TO/IbKO B peXunMe yCTPonCTBa
«Touka poctyna PTP» nnu «Touka goctyna PMP».

B cnyyae, ecnv B crnmcke «OrpaHMymTb CNUCOK KaHas10B» YKa3aH HeoCTYNHbIN A1 Bbibopa kaHasl, To
OH OyfeT OTMeYeH cepbiM UBeTOM. [115 TOro 4Tobbl HOBas KOHUrypauus 6bl1a NpMMeHeHa Ha Touke
[0cCTyna, B cnucke «OrpaHnynTb CNMCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke focTyna elle He NPOU3BOANIOCH HUKaKMX HACTPOeEK, Mo yMondaHuio Ha Radio 5
My, yctaHoBneHa «LupuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHa0B» KaHauslbl He
yKasaHbl.
Jonyctum, Bpy4YHYH0 B CNUCOK «OrpaHnynTb CNCOK KaHasioB» 6bl1v fobasneHsl 36, 40, 44, 48 kaHasbl
1 nosiBUNacb HEOBXOAMMOCTb YCTaHOBUTL NapameTp «LnprHa kaHana», pasHblii 40 My, Mpu
n3mMeHeHun gaHHoro napameTpa ¢ 20 My Ha 40 My, npoucxoanT criegytollee:

« AN pefakTMpoBaHnst OTKpbiBaeTcst napameTp «OCHOBHOM KaHas1», NPUHMMAIOLLMIA 3HaYeHKEe No

ymonyaHuo «Upper»,
* KaHasbl 36 1 44 B cnvucke «OrpaHMYnUTb CMUCOK KAHa/10B» MEHAKOT CBO LIBET C CUHETO Ha CepbIii.

Ecnu namennts napametp «lnpunHa kaHana» Ha 40 My, u He yoannTb cepble KaHaslbl U3 CrUCKa, TO
NpU HaXaTuu Ha KHOMKy «prMeHuTb» B 6pay3epe NosBUTCA olnbka «BBeeHHble faHHble coaepxar
OLUNGKM. N3meHeHNs1 He Bbln NpUMeHeHbI». COOTBETCTBEHHO, KOH(UIypaLMsa TOUKM focTyna
n3MeHeHa He ByaeT. 3TO NPOUCXOAMUT MO NPUYMHE TOrO, YTO KaHaslbl, BblAE/IEHHbIE CEPbIM LIBETOM B
cnucke «OrpaHNYnTb CNCOK KaHa0By, He NOAXOAAT nof onpeaeneHve «OCHOBHOWM kaHan» = Upper.
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B pasgene «[ononHMTEeNbHO» OCYLLECTB/IAOTCSA HACTPOVKM AOMNONHUTENbHLIX NapaMeTpoB paanonHTepdeiica
yCTpOWCTBA.

[ononHUTENBHO ~

OBSS Coexistence
Mognepxxa DFS MprHyanTensHo v

KopoTkmit 3aWpTHEIR MHTepean

STBC

Mepwon oTnpaeem cyxebHex 100
co0BLEHMWA, MC

Mopor chparmeHTaumm 2346

Mopor RTS 2347

Arperaums
KopoTran npeambyna
Pexana patotel DHCP Snooping replace hd
Onupa 82 chopmar CID APMAC-58ID hd
Onupa 82 dhopmar RID ClientMAC v
©opmat MAC-agpeca AABB.CC:.DD.EE.FF A4

* OBSS Coexistence — pexvMm aBTOMaTMYECKOro YMEHbLUEHNS LWNPUHBI KaHauta Npu 3arpy>XeHHoM
paaunoadpupe. MNpun yctaHOBNEHHOM dh/iare peXxxum BK/THOUEH,;

*+ [Moddepxxka DFS — mexaHU3M gUHaMU4eCcKoro Bbibopa YacToTbl. TpebyeT oT 6ecrnpoBOAHbIX YCTPONCTB
CKaHvpoBaTb paavoadmp 1 nsberarb UCNO/Ib30BAHUS KaHaU10B, COBMNaZatoLLmMX C KaHasiaMu, Ha KOTOPbIX
paboTaloT paamonokaumoHHble cuctemsl B 5 Ty, gnanasoHe:

* BbIK/IlOYEHO — MeXaHU3M BbIKMoYeH. DFS-kaHanbl He fOCTYNHbI /19 BbI6oPa;
* BK/IO4EHO — MEXaHU3M BK/IIOYEH;
* [puHydumesibHO — MexaHu3M Bblk/ItoveH. DFS-kaHabl 4OCTYNHBI 415 BblGopa.

* Kopomkul 3awyumHbIl uHMepsas — NoAAepxka YKOPOUEHHOro 3allUTHOro nHTtepsana. basosas
CTaHUMs nepeaaeT AaHHble, ncnonb3ys 400 He 3aluUTHLIR MHTepBan (BMecTo 800 HC) Npu 06LLEHUN CO
BCTPEYHbIM YCTPOMCTBAMU, KOTOPbIE Takke NoAAepXMBatOT KOPOTKUIA 3alLMTHBIN NHTepBaUT,

+ STBC — meTo/ NpOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOIO KOAVPOBAaHUS, HanpaB/EHHbIV HA MOBbILLEHNE
Ha[eXHOCTU nepegayn AaHHbiX. MNpu ycTaHOB/EHHOM dhfiare yCTPOMCTBO nepefaeT O4uH NOTOK AaHHbIX
yepes HeCKOMbKO aHTeHH. Ecnin dpnar He ycTaHOB/EH, yCTPOMCTBO He nepefaeT O4WH U TOT Xe MOTOK
[laHHbIX Yepe3 HECKO/IbKO aHTEHH;

* [Mepuod omnpasku c/1yxebHbIx coobweHul, MC — Nepuos nocblsiku Beacon-ppeiimoB. dpeimbl
nepegaroTca Ans obHapyXXeHns BCTPEYHOro YCTpoKcTBa B achmpe, npuHumaeT 3HaveHnsa 20—2000 mc, no
ymonyaHuio — 100 mc;

* [lopoz chpacmeHmayuu — nopor hparmeHTaumm peinma, B 6aintax. NMprHMmMaeTt 3HavyeHnsa 256—2346,
no ymonyaHuio — 2346;

* [Mopoz RTS — yka3bIBaeT Yy1c/io 6aiiT, yepes KoTopoe nocklnaeTcst 3anpoc Ha nepegady (Request to
Send). YMeHbLLEHME AAHHOTO 3HAYEHWSI MOXET yyUllTh PaboTy 6a30B0It CTaHLMUM NPY GO/bLLIOM
KO/IM4ecTBe NOAKNHUYEHHbIX BCTPEUHbIX YCTPOWCTB, O4HAKO 3TO YMEHbLUAEeT 06LLYH0 MPOMYCKHYHO
crnocobHocTb 6ecnpoBoAHol ceTu. MpuHMMaeT 3HaveHnsa 0—2347, no ymonyauuo — 2347,

+ Agpezayus — BktodeHue nogaepxkn AMPDU/AMSDU;

* Kopomkas npeambysia — UCNo/b30BaHNE KOPOTKOM npeamby bl NakeTa;
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* Pexxum pabomsl DHCP Snooping — Bbl6op nonntukn o6pabotkn DHCP onunmn 82. locTynHble 3HaYeHus
Ana Bolbopa:
* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne No YMOMHaHNIo;
* remove — To4YKa AOCTyna yaasiseT 3HavyeHue onuum 82;
* replace — Touka focTyna NOACTaBAAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIGope faHHOro
3HaYeHns AN pefakTpoBaHns OTKPbIBAKOTCA CnefyoLlme napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaTb 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HaveHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHusA napameTtpa Ha umsa SSID, K KOTOPOMY NOAK/IOYEH K/TNEHT;
+ custom — 3ameHa 3Ha4veHus napametpa CID Ha 3HaueHVe, yka3aHHOe B napameTtpe
«Onumsa 82 yHukanbHblli CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oyaet nepepasarbcs B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaueHne no ymonyaduio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTh
crnefyroume 3HaYeHns:

+ ClientMAC — nameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCTpoicTBa.
3Ha4veHune No ymosiHaHuio;

* APMAC — n3meHsaTb cogepxnmoe RID Ha MAC-agpec Toukun JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;

* custom — n3meHsaTb cogepxnmoe RID Ha 3HaueHune, ykazaHHoe B napametpe «Onums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 CMMBO/IOB, KOTopas
6yneT nepegasatbes B RID. Ecnun 3HavyeHue napameTpa He 3a4aHo, Touka dyaet
n3meHATb RID Ha 3HayeHune no ymonyauuio — ClientMAC;

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID n RID:
+ AA:BB:CC:DD.EE:FF — B KayecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4veHune No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pa3fenutesia BbICTYNaeT 3HakK TUpe.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

B noameHto «QoS» ocyLlecTBAsSieTCS HAcTpolika pyHKLMIA o6ecneyeHunst kauectsa o6cnyxmBaHus (Quality of

Service).

* Wi-Fi Multimedia (WMM) — BkntoueHne noaaepxkm WMM (Wi-Fi Multimedia);
* Bksiro4ums QoS — npuv ycTaHOB/IEHHOM (hniare AOCTyNHa HacCTpoika yHKLMn obecneyeHuns kavecTsa
o6cnyxusaHus (Quality of Service).

=LTEX

BeicTpan HacTpoiika MonuTopuHr

Radio
QoS>

NononHutensHo

WOP-3ax-LR5

Radio AP CeTeBble HacTpo#m Cucrema WHCTpymeHTsl

Wi-Fi Multimedia (WMM)

Brnouute QoS

AP EDCA Parameters
Ouyepens AIFS

Data 3 (Do) 7
Data 2 (Best Effort) 3
Data 1 (Buneo) 1

Data 0 (Tonoc) 1

Station EDCA Parameters
Ouepenp AIFS

Data 3 (o) 7
Data 2 (Best Effort) 3
Data 1 (Buneo) 2

Data 0 {Tonoc) 2

cwMin

cwMax TXOP Limit

1023 ~ 0

15~ 94

T~ ar

cwMax TXOP Limit

1023 ~ 0

1023 ~ 0

7 v 47

« AP EDCA parameters — Tabnmua HacTpoek napaMeTpoB 6a30Boii cTaHUumu (Tpaduk nepegaetcs
OT 6a30BOIi CTaHL MM K BCTPEYHOMY YCTPOIACTBY):
+ Oyepedb — npefonpefeneHHble ovepeamn A1 pas3/IMyHoro poga Tpaduka:
+ Data 3 (®oH) — HU3KOMPUOPUTETHASA OYepesb, BbICOKasi NPONYCKHasi CNOCOBHOCTb
(npuoputeTsl 802.1p: cs1, cs2);
« Data 2 (Best Effort) — cpegHenpuopuTeTHasi oMepeb, CpeaHsIsi NPonyCckHas Cnoco6HOCTb U
3afiepxka. B gaHHyto odyepeb OTnpasiseTca 60/bWINHCTBO TPaANLNOHHLIX |P-4aHHbIX
(npuoputeTsl 802.1p: cs0, cs3);
+ Data 71 (Budeo) — BbICOKONPUOPUTETHASA ouepesb, MUHUMAasIbHbIE 3a1ePXKWN. B AaHHOI
ouyepeamn aBTOMaTnyeckm obpabatbiBalOTCA BUAEOAAHHbIE, YYBCTBUTE/IbHbIE K BPEMEHU
(npuoputeTsl 802.1p: cs4, cs5);
« Data 0 (l'os10c) — BbICOKONPUOPUTETHASH oYepeib, MUHMMasIbHbIE 3aAePXKW. B AaHHO
ouyepeam aBTOMaTnyeckm o6pabatbiBalOTCA AaHHbIEe, YyBCTBUTE/bHbIE K BDEMEHN, Takne Kak:

VolIP, notokoBoe Buaeo (npuoputeTbl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi kagpos (dpeliMoB)
[laHHbIX, U3MepsiIeTCs B cioTax, NpuHUMAaeT 3HadeHus (1-255);
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* cwMin — Haya/lbHOE 3Ha4YeHne BpeEMEHN OXnaaHusi nepes NoBTOPHONM OTNpPaBKoW kaapa,
3afaeTcs B MUNUCEKYHOAX, NPUHUMaET 3Hadvenua 1, 3,7, 15, 31, 63, 127, 255, 511,1023.
3HayeHne cwMin He MOXET npeBbIwaTh 3HadueHne cwMax;

* cwMax — MakcMMasibHO€E 3Ha4YeHne BpeMeHN oXnaaHus nepes noBTOPHOW OTNPaBKoOW kKaapa,
3afaeTcs B MUNUCEKYHAAX, NPUHUMAaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax f0/MKHO BbITb 60/bLUEe 3HaYeHUs cwMin;

+ TXOP Limit — napameTp UCNo/b3yeTcsa TOMbKO ANA AaHHbIX, NepefaBaeMbIX OT BCTPEUHOro
yCTpoOWCcTBa A0 6a30BOV CTaHUMKN. BO3MOXHOCTbL Nepeaayn — MHTepBasl BDEMEHMU, B
MunauncekyHgax, korga sctpedHad WME-cTaHUMS MeET npaBa NMHULUUUPOBATL nepegadvy AaHHbIX
no 6ecnpoBOAHOI cpefe K ToUke AOCTyna, MakCumanibHoe 3HaYeHne 65535 MnnnncekyHg;

+ Station EDCA parameters — Tabnuua HacTpoek napaMeTpoB BCTPEYHOI cTaHumm (Tpadmk nepesaetca

OT BCTPEYHOI cTaHuuM Ao 6a30BOii cTaHuuK). OnucaHne noneli Tabnnupbl NPMBEAEHO BbiLLE.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

6.7.3 ToameHto «[onoNHUTENbHO»

B nogMeH0 «[LoNnOMHUTENbHO» OCYLLECTBSETCA HACTPOKa AONOMHUTE bHbIX NapamMeTpoB
pagnovHTepdelica ycTpolicTaa.

LTEX  WOP-3ax-LR5

Radio JI0NONHUTENLHO

QoS Crpana Poccua v [ PazBnokuposats

[JononHuTensHo >
® Otmera

BricTpan HacTpoiika MonuTopusr Radio AP CeTesble HACTPOAKM Cuctema HHCTpymeHTe! -~ (Buxon)

+ CmpaHa — Ha3BaHue CTpaHbl, B KOTOPOW paboTaeT Touka goctyna. 11 Bbibopa CTpaHbl HY)XXHO
BbICTaBUTbL (hriar «Pa3bnokMposaTb». B 3aBMCMMOCTY OT yKa3aHHOIO 3Ha4YeHus 6yayT NpMMeEHeHb!

OrpaHnyYeHns K nonoce 4acToT 1 MOLLLHOCTM nepeaarymka, KoTopble AeiCTBYIOT B AaHHOl cTpaHe. OT

YCTaHOBNEHHO CTPaHbl 3aBUCUT CMNCOK AOCTYMHbIX YACTOTHbIX KAHA/10B, YTO B/IMSIET Ha
aBTOMaTU4YecKuin BbIbop kaHana B pexmme Channel = Auto. Ecnv knneHTckoe o6opyaoBaHue

NNUEH3NPOBaHO A/ NCNoJsib30BaHUA B APYromMm permoHe, BOSMOXXHO, YCTaHOBUTb CBA3b C TOUKOI goctyna

B TAKOM C/lyyae He ygacTcs.

€@ Hactpoiika nokanbHbIX (PErMOHaNbHBIX) OrpaHUYeHNii, BKItouas paboTy Ha paspeLLeHHbIX YaCTOTHbIX

KaHau1iax n BleO,CI,HOI7I MOLLUHOCTW, ABNAETCA OTBETCTBEHHOCTLIO NMHCTa/TNATOPOB.

© BuLIGop HeNpaBUILHOMO PErMOHA MOXET NPUBECTU K MPO6/1eMaM COBMECTUMOCTM C PasHbIMY
K/TMEHTCKMMU YCTPOCTBaMM.

Ansa BCTYMJ/ieHna B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». [Nna oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».
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6.8 MeHio AP

B meHio0 «AP» BbINOMHSAETCA HAcTpoiika Toukn goctyna AP — Access Point (aanee AP).

© Menio <AP» [OCTYMNHO TOMbKO B peXxuMe ycTpoiicTBa «Touka goctyna PTP» nnn «Touka goctyna
PMP».

6.8.1 MoameHto «Touka gocTtyna»

LTEX  WOP-3ax-LR5

BricTpan HacTpoiika MoHHTOPMHT Radio AP CeTeBnie HacTporik1 Cucrema WMHETpyMeHTEl - (Bbx0n)

Toura poctyna > 0bwme HaCTPORKK

BxnroueHo
351D WOP-3ax-LR5-test
Tpaxcnupoeats SSID
Mpuoputet DSCP A
Pexaam Minimal Signal
MuHUMaNEHEIR ypoBeHE cHrHana, abu -100

[Mopor ypoBHs CUrHANa Mpu POYMUHIE: -100
abwm

Wrrepean Minimal Signal, ¢ 10
MakcumansHoe KONMIECTED KIMEHTOR 0
WzonAums aboHeHTos

Pestom BesonacHocti WPA3-Enterprise -

MFP BrnioueHo v

OO6LLMe HAaCTPOKK:

* BK/1l04eHO — Npu YCTaHOB/IEHHOM dh/1are Toyka A0CTyna BK/IYEHa, MHaye — BbIK/IOYEHa;

+ SSID — nms BUPTYasibHO 6eCNpPOBOAHON CETY;

+ TpaHcnuposames SSID — npun ycTaHOBNEHHOM do/iare BK/I4YeHO BelwlaHne B achmp SSID, nHave —
BbIK/THOYEHO;

* [Mpuopumem — BbIGOP cnocoba npuopuTusaunn. Onpeaensiet nosne, Ha OCHOBaHMM KOTOPOTo Tpaduk,
nepegaroLLninca B pagnonHTepdeiic, byaet pacnpeaensarbcs no odepeasam WMM:

+ DSCP — 6ynet aHanmanpoBartbes npuoputeTt ns nons DSCP 3aronoska IP-nakeTta;

+ 802.1p — 6yaeT aHanun3upoBaTbcs NnpuopuTeT 13 nonst CoS (Class of Service) TermpoBaHHbIX
nakeTos.

+ Pexum Minimal Signal — npn yctaHoBNeHHOM chnare OyHKUMS OTKIUeHNUst knnenTckoro Wi-Fi
060pyaoBaHnsa Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. nsi pa6oTbl oyHKLUMOHANA
HeobXx04MMO HaCTPOUTL creaytoLlme napaMmeTpsbl:

* MuHuMasibHbIU YPOBEHb CU2Ha/IA — YPOBEHb CUrHasa B ABM, H/Xe KOTOPOro NPOUCXOANT
OTK/IHOHEHME KITMEHTCKOro 060pyAoBaHns OT BUPTyaslbHOM ceTw,

* [1opoe ypoBHs cugHasa rnpu poyMuH2e — YPOBEHb YYBCTBUTE/IbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NpOVCXoANT NepektoHeHne KIIMEHTCKOro 060pyAoBaHns Ha APYryo TOUKY AocTyna.
MapameTp AO0/MKEH 6bITb Bbilwe, YeM «MUHUMaUTbHBIN YPOBEHb CUTHANa»: eCNn «MUHUMaSTbHbIN
YPOBEHb CHUrHasa» paBeH -75 abm, To «[lopor ypoBHSA CUrHasia Npu POoyMMHre» A0/MKEH ObITb
paBeH, Hanpumep, -70 abwm;

* WiHmepsasn Minimal Signal — nepuog BpeMeHn, No NCTEYEHMN KOTOPOro NPUHUMAETCS peLleHne 06
OTK/THOYEHMM K/TMEHTCKOro 060pyA0BaHnNs OT BUPTYyaslbHOM CETH.
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* MakcumasibHoe Ko/1u4ecms0o K/IUeHMOo8 — MakKCUMa/lbHO A0NYyCTUMOE YMC/0 NOAK/IHYAEMbIX K CETU

KNIMEHTOB;
M3onayusi aboHeHmMos — npy yCTaHOBNEHHOM donare BK/IloYeHa N30nauns Tpadrka Mexay KavMeHTamu;
Pexxum 6e3onacHocmu — pexum 6e3onacHoCTV focTyna K 6ecnpoBogHOlM ceTu:

* BbIK/IlOYEHO — He UCMNO/b30BaTh WWNpoBaHme 4718 nepefayv AaHHbIX.

« OWE (Opportunistic Wireless Encryption) — meTop, WwndpoBaHus, obecnedvBatoLmii 6e30nacHOCTb
[aHHbIX, NepefaBaeMbIX N0 He3aluMLeHHOW ceTu. Mpu 3TOM OT nosb3oBarenei He TpebyeTtcs
Kaknx-To AONONHUTENbHbIX AeNCTBUI 1 BBOAA Napos 415 NOAKIYEHNS K CETH.

+ WPA2, WPA3 — cnocobbl WingpoBaHms, Npu Bbloope 04HOro U3 crnocobos 6yaeT AoCTynHa
cnefytolian HacTpoiika:

+ Koy WPA — kno4d/naposib, Heo6xoaumbli 418 NOAKIUEHUS K BUPTYaUTbHON TOUKe
poctyna. [yivHa kntoya coctasnser ot 8 4o 63 CMMBOJIOB.

+ WPA2-Enterprise, WPA3-Enterprise — pexum WwingpoBaHnsa kaHana 6ecnpoBOHOR CBA3W, NpU
KOTOPOM K/IMEHT aBToOpu3yeTcs Ha LeHTpasim3oBaHHoM RADIUS-cepsepe. 1151 HACTPOLiKM AaHHOro
pexuma 6e3onacHocTn TpebyeTcs ykasaTtb napametpbl RADIUS-cepeepa. Takke TpebyeTcs
ykasarb k/itod a1 RADIUS-cepsepa. MNpu Bbi6ope ogHOro n3 cnocobos 6yaeT A0CTynHa
cnepyrowan Hactpolika Radius (cm. Huxe).

MFP — poctynHo npu pexume 6e3onacHoctn WPA2, WPA3, WPA2-Enterprise, WPA3-Enterprise, OWE.
Mpu BbIGOpe pexnma 6e3onacHocT WPA3, WPA3-Enterprise, OWE MFP nepesogutcs B cOCTosiHNE
BkntoyeHo:

* BK/1l04eHO — 3alymTa BK/IoYeHa. YCTPOMCTBO HE MOXET NOAK/IUYMTLCA K 6€CNPOBOAHON CETHU, He

nogaepxvsatowieii MFP.

HacTpoiikn «MakcumanbHOe KONIMYeCTBO KIMEHTOB» U «M30M18uma abOHEHTOB» AOCTYMHbI TOMIbKO B
pexvmMe paboTbl ycTpolicTBa «Touka goctyna PMP».

Ecnu BbikntounTe napameTp «TpaHcnmpoBatbk SSID» Ha Touke goctyna AP, To knineHT STA He CMOXET K
Hel NoAKNIUNTLCA 6€3 AONOHUTE/TbHON HAaCTPOMKN pexuma ckaHupoBaHus. Heobxoammo Ha STA
BK/IIOUUTb PEXMM aKTUBHOIO CKAHUPOBAHUS (CM. MYHKT BK/IHOUYEHVE aKTUBHOTO CKaHVPOBAaHNS).

48



PykoBoacTtso no akcnayatauum WOP-3ax-LR5

Radius:
RADIUS
Nomer root
IP-agpec RADIUS cepeepa 192.168.0.1
Mopt RADIUS cepeepa 1812
Mapone RADIUS cepeepa @&

Mcrnons2oeath akkayHTUH Yepes
RADIUS

Wcnone2o0Bats Apyrie HACTPOiKM AnA
aKKayHTUHra

IP-agpec RADIUS cepeepa ana 192.168.0.1
aKKAYHTWHIa

Mopt RADIUS cepeepa ana 1813
AKKAYHTUHIE

Mapons RADIUS cepeepa ana @
aKKayHTUHra

MNepuogKyeckan oTNpaexa
AKKAYHTUHIE

MHTepean oTnpaBky akkayHTHHra 600

+ [JomeH — nomMeH nosb3oBarens;
+ IP-adpec RADIUS cepsepa — agpec RADIUS-cepsepa;
« lNopm RADIUS cepsepa — nopT RADIUS-cepBepa, KOTOPbIA MICNONb3YETCS ANA ayTeHTU(UKALNN 1
asTopusauuu;
* Maposb RADIUS cepsepa — naponb ana RADIUS-cepBepa, Mcnonb3yemoro ansa ayteHtudmkaumm u
asTopusauuu;
* Vlcnonb3oBames akkayHmuHe 4yepe3 RADIUS — npu ycTaHOBAEHHOM dhnare 6yayT OTNpaBsiTbCs
coobleHns «Accounting» Ha RADIUS-cepBep;
* Vlcnonb3oBamb Opyaue Hacmpolku 0711 akkayHmuHaa:
+ IP-adpec RADIUS cepsepa 0151 akkayHmuHzaa — agpec RADIUS-cepBepa, Ncrnosb3yemoro as1s
aKKayHTUHra,;
* [Maposib RADIUS cepsepa 07151 akkayHmuH2a — naposib ansa RADIUS-cepBepa, ncnonb3yemoro ans
aKKayHTUHra,;
« lNopm RADIUS cepsepa 07151 akkayHmuHaa — NopT, KOTOPbIA ByAeT UCrofib30BaH A1 coopa akKayHTUHra
Ha RADIUS-cepBepe;
* [Mepuoduyeckasi omrnpasKka akkayHmuHaa — BKHOYNTb Nepuognyeckyto oTnpaBKy COOOLLEHWI
«Accounting» Ha RADIUS-cepBep. 3aaatb nHTepBasl OTNpaBky COOOLLEHNA MOXHO B nosne «/HTepBas
OTMpPaBKM akKayHTUHIa».
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VLAN

Access VLAN ID

VLAN Trunk
General Mode

General VLAN ID

+ Access VLAN ID — Homep VLAN, c KoToporo 6yaeTt cHAMaTbCa MeTka npy nepegade tpadouka Ha STA,
NOAK/MOYEHHBIM K faHHOoN AP. Mpu npoxoxaeHun Tpaduka B 06paTHy0 CTOPOHY Ha HETETMPOBaHHbIM
Tpadcuk ot STA 6yaeT HaBewwmBaTbest MeTka VLAN ID (gocTynHo npum oTknoueHHOM pexumve VLAN
Trunk);

* VLAN Trunk — npu yctaHoB/ieHHOM ¢onare Ha STA nepefaeTcsa TermpoBaHHbIi Tpaduk;

+ General Mode — npu ycTaHOBNEHHOM (hriare paspeluaercs nepegadya HeTeErMpoBaHHOIo Tpadnka
COBMECTHO C TermpoBaHHbIM Ha STA (gocTynHo npu BkAoueHHOM pexume VLAN Trunk);

* General VLAN ID — Homep VLAN, ¢ koToporo 6yzeT cHuMaTbCca MeTka npu nepegave tpaduka Ha STA.
Mpu npoxoxaeHny Tpaduka B 06paTHy0 CTOPOHY Ha HeTernpoBaHHbIin Tpadmk ot STA byaet
HaBewwBaTbcst MeTka General VLAN ID (zocTynHo npu BktoUeHHbIX pexxumMax VLAN Trunk u General
Mode).

OrpaHnyeHnsa CKOPOCTU:

OrpaHuyeHns CKopocTu

BrnioumTs
Crpannueque ckopocti 8 Down gl o kbuTle

Orpanmyenne cropocti 8 Up oo kbuT/e

* BK/1l04UMb — aKTMBMPOBATb MOJ1e HACTPOEK;

+ OepaHuyeHue ckopocmu 8 Down — orpaHuyeHne NpPonyckHoi CNOCOGHOCTY B HanpaBNeHUN OT TOUKU
[0CcTyna Ao KNveHToB (B CyMMe), MOAK/OUYEHHbIX K AaHHOW AP, K6UT/c;

+ OepaHuyeHue ckopocmu 8 Up — orpaHunyeHne nponyckHOi Cnoco6HOCTY B HanpaB/ieHUn OT K/IMEeHTOB (B
CyMMe), NOAK/THYEHHbIX K laHHOW AP, 10 Touku focTyna, KouT/c.

KoHTponb goctyna no MAC:

B gaHHOM noapasaene BbINOMHSAETCS HacTpoiika cnuckoB MAC-aapecoB KIMEHTOB, KOTOPbLIM, B 3aBUCMMOCTH
OT BbIGpPAHHO NOMMTMKN AOCTYNAa, Pa3peLLeHOo WUan 3anpeLeHo NoaKknYaTbCs K gaHHom AP.

KoHTpons AocTyna no MAC
Brosero

Monwtuka 3anperuts v

Cnucok MAC-aapecos

* BK/1l04eHO — Mpun yCTaHOB/IEHHOM donare 6yaeTt pabotaTb BblbpaHHasa NnosmMTuka 4ocTyna;
* [Mosiumuka — nosTuka gocTtyna. Bo3MoXHble 3HaYeHUs:
+ 3anpemums — K AaHHOW AP 6yaeT 3anpeleHo nogkndarbcsa knueHtam, MAC-agpeca KoTopbIx
cofepxartcs B cnucke. Bcem ocTasibHbIM JOCTYN 6yAeT paspeLlen;
« Paspewums — K faHHon AP ByaeT paspeLueHo noakKoyaTbes ToNbKO TeMm KnueHTam, MAC-
ajZipeca KOTopbIX cogepxarcs B cnucke. BceM octasibHbIM 4OCTYN GyAeT 3anpeLleH.
+ Cnucok MAC-adpecos — cnvcok MAC-agpecoB K/IMEHTOB, KOTOPbIM pa3peLUeH Nan 3anpeLleH AocTyn K
AaHHo AP. MoXeT cogepxaTb A0 128 agpecos.
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[nsa Toro 4TO6LI 4O6aBUTL aApec B CNNCOK, HAXXMUTE KHOMKY @ 1 B nosiBuBLUeMcS none seegnte MAC-
agpec. YTo6bl yaanuTb agpec 13 Cnmcka, HAXMUTE KHOMKY E] B COOTBETCTBYHOLLEW CTPOKeE.
Ecnv Bo3HMKa HEO6X0AMMOCTb A06aBuTb B cnmcok MAC-afpec KNneHTa, KOTOpbIiA B AaHHbIA MOMEHT

NOAK/TOYEH K 6a30BOI CTaHUUN, HKMUTE B KOHLLE CTPOKMN KHOMKY E] N BbIGEPUTE HYXHbIA afpec U3 Crmcka,
OH aBTOMaTM4eckn AobasuTCA B Nose.

Mo ymonyaHuto B cnncke otobpaxaetcs Ao 10 agpecos. [18 TOro 4tobbl yBUAETb NOJHbIV CAMCOK B CNy4vae,
€C/In OH coaepxuT 6onee 10 aapecos, HAXXMUTE KHOMKY «[Moka3aTb BCE.

10 EQ:D9:E3:TABE:CO - x

MokasaTb BCE

Ansa BCTYMNJ/ieHna B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIroHEe3aBNCMYHKO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». [Nna oTMeHbI N3MEHEHWIA HaXXMUTE KHOMKY «OTMeHa».

© nocne nsmeHenus «SSID» Ha Touke 4OCTyNa B MeHio «AP» Bo3MOXHa noTeps gocTyna Ao STA.
Heobxoanmo cHavana noMmeHATb «SSID» Ha KNneHTe B MeH0 «STA», a 3aTeM Ha Touke gocTyna.
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6.9 MeHio STA

B meHio «STA» BbINO/HSAIETCS HACTPOiiKa knneHTa STA — Station (nanee STA).

© MeHio «STA» [OCTYIMHO TOMBbKO B peXmme yCTporcTBa «KnneHT».

6.9.1 TMogmeHo «KneHT»

LTEX  WoOP-3ax-LR5

BhicTpas HacTpoiika  Mowutopunr  Radio A Ceresbie HacTpoimi  CucTeMa  VHCTpYMEHTH! - {bixon)
| T ST THCTpy

Knmnent » MNogknioyeHue

Ne Npuopurer $SID Pemum Ge30NacHocTH MFP Knrou WPA MR NoNB30BATENA Naponb
1 0 v| | WOP-3axLRS OowE v | Brnmuewo ¥ x
2 0 v| | WOP-3axLRS5-1 WPA3-Enterprise ¥ | | Bmioueso ¥ ® x

3 0 v WOP-3ax-LR5-2 WPA3 v Brnwueno W - x

VLAN

Access VLAN ID

VLAN Trunk
General Mode

General VLAN 1D

MVR
MVR VLAN ID
MVR 802 1p 7 ~

HononHuTensHo

Mpuopwrer DSCR v

[NoaknioyeHue:

+ [Mpuopumem — onpepenseT o4epefHOCTb UCMONb30BaHWA npodunieit. Mpu novcke cetTn u
noakaoyeHmmn, STA ncnosnb3yeTt NPogu/b C HaUBbLICLLIMM NPUOPUTETOM B NEPBYI0 ovepedb. [NpuopuTeTsbl
MOTyT ObITb OAMHaKOBbIMK, Torga STA onpegensieT o4epefHOCTb UCNOMb30BaHUA Npodnnelt Ha
OCHOBaHuKN pexnma wndposaHuns n RSSI;

+ SSID — ums BUpTYyasibHON 6ecnpoBOAHON CeTy;

* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna Kk 6ecnpoBogHOl ceTu:

* BbIK/IlOYEHO — He UCMNO/b30BaTh LWWNpoBaHme 418 nepefayv AaHHbIX.

+ OWE (Opportunistic Wireless Encryption) — meTop, WwngpoBaHus, obecnedvBatoLmii 6e30nacHOCTb
[aHHbIX, NepefaBaeMbIX N0 He3aluMLeHHOW ceTu. Mpu 3TOM OT nosb3oBatenei He TpebyeTtcs
Kaknx-To AONONHUTENbHbIX AeNCTBUI 1 BBOAA Napos 415 NOAKIYEHNS K CETH.

+ WPA2, WPA3 — cnocobbl WingpoBaHms, Npy BblIoope 04HOro U3 crnocobos 6yaeT AoCTynHa
crefytolian HacTpoiika:

+ Koy WPA — kno4d/naposib, Heo6xoaumbli 418 NOAKIYEHUS K BUPTYaUTbHON TOUKe
foctyna. [/ivHa kntoya coctasnser ot 8 40 63 CMBOJIOB.

+ WPA2-Enterprise, WPA3-Enterprise — pexum LUMpoBaHUs KaHasia 6ecrnpoBOfHON CBA3N, Npu
KOTOPOM K/IMEHT aBTOPU3yeTcA Ha LeHTpann3osaHHoM RADIUS-cepsepe. /19 ncnonb3oBaHuA
[aHHOro pexunmMa 6e3onacHocTn TpebyeTca ykasaTb napameTpbl NOAK/THYEHNSA:

* VImsi nosib30B8amesist — NOTUH HeobxoanMblin ana asTopmsaummn Ha RADIUS-cepBepe;
*+ lMaposb — KN4/naponb Heobxoanmblin ans asTopusaumm Ha RADIUS-cepBepe.
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* MFP — 3awuta management-kagpos (gocTynHo npu pexume 6esonacHoctn WPA2, WPA3, WPA2-
Enterprise, WPA3-Enterprise n OWE. MNMpwu Bbi6ope pexuma 6e3onacHocTn WPA3, WPA3-Enterprise,
OWE, MFP nepeBoguTcs B COCTOsIHME BkntoyeHo, Npun BbIGOPE ApYrix pexvmMoB 6e30nacHOCTH
MFP nepeBoguTtcs B cocTosiHne OTK/IOYEHO):

+ Omk/royeHo — 3almuTa management-kagpoB OTK/IHOYEHS;

* OnyuoHa/sibHO — 3awmTa paboTaeT, ecnu 6ecnposoHas ceTb nogaepxvnsaet MFP.
YCTPOICTBO MOXET NOAKNIOUNTLCS K CETU, KOTOpas He nogaepxmeaetr MFP;

* Bk/104eHO — 3alumTa BK/IoUYeHa. YCTPOWCTBO HE MOXET NOAKIUUTLCA K 6ecnpoBOAHON
ceTu, He nogaepxusatoLein MFP.

[ns no6aBneHns HOBOro NPOdUAA NOAKIYEHNST HAXKMUTE KHOMKY «[06aBuTb Npodunby». MakcumasibHO
MOXHO [06aBUTb 8 npodunei.

VLAN:

Access VLAN ID — Homep VLAN, c koToporo 6yaeT cHumatbCcs MeTka npu nepegade Tpadumka B Ethernet
KnneHTtam, Haxogsawmmcs 3a STA. MNpu npoxoxaeHun Tpadomka B 06paTHy0 CTOPOHY Ha
HETErMpoBaHHbIN Tpaduk OT KIMEHTOB ByaeT HaBelumBaTbes MeTka VLAN ID (mocTynHo npu
OTK/Ito4eHHOM pexkume VLAN Trunk);

VLAN Trunk — npu ycTaHOBNeHHOM chnare knveHTam 3a STA nepefaetcs TerMpoBaHHbIA Tpaduk;
General Mode — npwv ycTaHOBNeHHOM chnare paspeLuaeTcs nepefada HeTermpoBaHHOro Tpadmka
COBMECTHO C TErMPOBaHHbLIM KNneHTaMm, Haxoasawmmcs 3a STA (gOCTYNHO NpY BK/IKOYEHHOM peXxmme
VLAN Trunk);

General VLAN ID — Homep VLAN, ¢ KOoTOporo 6yAeT cHUMaTbCs MeTka npu nepegade Tpaduka B Ethernet
KnneHTtam, Haxogsawmmcs 3a STA. MNpu npoxoxaeHun Tpadmka B 06paTHy0 CTOPOHY Ha
HETErMpoBaHHbIN Tpaguk OT KIMEHTOB ByaeT HaBelwmBaTbeA MeTka General VLAN ID (gocTynHo npw
BK/IIoUeHHbIX pexumax VLAN Trunk n General Mode);

MVR — npu yctaHoBnieHHOM chnare doyHkumoHan MVR (Multicast VLAN Registration) BkntoueH. Jaet
BO3MOXHOCTb MCMOMb30BaTh 0TAeNbHbIA VLAN ansa Multicast-Tpaduka;

MVR VLAN ID — Homep VLAN Multicast-Tpacmka, c KOTOporo 6yAeT CHAMATLCA MEeTKa Npu nepegade ero
B Ethernet knnenTam, Haxogawwmmes 3a STA. MNpu NpoxoxaeHny Tpadnka B 06paTHy0 CTOPOHY Ha
HeTernposaHHble IGMP-nakeTbl OT KNMEHTOB 6yaeT HaBelwwmBaTbca MeTka MVR VLAN ID;

MVR 802.1p — npuoputeT 802.1p, KOoTopbiii 6yaeT npucsamsatbes IGMP-naketam OT K/IMEHTOB.

JononHnTenbHo:

lMpuopumem — BbIGOP cnocoba npuopuTnsaumn. Onpeaenset nose, Ha OCHOBaHUN KOTOPOro Tpadvk,
nepeparowmiica B pagunonHtepdelic, byaet pacnpegensatbcsa no oyepegam WMM:
+ DSCP — 6ynet aHanmauposartbes npuoputet ns nonsg DSCP 3aronoska IP-nakeTa;
+ 802.1p — 6yneT aHanu3mpoBaTbcs npuopuTeT 13 nonst CoS (Class of Service) TermpoBaHHbIX
naxkeToB.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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6.10 MeHto «CeTeBble HACTPONKN»

6.10.1 MoameHto «CncTemHas KoHurypaumns»

= TEX WOP-3ax-LR5

BricTpan HacTpoiika MoHuTopuHr Radio AP CeTeBble HacTpoiikA Cucrema WHcTpymenTs! - (Boix0)

CyCTeMHaR KOHGMIypaLys > WA xocta WOP-3ax-LR5
[ocryn eorpachmyecknii gomen root
VLAN ynpaeneHns Terminating v
VLAN ID
Mpotokon Static hd
Cratueckmit IP 192.168.1.10
Ceresan macka 255.255.255.0
Wm0z
MepenyHel DNS

Bropuuteiit DNS

TNokansHoe ynpasnexue Yepes Ethernet
Brnroueto
Cratnuyectmi IP 192.0.31

Ceresan macka 255.255.255.0

* MIMsi xocma — ceTeBOe UMS YCTPONCTBa, 3agaeTcs cTpoka 1—-63 CMMBO/IOB: JTAaTUHCKME 3arnaBHble U
CTPOUHble BYKBbI, LMPpbI, 3HAK AedInC «-» (Aednc He MOXET GbiTb NOC/IeAHUM CUMBOJIOM B UMEHM);

+ leocpacpudeckuli 0OMeH — [OMEH, B KOTOPOM pacrnosiaraetcs Touka 4ocTyna;

* VLAN ynpas/neHus:.

* Bbik/moyeHo — VLAN ynpaBneHusi He NCnosib3yeTcs;

+ Terminating — pexum, npu kotopom VLAN ynpasneHns TepMUHUPYETCSA Ha 6a30BOI CTaHLUMK; B
3TOM C/lyyae y BCTPEUHbIX YCTPOWUCTB, NOAK/IOUYEHHbIX Yepes paanonHTepdelic, HeT goctyna Ao
AaHHoro VLAN;

* Forwarding — pexwum, npu kotopom VLAN ynpaBneHus nepegaeTtcs Takke B paanonHTepdeiic
(npmn cooTBeTCTBYtOLLEN HAacTpoiike AP).

VLAN ID — npgentndpmukarop VLAN, ncnonb3ayemsiii Ana gocTyna K yCTPONCTBY, NPUHUMAET 3Ha4YeHnsa 1-

4094;

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAeT OCyLLeCcTBAATLCA nogkntodeHune no Ethernet-
NHTEepdIecy yCTPONCTBa K CeTV NpefocTaB/ieHns yCcyr nposaingepa:

+ DHCP — pexum pab6oTbl, npu KoTopom IP-agpec, macka noacetu, agpec DNS-cepsepa, w3 no
YMOJIHaHMIo 1 Apyrve napameTpbl, Heoo6xoanMble A5 paboTbl B ceTu, byayT nosyyeHsl or DHCP-
cepBepa aBToMaTn4eckuy;

+ Static — pexum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoauMble napameTpbl Ha WAN-
NHTEpdenc HazHavarTcA ctatuyecku. MNpu Bolbope Tuna «Static» A4Ns pegakTMpoBaHnsa CTaHyT
[OCTYNHbI cneayoLume napameTpsbl:

+ Cmamuvyeckuli IP — IP-agpec WAN-nHTepdhelica ycTpoiicTBa B CETU NpoBaiaepa;
+ Cemesasi Macka — Macka BHeLLHel noaceTy;
* L1103 — afpec, Ha KOTopbI OTNpaBsAeTCca NakeT, ec/v A5 Hero He HalgeH MapLupyT B
Tabnuue mappyTnsaumm.
+ lNepsuyHbili DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepos. Ecnu agpeca DNS-cepBepoB He
Ha3Ha4arTCa aBTOMaTMyeckn no npotokony DHCP, 3agaiTe nx Bpy4yHylo.
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€ Mocne HacTpoiiku «VLAN ynpasneHus» BO3MOXHA NOTEps JOCTyna K YCTPOICTBY.

JlokanbHoe ynpaenexve yepes Ethernet:
[aHHbIli nogpasfen no3BosieT HaCTPOUTb HETEMMPOBAHHbIN AOCTYN A0 ycTpolicTea Yepes Ethernet-
nHTepdelic.

* BK/1O4EHO — aKTUBMPYET HACTPOIAKY;

« Cmamuueckuli IP — |P-agpec Ethernet-nHtepdpeiica ycTpoiictTBa B 10KasibHOM ceTh (N0 yMONYaHuIo
192.0.3.1);

+ Cemesasi Macka — Macka NnogceTu.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBNCUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».

6.10.2 TMoameHto «JocTyn»

B nogmeHo «AocTyn» NPOM3BOAMTCS HACTPOlika AoCTyna K YCTPOICTBY NOCpeacTBOM Web-uHTepdeiica,
Telnet, SSH, NETCONF 1 SNMP.

L TEX  WOP-3ax-LR5

BricTpan HacTpoika MoHuTOpUHr Radio AP CeTeBbie HacTpo#ik1 CucTema WHCTPYMEHTEI -~ (Bbxon)

CucTemHan Korgmrypauna WEB
Ooctyn » HTTP-nopt 80
WEB-HTTPS
HTTPS-nopt 443
Telnet O
ssH
Mopt 22
NETCONF

SNMP

m x Oeera

« [nAa BKNoYeHUsa gocTyna K yCTporcTBy yepes web-nuHtepdperic no npotokony HTTP yctaHoBuTe chnar
Hanpotme «WEB». B nosiBMBLUEMCSI OKHE €CTb BO3MOXHOCTb NomMeHsTb HTTP-nopT (no ymonyanuio 80).
[nanas3oH 4onyCcTMMbIX 3HA4YEHUI NOPTOB, MOMUMO YCTAHOB/IEHHOIO MO ymonyaHuto, ¢ 1025 no 65535
BK/TIOUUTENBHO;

+ [nAa BKNOYeHUA AocTyna K ycTpoicTBy vyepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMo/l4YaHuio 443). [lnanasoH A0onyCTUMbIX 3HAYEHUIA NOPTOB, MOMUMO YCTAHOB/IEHHOMO MO YMOJTYaHMIO, C
1025 no 65535 BKIOUMTENBHO;

o MopTtbl gng npotokonoB HTTP n HTTPS He fo/mXHbI UMETbL OAUHAKOBOE 3HAYeHNe.

+ [ina BKOYEHWA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe donar Hanpotus «Telnet». B
NOsIBMBLUEMCSI OKHE ECTb BO3MOXHOCTb NOMeHsITL Telnet-nopT (Mo ymonyaHwmio 23). AvanasoH
[0NYCTUMbIX 3HAYEHUI MOPTOB, NOMUMO YCTAHOB/IEHHOTO N0 YMon4yaHuto, ¢ 1025 no 65535
BKJ/THOUUTENBHO;

+ [insa BKOYEHMA foCTyna K ycTpoicTBy Yepe3 SSH yctaHoBuTe donar Hanpotus «SSH». B nosiBuBLLEMCS
OKHe eCTb BO3MOXHOCTb NOMeHsITb SSH-nopT (No ymonyanuto 22). nanasoH AonyCTUMbIX 3HAUYEHW
NMOpPTOB, NMOMUMO YCTAHOBJ/IEHHOTO MO yMon4aHuio, ¢ 1025 no 65535 BKNHOUUTESTBHO;

+ [nsa BknoveHns goctyna K yctporictey Yepe3 NETCONF yctaHosute donar Hanpotus «NETCONF».
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

MporpammHoe o6ecneveHne WOP-3ax-LR5 no3sonser nameHsaTb KOHQUrypauuo yCTponcTBa, NPOBOAUTb
MOHUTOPVWHI COCTOSIHUSA 6a30BOI CTaHUMW 1 ee AaTUMKOB, a Takke yrnpaB/ifaTbh YCTPOWCTBOM UCNO/b3YS
npotokosn SNMP.

SNMP
Mapone Ha uTeHne public
Maponk Ha sanuce private

Appec anA npuéma Tpanoe vi
Appec anA npuéma Tpanoe v2

Agnpec anAa npuéma coobuyenuid Inform

CucTemMHoe UMA YCTPORCTEE WOP-3ax-LR5
KoHTaktHanA uHbopMauma Contact
NPOU3EOOMTENA
MecTononoxeHue yeTpoRcTEa Russia

lMapone B Tpanax trap

YcTpoicTBO nogaepxunBaet npotokonbl Bepcuin SNMPv1, SNMPv2, SNMPv3.

[na nameHeHns napameTtpoB SNMP-areHTa yctaHoBuTe donar Hanpotme «SNMP», nocrie aToro ctaHyT
[AOCTYNHbI CrieayroLLme HacTPONKK:

* [Maposib Ha YmeHue — Naposib Ha UTeHVe napameTpoB (06LLeNnpUHATLIN: public);
* [Maposib Ha 3anuck — Naposb Ha 3an1cb napameTpoB (06LLEeNPUHATLIN: private);

« Adpec 0515 npuéma mparos vl — IP-agpec nnn goMeHHoe UMsi NpUemMHnKa coobuieHnin SNMPv1-trap B

topmarte HOST [COMMUNITY [PORT]];

« Adpec 0515 npuéma mparios v2 — IP-agpec nnn goMeHHoe UMsi NpUemMHmnka coobuieHnin SNMPv2-trap B

topmarte HOST [COMMUNITY [PORT]];

+ Adpec 0515 npuéma coobweHul Inform — IP-agpec nnn oMeHHoe UMs NpueMHuKa coobLeHnii Inform B

topmarte HOST [COMMUNITY [PORT]];
« CucmemHoe ums ycmpolicmsa — UMSl YCTPONCTBA;

+ KoHmakmHasi uHghopmayusi npou3sodumersisi — KOHTaKTHasi MHChopMaLsl NPOV3BOANTENS YCTPOCTBA;

« MecmononoxeHue ycmpolicmga — WH(OPMaLMsi 0 MECTOMO/IOKEHUN YCTPOICTBa;
* [Maposb 8 mpanax — naposib, cogepxalyuiics B Tpanax (Mo ymonyaHuio: trap).

Hwxe npuBeaeH CNMCOK 06LEKTOB, NOAAEPXKMBAEMbBIX A1 UTEHUS U KOH(IUTYPMPOBaHMA NOCPEeACTBOM
npotokosia SNMP:

+ eltexLtd.1.127.1 — MOHUTOPWUHT NapamMeTpoB 6a30BOV CTaHLMK;
+ eltexLtd.1.127.3 — ynpaBneHne 6a30BOi cTaHUMEl;
+ eltexLtd.1.127.5 — koHpuryprpoBaHne 6a30BO CTaHL K.

eltexLtd — 1.3.6.1.4.1.35265 — naeHtudmkarop npegnpusatmsa «NTTEKC».

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHECEHMS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HaXXMUTE KHOMKY «OTMEHa».
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6.11 MeHto «Cuctema»

B MeHI0 «CucTema» BbINMOMHAKOTCA HACTPOKN CUCTEMBI, BpEMEHMU, XXypHasa syslog, nponssogutcs cmeHa
naposs, BbIrpy3ka/3arpyska KoHdurypawmmn, 06HOBMNEHME NPOrpaMMHOro obecnevyeHns u nepesarpyska
YCTpPOWCTBA.

6.11.1 MoameHto «O6HOBNEHME O ycTponcTea»

MoameHo «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Hav4eHo 418 0GHOBMEHNS NPOrPaMMHOI0 0becnevyeHuns
yCTpOWCTBa.

WELTEX  WOP-3ax-LR5

BhicTpan HacTpoiika MOHUTOPUHT Radio AP CeTeskle HacTpoWK CucTema WHCTpyMeHTEI - (eXOO)

OBHoenexue MO yetpoiicTea » AxTneran sepcua [0

PeaepeHan sepcna MO
Kondmrypauua

KMyansHan eepcus ocmynika no adpecy: http:Aeltex-co.ru/support/d
A y o a 3 hitp-4 f 4

‘downloads/
Mepezarpyaka
Paiin obHoanexna MO BeiBop daiina | He exiBpan Hi oguH thain
Maponb

HypHan

Data v epemA

Vikamkalpn

+ AkmusHasi sepcusi 10 — Bepcusl NPorpamMmmMHOro o6ecneyeHuns], yCTaHOB/IEHHOTO Ha YCTPOWNCTBE,
paboTalollast B 4aHHbI MOMEHT;
+ Pe3sepsHas sepcusi 10 — Bepcusa NporpaMMHOro ob6ecneyvyeHus, yCTaHOB/IEHHOIO Ha YCTPOICTBE, Ha
KOTOPYO MOXHO NnepekniounTbes 6e3 3arpysku taiina Mo,
+ Cdeslamb akmusHoU — KHOMKa, N03BONIAIOLLANA caenaTb pe3epBHyto Bepcuto MO akTUBHOW, ANs
3TOro nNoTpebyeTtca nepesarpyska ycTporictsa. AKTuBHas Bepcus MO B 3TOM c/iyyae cTaHeT
pe3epBHOIA.

O6HoBNEHME MPOrpaMmMHOro obecnevyeHms

3arpysute chaiin MO c caiita http://eltex-co.ru/support/downloads/ n coxpaHuTe ero Ha Komnblotepe. Nocne

3TOr0 HAXMUTE KHOMKY «BblbepuTe haiiny» B none ®ads 06HosneHus N0 n ykaxuTe nyTb K chainny MO B
hopmare .tar.gz.

[ns 3anycka npouecca 06HOB/IEHNS HEOOXOAMMO HaxkaTb KHOMKY «3anycTntb 06HOB/EHME. [pouecc
06HOBNEHMS 3aliMET HECKO/IbKO MUHYT (0 ero TekyleM ctatyce 6yAeT ykazaHo Ha CTpaHULIE), NOC/e Yero
YCTPOMNCTBO aBTOMaTUYECKM Nepesarpy3nTcs.

© 06HoBnATL MO cnepyeT cHavyana Ha knneHte STA, a 3aTeM Ha Touke goctyna AP.

@ He otknouaiite NUTaHe yCTPOIACTBA, HEe BLINOMHAITE ero nepesarpysky B npouecce 06HoBAeHns MO.
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6.11.2 TMoameHto «KoHurypaums»

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

B noameHto «KoHpurypaums» BbINOMHSAETCA COXPaHEHMe TeKYLLE KOHUrypaLumum n BOCCTaHOB/EHUE.

=L TeEX WOP-3ax-LR5

OGHoenewe MO yerpoiictea Mony4uTh apxue KoHdurypaum ¢ #* Crayats
yCTpofcTEa
Kendwrypaupn »
Mepesarpyska YETpORCTED
Mapone
Hypuan
% CGpoc

Oara v epema

WMHavkauma

BuicTpan HacTpoiika MoHmuTopuHr Radio AP CeTeBtle HACTPOHKM Cuncrema WncTpymenTsi

3arpyauTe apxHe KOHUIypaUMu Ha He BeibpaH HY 0auH dain

CBpoc Ha 3aB0ACKMe HACTPOHKKU CoxpaHuTs napameTpe! focTyna

[Nony4yeHne KkOHJMrypauum

UT06bl COXPaHUTb TEKYLLYH KOH(UIypaLmio YCTPOCTBA Ha JIOKa/IbHBIV KOMMbIOTEP, HAXKMUTE KHOMKY

«CKauaTb».

O6HoBMNEHME KOHdMIYpaumm

[ns 3arpy3ky coXxpaHeHHOro Ha JIoKa/lbHOM KOMMbloTepe dhainia KoHUrypauum Ncnonb3yeTcs NyHKT
«3arpy3uTb apxvB KOHUrypaumm Ha yCTponcTBo». 18 06HOBNEHUS KOHGUrypaumum yCTpocTBa HaXKMUTe
KHOMKY «BblGepuTe chaiin», ykaxkute daiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHast KOH(UrypaLmusa npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc ycTpoicTBa K 3aBOACKMM HACTPOiKaM

UTo6bl caenaTth COPOC BCEX HACTPOEK YCTPOICTBA HA CTAHAAPTHbLIE 3aBOACKME YCTAHOBKW, HXKMUTE KHOMKY
«C6poc». Ecnu akTnBrpoBaH hnar «CoxpaHnTb NnapameTpbl 40CTyna», To 6yAyT COXPaHeHb! Te napameTpbl
KOHGpMrypaLmm, KoTopble 0TBEYAKOT 3a A0CTYN K YCTPOCTBY (HacTpoiika IP-agpeca, HacTpoiiku foctyna no

Telnet/SSH/SNMP/NETCONF/Web).

6.11.3 TMogmeHto «lMepesarpyska»

[nsi nepesarpysku yCTpoincTBa HAXMUTE Ha KHOMKY «[epesarpyskar. [Mpolecc nepesanycka ycTpoiicTea

3aHUMaET NPUMEPHO T MUHYTY.

“ILTEX  WOP-3ax-LR5

~ ~ v ~~
OBroanenue M0 yerpoiictaa MNepesarpyaka ycTpolicTea 2 MNepesarpyaka

Kengwrypauua
Mepeszarpy3ka >
Maponk
Hypran

Nata u EpeMA

MHgmrauma

BricTpas HacTpoiika MoHuTopUHF Radio AP CeTeBble HACTPOWKMA Cucrema WHetpymenTs!
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

6.11.4 TMoameHto «Maponb»

Mpw BXoge yepes web-uHtepdeiic agMmHucTpaTop (Naponb No yMonyaHuio: password) MMeeT NosHbIA 4ocTyn
K YCTPOWCTBY: YTEHME U 3aMunCb NIHOObIX HACTPOEK, MOJTHbIA MOHUTOPUHT COCTOSIHUA YCTPOMCTBA. 41 CMEHbI
naposisi BBeAMTE HOBbI Naposib cHavYasia B none «Maposnb», 3aTeM B nose «MogTeepxaeHe napons» u
HaXXMUTE KHOMKY «[IpUMEHUTb» AN1s1 COXPaHEHUSI HOBOTO Naponsi.

L TEX  WOP-3ax-LR5

BricTpan HacTpoiika MoHHTOpHHT Radio AP CeTeskle HacTPORKM Cuctema HCTpYMEHTE! - (eexon)

06Hoenenme MO ycTpoiicTea Mapons @
Kondwrypauua MogTeepxaexre naponA @
MNepezarpyaka
m x OTMEHa
Mapons »
HypHan
[ara v epema

MHamkauua

,ﬂ.flﬂ BCTYMJ/1ieEHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

6.11.5 ToameHo «KypHas»

MNMoamMeHo «KypHan» npefHasHa4yeHo A8 HaCTPOWKM BbIBOAA Pa3HOro poja O0TN1af0uHbIX COOOLLEeHWIA
CUCTEMbI B LefIAX 06HapYy>XeHnst NpuymH npobnem B paboTe ycTpoincTaa.

- TEX  WOP-3ax-LR5

BeicTpan HacTpoiika MoHuTopyHr Radio AP CeTeBkle HACTPONKN Cucrema WHcTpymenTel -~ (eex0n)

OBHoenenue MO ycTpolicTea Peains Cepaep v dhaiin ¥
Koudmrypauma Appec Syslog-cepeepa syslog.server
Mepezarpyaka Mopt Syslog-cepsepa 514
Mapone Pazmep daiina, kb 1000

HKypran >

lata v epemA

Wramkaymua

* Pexxum — pexum pabotbl Syslog-areHTa:
* Jloka/ibHbIU thalil — HhopMaums XypHasia COXpaHAeTcs B IOKa/IbHOM oaitnie n AoCTynHa B
web-nHTepdelice ycTpoiictea Ha BKnagke «MOHUTOPUHI/XKypHast COBbITU»,
+ Cepsep u ¢halin — nHgopmauus XypHana oTnpaBnsieTca Ha yaasieHHblin Syslog-cepsep u
COXpaHsieTcs B JIOKaIbHOM chaiine.
+ Adpec Syslog-cepsepa — IP-agpec nnv gomeHHoe nms Syslog-cepeepa;
* Mopm Syslog-cepsepa — NopT ANna BXoAsLmx coobuieHnii Syslog-cepsepa (no ymonuaxuio 514,
[loNyCTUMble 3HaYeHust 1-65535);
+ Pasmep ¢palina, kb — makcMMmasibHbI pasmep goaiina xypHana (gonyctumble 3HaueHns 1-1000 kB).

[N BCTYNNEeHWs1 B CUY HOBOI KOHCOUIypaLmmn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[pUMEHUTb». NS OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.

59



PykoBoacTtso no akcnayatauum WOP-3ax-LR5

6.11.6 TMogmeHto «[ata u Bpems»

B noagmeHio «/lata u BpeMsi» MOXHO HACTPOUTb BPEMSI BPYUHYH WM C MOMOLLbH NPOTOKO1Aa CUHXPOHM3aLMN

BpemeHn (NTP).

6.11.6.1 Bpy4Hyro

= TEX  WOP-3ax-LR5

BhICTpaA HacTpolika MoHUTOpHHN Radio AP CeTeBble HACTPORKY Cucrema WMHCTpyMEHTE! -

(OBroanenue MO ycTpolictea Pexamn @ Bpyusyro (O NTP cepeep
Koutburypauus [lata v Bpema ycTpoiicTea 02.07.2025 12:44:31 | # Pepaxmposare
o Hacosoi nofc Mockea, Poccua hd
Mepesarpy3ka
Mapons BrniounTe nepexoq Ha neTHee spema

WypHan Mepexos Ha neThee epeMa (e esibparo) (He eslbpara) (He esibparo) |B| -
ypHa.

[ (He asibpaH He auiby ) He snifipano) —
[lata v spema > MNepexon Ha auMHee BpemA e auibparo) e anifpara) e euifparo) | B

MHovkaums Chpur spemern {MiUH.) 60

m * OTMEH&

(eeixon)

+ [ama u spemsi ycmpolicmsa — Aarta v BpeMs Ha YCTPOCTBE B faHHbI MOMeHT. Ecnn TpebyeTca
KOppeKLMsl, HXMUTE KHOMKY «PeaakTnpoBatby;

+ [Jama, sBpemsi — 3afaiiTe TEKYLLYO AaTy U BPEMS UM HXXMUTE KHOMKY «Tekyllas aara u Bpemsi»

[ANS yCTaHOBKM BpemeHu MK Ha yCTponCTBO;
*+ Yacosol rnosic — no3BoNseT yCTaHOBUTb YaCOBOM NOAC B COOTBETCTBUM C 6vXaiLLumMmM ropogom B
BalLeM pervoHe 13 3aZlaHHOro Crmcka,
* Bk/iro4ums repexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dofiare nepexop Ha fieTHee/3rMHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKU B 3a4aHHbI Nepuo BpEMEHMU:

+ [Nepexod Ha nemHee BpeMsi — AeHb 1 BPEMS, Koraa OyAeT BbINOSHATLCS Nepexos, Ha IeTHee

BpeMS;
+ [Nepexod Ha 3uMHee BpeMsi — [leHb U BPeMS, Koraa GyeT BbINOMHATLCS Nepexos Ha 3UMHee
BpeMS;

+ CoBue spemeHu (MUH.) — Nepuog, BpEMEHN B MUHYTAX, HA KOTOPbIN BbINOMHAETCA CABUT BPEMEHW.

MoxeT npuHumartb 3HavyeHue ot 0 go 720 MuH.

[ns BCTyNneHns B culy HOBOW KOHAUIypauun 1 3aHeceHnss HaCTpoeK B 3HEProHe3aBnCMyo namMsaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». /19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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6.11.6.2 NTP-cepsep
=(TEX

WOP-3ax-LR5

BricTpan HacTpoiika

0O6Hoenenue MO yeTpoiicTea
Kondgwrypauua
Mepezarpyaka

Mapone

HKypran

lara v epema >

MHaukauma

MoHuTopUHr

AP CeTessle HACTPOIK1

Pestama
Narta u epemn ycTpoiicTea

NTP cepeep

Yacoson noAc

BrnioumTe nepexon Ha netHee Bpema
MNepexon Ha NeTHee BpEMA

lNepexon Ha 3MMHEs BPEMA

Caevr Bpemenn (MuH.)

Cuctema NHCTpyMeHTE!

O Bpyusyro @ NTP cepeep

02.07.2025 12:45:36
pool.ntp.org
Mockea, Poccis

v

(e exibparic) (e enibparo)

(e euibparo)

(He esibpana)

60

(He exibparo) B -

(He exibparo) B -

+ [lama u spemsi ycmpolicmsa — fata U BPEMS Ha YCTPONCTBE B faHHbIi MOMEHT;

* NTP cepsep — IP-agpec/noOMeHHOe NMSA cepBepa CUHXPOHMU3aUMn BpeMeHn. Bo3aMOXHO 3a4aTtb agpec

NN BblIGpaTb U3 CYLLECTBYIOLENO CMUCKa,;

+ Yacosol rnosic — No3BOMSET YCTAHOBUTb YaCOBOW MOSC B COOTBETCTBUMN C GAMKAALLMM rOPOAOM B

BalleM pervoHe u3 3aaHHoro Crnucka,;

* Bk/rouums nepexod Ha siemHee speMsi — Npu YCTaHOB/IEHHOM piare nepexof Ha /ieTHee/31MHee
BpeMsi OyAeT BbINO/HATLCS aBTOMAaTUYECKN B 3af,aHHbIV NepUOL BPEMEHN:

*+ [Nepexod Ha 1emHee BpeMsi — AeHb U BpeMs, Koraa OyaeT BbINOHATLCA Nepexos Ha fieTHee

BpewMS;

* [Mepexod Ha 3umHee BpeMsi — AeHb 1 Bpems, Koraa 6yaeT BbINOHATLCS Nepexo Ha 3uMHee

BpewmS;

« COBuU2 BpeMeHU (MUH.) — Nepuoj BpeMeHn B MUHYTaXx, Ha KOTOPbI BbINOMHAETCS CABUI BPEMEHW.
MoxeT npuHumathb 3HavyeHue oT 0 go 720 MuH.

[N BCTYNNEHWs B CUY HOBO KOHCOUIypaLmmn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsITh
HaXXMUTE KHOMKY «[pUMEHNTL». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEHay.
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6.11.7 MogmeHto «MHanKaunA»

B nogmeHo «MIHAUKaLMS» MOXHO BbINOMHUTL KACTOMM3ALIMIO MHAMKATOPOB Ha YCTPOCTBE.

“LTEX  WOP-3ax-LR5

BeicTpan HacTpoika MoHUTOPUHT Radio AP CeTeBkie HACTPOMKM CucTema MHCTpymMeHTE! - (ekxoa)

OBHoenenue MO ycTpolicTea QOBLNe HACTPOIMKK
Kondwrypauma Brnrouero

MNepesarpys«a Moporn RSS| uHaukaTopos

MNapone Brniounte
Hypran Mopor LED4, aBm -60
[ara v epena Mopor LED3, abu 70
Viameaipa > Mopor LEDZ, gBu | -80
Mopor LED1, abwm -100

OO6LLne HAaCTPOWKK:
* BK/1t04EHO — Npu YCTaHOB/IEHHOM dh/lare MHANKATOPbI BKKOUYEHbI, UHAYe — BbIK/THOUYEHbI.

Moporu RSSI nHankaTopos:

* Bk/1o4uUmMb — NpU yCTaHOBNEHHOM (hiare BK/IOYEHO Ha3HaYeHWe NOPOoroB ANs KaXA0ro nHaMkaTopa,
NHaye — BbIK/THOYEHO;

* lNopoe LED4, 66M — MUHUMaIbHBIV YPOBEHb CUrHana BCTpeuHoro yctpoiictea (RSSI), npy koTopom
BKNtouaeTcsa nHavkatop LED4 (no ymonuaxmio: -60, gonycTumble 3HadeHust: -100-0);

* lMopoe LED3, 66M — MUHUMaSIbHBIV YPOBEHb CUrHana BCTpeuHoro yctpoiictea (RSSI), npy koTopom
BkNtouaeTcsa nHavkatop LED3 (no ymonuaxmio: -70, gonycTumble 3HadeHust: -100-0);

* lMopoe LED2, 66M — MUHUMabHBIV YPOBEHb CUrHana BCTpeuHoro yctpoiictea (RSSI), npy koTopom
BKNtouaeTcsa nHamkatop LED2 (no ymonuaxmio: -80, fonycTumble 3HadeHust: -100-0);

* lMNopoe LED1, 66M — MUHUMa/bHBIV YPOBEHb CUrHana BCTpeUHoro yctpoiictea (RSSI), npy koTopom
BK/tovaetcs nHamkatop LED1 (no ymonuanuto: -100, gonyctumMble 3HadeHus: -100-0).

[nsa BCTynneHms B CUy HOBOWM KOHQIUIypaumum 1 3aHeCEHUSA HaCTPOEK B AHEProHEe3aBMUCUMYIO NaMATb
HaXKMUTE KHOMKY «[MpUMEeHUTb». N5l OTMEHbI UBMEHEHUIA HAXXMUTE KHOMKY «OTMEHa».
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6.12 MeHto «MIHCTPYMEHTbI»

6.12.1 TMogmeHo «KOCTMpPOBKa»

Mopg, fOCTMpOBKOVI NOHNMMaETCA BblpaBHMBaHNE MNOJ/TIOXEHNA aHTEHHbI yCTDOVICTBa B NMPOCTpaHCTBE ANA
noslyd4eHnsa MakCMMasibHOro curHasa.

[Nsi 3anycka ICTUPOBKN HAXMUTE Ha KHOMKY «CTapT».

[NA 0CTaHOBKM HOCTUPOBKN HAXXMUTE Ha KHOMKY «CTOonmn».

FOcTtupoBka:

+ SSID — nms BUPTyasibHON 6eCNPOBOAHON CETY;

* KaHas1 — KaHau1 nepefayn AaHHbIX;

* RSSI — ypoBeHb NpUHMMaEeMOro curHana, gbwm;

* YOasieHHbIl RSSI — ypoBeHb NPUHMMAEMOro curHana noAk/It4eHHoro yCTponcTea, AbMm.

K0eTwposKa 3

TeCTWpOZ3HME CHOPOCTH
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Mpadomk RSSI-AT nokasbIBaeT M3MEHEHNS YPOBHS CUrHasia Ha NepBoii aHTeHHe B ABM B TeUueHne BpeMeHu B

cekyHaax.

Mpadomk RSSI-A2 nokasbIBaeT M3MEHEHNS YPOBHSI CUrHasia Ha BTOPOi aHTeHHe B ABM B TeUeHne BpeMeHu B

cekyHaax.

Mpadovk YoasieHHbIli RSSI-AT NokasbiBAaET M3MEHEHWS! YPOBHS CUTHasIa Ha NepPBOVi aHTEHHE MOAK/THUYEHHOTo
yCTpolicTBa B IBM B TEYEHME BPEMEHU B CEKYHAAX.

Mpadmk YoasieHHbIl RSSI-A2 nokasbiBaeT M3MEHEHWST YPOBHS CUrHasia Ha BTOPOIA aHTEHHE NOAKIUYEHHOTO
ycTpoiicTBa B ABM B TeYeHVe BpeMeHU B CEKyHAaxX

Mukosbili RSSI — MakcMaribHbIi YpOBEHb CUTHANA B ABM 3a BpEMS U3MEPEHNS.
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6.12.2 TlMogmeHto «TecTUpoBaHMe CKOPOCTU»

MNoamMeHto «TecTUpoBaHWe CKOPOCTU» NpefHa3Ha4YeHo A/19 TECTMPOBAHUS CKOPOCTM NINHKA B HanpaBieHnn
[0 K/iMeHTa n obpartHo.

eLTEX

BhiCTpaR HacTpouka MOHMTOpHHT Radio AP CeTesbie HAaCTPOWKA Cucrema WHCTPYMEHTBI - (BbIXOA)

TecTuposanie CKOPoCTH >

Ne Wmn xocTa IP-anpec MAC-agpec Downlink Uplink HanpaeneHue

1 STA ec:bl:e0:33:e9:20 92.4 Mbits/sec 93.2 Mbitsisec Downlink+Uplink v | 3anycruTs

8]

STA ec’bl:e0:33:e9:30 76.3 Mbitsisec HeT gannbix Downlink v || 3anyeruts

+ Downlink — TecT ckopocTv 6y€eT BbINOMHEH B HANPAB/IEHUM K KITUEHTY;
* Uplink — TecT ckopocTu GyAeT BbINOMHEH B HANpPaBeHUN OT KIINEHT];
+ Downlink+Uplink — TecT ckopocTy GyAieT BbINOSIHEH NOOYEPEAHO B KaX/yH CTOPOHY.

TecT BbinonHseTcs Tpagukom TCP n annTca 10 cekyHA ANs 0AHOrO HanpasneHns. B ogyH MOMEHT BpeMeHm
TECT MOXET GbITb 3anyLeH TO/IbKO A0 OAHOTO K/IMEHTA.

[nsi 3anycka Heo6xoAUMO BblGpaTh HanpaB/eHNe TECTA U HAXaTb KHOMKY «3anycTUTb». MNoc/ie 3aBepLUeHns
TecTa pe3ysnbTaT 6yaeT 0TO6paXeH B COOTBETCTBYIOLLEM MOJIE.

Mo ymonuaHuio ansa Tecta ucnonbayerca VLAN 7 n nogcetb 192.0.4.0/24. Ecnun B CETU YXXe UCNOSb3YTCSH
Takasn nogcetb 1 VLAN, TO HE06X0AMMO U3MEHUTbL HACTPOIKM ANA TecTa TakuM 06pa3oM, UTOObI OHU He
nepecekasimcb C AelCTBYOLWUMN CETAMU. STO BO3MOXHO caenatb Yepes CLI. Bonee nogpo6Ho npouecc
onucaH B pasgene «Ytununta perftest».

© /115 noucka KNMEeHTOB AOCTYMHLI CAeAytoLme UALTPLI: N0 BCEM NOAAM, N0 UMEHU XOCTa, no |P-

agpecy, no MAC-agpecy. [1s1 BbIGOpa (hubTPa HAXKMUTE HA == . OYHKLMOHAN [OCTYNEH TOMBKO B
pexvmMe ycTpoicTa «Touka goctyna PMP».
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7 Tlpmep HacTponKkn 6a30BOM CTaHLUK

B gaHHOM pasgene npusefeH NnpuMep nepBoHavasibHOW HACTPONKM YCTPONCTB A/18 OpraHm3alm COBMECTHOro
dhyHKUMOHMpoBaHus 6a3oBoii ctaHumm WOP-3ax-LR5 n aboHeHTcknx ctaHumii WB-3P-LRS.

WB-3P-LR5

WOP-3ax-LR5

[o o LIPWAL
TV-anCTa

PucyHok 22 — Cxema npumeHeHns WOP-3ax-LR5

© B agpecHoii cTpoke 6pay3epa BeeauTe IP-aapec yctpoiicTsa (no ymonuaHuio 192.168.1.10, ecnu
YCTPOICTBO He nosyunno agpec no DHCP). Mpu ycnewHoM NoAKYeHUN K YCTPONCTBY NOSIBATCS
OKHO C 3anpoCcoM JI0TMHa 1 napons. 3anofiHUTE NOASA U HAXKMUTE KHOMKY «BoiTu». Mo ymonyaHuo —

norvH: admin, naposb: password.

WOP-3ax-LR5

Ecnu 370 OKHO He NosBUNOCK, y6eamTech, 4To MK HaxoauTcs B OAHON CETU C YCTPONCTBOM.



PykoBoacTtso no akcnayatauum WOP-3ax-LR5

HacTpoiika To4km goctyna AP:

1. Mo ymonuyanuio yctpoiicteo WOP-3ax-LR5 HacTpoeHo Ha nonyyeHne agpeca no DHCP. Ecnun agpec He
6b1/1 NONTyYEeH, NOAKMHUNTBLCA K YCTPOMCTBY MOXHO MO 3aBoAackoMy IP-agpecy: 192.168.1.10, macka
noacetun: 255.255.255.0.

2. Heobxogumo 06HOBMTL MO ycTpoiicTBa Ha akTyanibHOEe corfiacHo pasgeny «O6HosaeHne 10
yCTpOWCTBay.

3. B meHio Radio BbINO/MHUTL NpeaBapuTenibHyr0 HacTpPovKy paanovHTepdelica. BoibpaTb KaHau nepegayun
[aHHbIX 1 yKa3aTb pacCTosiHMe Mexay YyCTPONCTBaMu B KUJIOMETpax.

4. CoxpaHuTe HaCTPOWKMN HaXKaB Ha KHOMKY «[IpUMEHUTb».

5. B meHto AP B none «SSID» ykaxunte ngeHtudmkarop 6ecnpoBofHOR CeTH, K KOTOpomy 6yaeT
NOAKNOYATLCA KIINEHT.

6. B none «Pexnm 6e30nacHOCTU» BbibepuTe pexunm 6e30nacHOCTH, N0 KOTOPOMY OCYLLLeCTBISETCA
ayTeHTUMKaumsa B JaHHON CETU 1 3a4aiTe K/koY, eC/IM UCNOMb3YEeTCA CeTb C LWNpoBaHNEM.

7. CoxpaHuTe HaCTPOIKW, HaXaB Ha KHOMKY «[TpUMeHUTbY.

HacTpoiika knveHnTa STA ansa nogknwoyeHns K AP:

1. Mo ymonuyanuio yctpoiicteo WOP-3ax-LR5 HacTpoeHo Ha nonyyeHne agpeca no DHCP. Ecnun agpec He

6b1/1 NONTyYeH, NOAKMHUUTBLCA K YCTPOMCTBY MOXHO MO 3aBoAackomy IP-agpecy: 192.168.1.10, macka

noacetun: 255.255.255.0.

Heobxoanmo o6HOBUTL O ycTpoiicTBa Ha akTyasibHoe cornacHo pasgeny «O6HosneHne Mo

yCTpOWCTBay.

Ecnv ana nogknioyeHus K cety nposalifepa Ucnosb3yloTes cTaTnyeckne unmn AedoNnTHble HACTPOKK, TO

B MeHI0 «CeTeBble HACTPOMKM» B nosie «[pOTOKOM» HYXXHO BblObpaTb 3HaYeHue «Staticy, 3ano/HUTbL Noss

«CTaTtndeckuii IP», «CeTeBasi Mackar, «LLinto3».

4. B meHto STA B none «SSID» ykaxute ngeHtudurkarop 6ecnpoBogHO ceTu, K KOTOPOi He06XoaAMMO
NPOU3BECTY NOAK/TOUEHNE.

5. B none «Pexum 6e3onacHoOCTn» BbIbepuTe pexmnm 6e30nacHOCTH, N0 KOTOPOMY OCYLLIECTB/IAETCA
ayTeHTUnKaumsa B JaHHON CETU 1 3a[aiTe KoY, eC/IM UCNOMb3YETCA CeTb C LWNpoBaHNEM.

6. lMocne HaxaTunsi Ha KHONKY «MpUMEHUTb», KIMEHT BbINOAHUT NoUck ykazaHHoro SSID B achupe n npu
06Hapy>XeHWUW BbINO/THUT MONbITKY NOAK/IYEHNS K TOUKe A0CTyna C yKasaHHbIMW napameTpamu.

7. lMpoBepbTe, 4TO B MEHI0 «MOHMTOPUHI» B pasaene «becnpoBogHble KNNMEHTbI» NOSBMUIACH TOYKa AoCTyna
AP. MNpoBepbTe A4OCTYNHOCTb TOUKM gocTyna AP nepelias B agpecHol cTpoke 6paysepa no IP-agpecy
yCTpOWCTBA.

N

w

Ecnu BCce NyHKTbl ONUCaHHbIE BbIWe BbINO/IHEHbI YCMNELLHO, TO 6€CNPOBOAHOE COEANHEHNE MEXAY
YCTPOMCTBaMM HAaCTPOEHO.
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8 YnpaBneHue ycTpoOMCTBOM C MOMOLLbIO KOMaHAHOW CTPOKK

[na nepexofa B peXum KOHUIyprpoBaHus BBeanTe koMaHay configure.

[na oTobpaxeHns MMEKLLMXCA HaCTPOEK OnpeaeneHHoro pasgena KoHdurypaum BBegmTte KoMaHay
show-config.

[ns nonyyeHusa noackaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHDUIypaLmm ycTpoicTBa, HaXXMIUTE codeTaHue Knasuil (B aHrnuiickoii packnagke) [Shift + ?].

[na nonyyeHns cnucka napameTpoB, 4OCTYMHLIX 419 pefakTMpoBaHUA B JaHHOM pasaerne
KOHpurypaumm, HaxmuTe knasuwy Tab.

[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.

[ns nepexofa B npeablayLUnii pasgen KoHurypaumm BeeguTe kKomaHay exit.

[ns BbIxoAa 3 pexumma KoHpurypnpoBaHus BBeagnte komaHay end.

)

HacTpoliky Heo6X0AMMO HauYMHaTb CO BCTPEYHOMN CTaHUuUM BO U3bexaHne notepu CBA3MU C
YCTPONCTBOM.

8.1 TMopakoyeHne K yCTponcTBy

Mo ymon4yanuto yctpoiictBo WOP-3ax-LRS HacTpoeHo Ha nonyyeHune agpeca no DHCP. Ecnn agpec He 6bin
nosy4eH, NOAKMHYNTLCA K YCTPOIMCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

3aBsogackoii IP-agpec yctpoiictea WOP-3ax-LR5: 192.168.1.10, macka nogcetn: 255.255.255.0.

MoakntoueHne K yCTPOCTBY OCYLLLECTB/ISIETCS C MOMOLLb0 SSH:

ssh admin@<IP-agpec ycTpoiicTBa>, Aanee BBOAUM Napo/ib
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8.2 HacTtpolika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTUYeCcKUX ceTeBbIX NapameTpoB

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# bro

WOP-3ax-LR5(config):/interface/br0# common

WOP-3ax-LR5(config):/interface/br0/commont static-ip X.X.X.X (rge X.X.X.X — |P-agpec WOP-3ax-LR5)
WOP-3ax-LR5(config):/interface/br0/common# netmask X.X.X.X (rge X.X.X.X — macka nogcetu)
WOP-3ax-LR5(config):/interface/br0/commont# dns-server-1 X.X.X.X (rge X.X.X.X — |[P-agpec dns-cepeepa Neol)
WOP-3ax-LR5(config):/interface/br0/commont# dns-server-2 X.X.X.X (rge X.X.X.X — |[P-agpec dns-cepeepa No2)
WOP-3ax-LR5(config):/interface/br0/commont# protocol static-ip (13vieHeHne pexvva paboTel ¢ DHCP Ha
Static-IP)

WOP-3ax-LR5(config):/interface/br0/commont# save (coxpaHeHne HacTpoek)

AOG&BNEHMG CTaTn4yeckKkoro MapuipyTta

WOP-3ax-LR5(config):/interface/br0/commont exit

WOP-3ax-LR5(config):/interface/br0# exit

WOP-3ax-LR5(config):/interface# exit

WOP-3ax-LR5(config):/# route

WOP-3ax-LR5(config):/route# default

WOP-3ax-LR5(config):/route/default# destination X.X.X.X (rge X.X.X.X — IP-afpec cetn nnn y3na HazHavyeHns,
A5 MapLipyTa no ymonyaHumio — 0.0.0.0)

WOP-3ax-LR5(config):/route/default# netmask X.X.X.X (rge X.X.X.X — macka cetn HazHavyeHus, a5
MapLupyTa no ymosdaHuto — 0.0.0.0)

WOP-3ax-LR5(config):/route/default# gateway X.X.X.X (rae X.X.X.X — |IP-agpec wio3a)
WOP-3ax-LR5(config):/interface/br0/commont# save (coxpaHeHne HacTpoek)

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# bro

WOP-3ax-LR5(config):/interface/br0# common

WOP-3ax-LR5(config):/interface/br0/commont# protocol dhcp (13veHeHre pexxuma paboTsl ¢ Static-IP Ha
DHCP)

WOP-3ax-LR5(config):/interface/br0/commont# save (coxpaHeHne HacTpoek)
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8.2.1 HacTpolika ceTeBbIX NapameTpoB C NOMOLLbIO YTUINUTLI Set-management-vlan-mode

HeTternpoBaHHbIii gocTtyn

[MNonyyeHne ceTeBbIX HACTPoek no DHCP

WOP-3ax-LR5(root):/# set-management-vlan-mode off protocol dhcp

Cratn4yeckue HaCTQOVIKI/I

WOP-3ax-LR5(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rae X.X.X.X — cTarnyeckuii IP-agpec, Y.Y.Y.Y — Macka nogacetu, Z.Z.Z.Z — Lu/03)

Aoctyn uepes VLAN ynpaBneHus B pexume Terminating

[MNonyyeHne ceTeBbIX HACTPoek no DHCP

WOP-3ax-LR5(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (e X — VLAN ID,
NCNoNb3yeMblli 4118 AOCTYNa K YCTPONCTBY. BO3MOXHbIE 3HAUYEHMS: 1-4094)

Cratnyeckme HacTpoOKu

WOP-3ax-LR5(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yembli A1 A0CTyna K YCTPOUCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTatmyeckuii IP-agpec; Y.Y.Y.Y — macka noaceTtu; Z.Z.Z.Z — LuNt03)

[ocTtyn uepes VLAN ynpaBneHus B pexume Forwarding

[NonyyeHne ceTeBbIX HACTPoeK no DHCP

WOP-3ax-LR5(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rge X — VLAN ID,
MCMNONb3yeMbIli AN1A AOCTYNa K YCTPONCTBY. BO3MOXHbIE 3HAYEHMSA: 1-4094)

Cratnyeckme HaCTPOKK

WOP-3ax-LR5(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncnosib3yemblii Ans A0CTyna K YyCTPOUCTBY,
BO3MOXHbI€ 3HaUeHusT: 1-4094; X.X.X.X — cTatnyeckuii IP-agpec; Y.Y.Y.Y — macka noaceTtu; Z.Z.Z.Z — LuNt03)

3aBeplueHue U coxpaHeHue HaCTpPoeK

WOP-3ax-LR5(root):/# save (coxpaHeHve HacTpoek)
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8.2.2 Hacrtpolika npuoputeta 802.1p ana VLAN ynpasneHus

MpuopuTet 802.1p B pexxnume Terminating

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# management-vlan-terminating
WOP-3ax-LR5(config):/interface/management-vlan-terminating# priority X (rae X — npuopurtet 802.1p ans
VLAN ynpaBneHus. BoamoxHble 3HauyeHus: 0-7)
WOP-3ax-LR5(config):/interface/management-vlan-terminating# save (coxpaHeHvie HacTpoek)

MpuopuTteT 802.1p B pexume Forwarding

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# management-vlan-forwarding
WOP-3ax-LR5(config):/interface/management-vlan-forwarding# priority X (ra1e X — npvoputet 802.1p o115
VLAN ynpasneHusi. Bo3MoXHble 3HaYeHus: 0-7)
WOP-3ax-LR5(config):/interface/management-vlan-forwarding# save (coxpaHeHne HacTpoek)

8.2.3 HacTpoiika yaanéHHoro ynpasneHus

HacTtpoiika SSH

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# ssh

WOP-3ax-LR5(config):/ssh# enable true (ynpasneHve yganéHHbiM 4OCTynom rno SSH. 15 oTKNH4eHNs
BeeguTe false. 1o ymonuaHuto: true)

WOP-3ax-LR5(config):/ssh# port X (rne X — nopt SSH-cepsepa. 1o ymonyaHuio: 22)
WOP-3ax-LR5(config):/ssh# save (coxpaHeHVie HacTpoek)

HacTpoliika Telnet

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# telnet

WOP-3ax-LR5(config):/telneti# enable true (ynpasneHve yaanéHHbiM foCTynom no Telnet. 19 oTK/IlO4EHNA
BBeauTe false. 1o ymonuaHuio: false)

WOP-3ax-LR5(config):/telnet# port X (rae X — nopt. [0 ymonyaHunto: 23)

WOP-3ax-LR5(config):/telnet# save (coxpaHeHne HacTpoek)
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HacTtpoiika SNMPv2

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# snmp

WOP-3ax-LR5(config):/snmp# enable true (yrnipaeBneHne SNMP. [1na otknoueHns seeaute false. [0
yMO4aHuio: true)

WOP-3ax-LR5(config):/snmp# rocommunity public (rae public — naponb Ha YTeHne napameTpoB)
WOP-3ax-LR5(config):/snmp# rwecommunity private (rge private — naposb Ha 3anucb napaMmeTpos)
WOP-3ax-LR5(config):/snmp# trapsink X.X.X.X (rge X.X.X.X — IP-agpec nnv jOMeHHOe MM NMPUeMHNKa
coob6ueHnii SNMPv1-trap B oopmate HOST [COMMUNITY [PORT]])

WOP-3ax-LR5(config):/snmp# trap2sink X.X.X.X (rze X.X.X.X — IP-agpec uiv JOMeHHOe UMS NpuemMHuKa
coo6LeHnit SNMPv2-trap B hopmare HOST [COMMUNITY [PORT]])

WOP-3ax-LR5(config):/snmp# informsink X.X.X.X (rge X.X.X.X — IP-agpec nnm goOMeHHOe VMSA NpUeMHUKa
coo6LueHuin Inform B dpopmate HOST [COMMUNITY [PORT]])

WOP-3ax-LR5(config):/snmp# sysname WOP-3ax-LR5 (rg1e WOP-3ax-LR5 — cuctemHoe nvs yctporictaa. o
ymonyaHuo: WOP-3ax-LR5)

WOP-3ax-LR5(config):/snmp# syscontact Contact (rge Contact — KOHTaKkTHaA MHOPMAaLMA NPOU3BOANTESISA
ycTpolictea. Mo ymonyaHmio: Contact)

WOP-3ax-LR5(config):/snmp# syslocation Russia (rze Russia — nHpopmaLr s o MecTonosiokeHnn
ycTporicTea. Mo ymonyaHmio: Russia)

WOP-3ax-LR5(config):/snmp# trapcommunity trap (e trap — napons, cogepxaliniica B Tpanax. o
YMO/I4aHuIo: trap)

WOP-3ax-LR5(config):/snmp# save (COxpaHeHne HacTpoek)

HacTtpoiika SNMPv3

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# snmp

WOP-3ax-LR5(config):/snmp# enable true (yripasnexHve SNMP. 1515 oTkaoveHns seeaute false. o
YMOJIHaHuIo: true)

WOP-3ax-LR5(config):/snmp# view (onpenenset gnana3oH OID'0B, 4OCTYMHbIX AJ/151 KOHKPETHbLIX TPy
nosib3oBaTesnen)

WOP-3ax-LR5(config):/snmp/view# add inc-all

WOP-3ax-LR5(config):/snmp/view# inc-all

WOP-3ax-LR5(config):/snmp/view/inc-all# rule (onpesenser npasa gocTyna A5 pasHbIX rpynn
nosb3oBaTesniei K onpeaenieHHbIM Yactam MIB)

WOP-3ax-LR5(config):/snmp/view/inc-all/rule# add 1

WOP-3ax-LR5(config):/snmp/view/inc-all/rule# 1

WOP-3ax-LR5(config):/snmp/view/inc-all/rule/1# type included (rze included — Tun gecteus. BosamoxHble
3HauveHus: included — nob6asneHve 3agaHHoro OID, excluded — nckoveHve 3agaHHoro OID)
WOP-3ax-LR5(config):/snmp/view/inc-all/rule/1# subtree .1 (rae .1 — 3agaHHbIN OID. Eciv B rpynne B
KayecTBe read-view UCnonb3yeTcs view C type = included n OID .1, TO Ha yTeHue 6yaeT goctyrneH OID .1 1 Bce
ero goyepHue. Ecnu type = excluded, To 6yayT AOCTYNHbI BCe OID'bI KpOME .1 1 ero foUepHUX)
WOP-3ax-LR5(config):/snmp/view/inc-all/rule/1# exit

WOP-3ax-LR5(config):/snmp/view/inc-all/rule# exit

WOP-3ax-LR5(config):/snmp/view/inc-all# exit

WOP-3ax-LR5(config):/snmp/view# exit

WOP-3ax-LR5(config):/snmp# group (3agaeTt anana3oHsl OID'0B A1 YTEHWA U 3annUCK, ONPeaensieT ypoBeHb
6e3onacHocTN)

WOP-3ax-LR5(config):/snmp/group# add rw (rae rw — Ha3BaHue rpynnbl. icnonb3yetcsa A1 NpuBA3Kn
nonb3oBaTesnien K rpynne)

WOP-3ax-LR5(config):/snmp/group# rw
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WOP-3ax-LR5(config):/snmp/group/rw# read-view inc-all (rze inc-all — view gnsa yteHus napameTpos.
Onpepgensiet gnanasoH OID'0B AOCTYMHbIX AJ/19 YTEHUS)

WOP-3ax-LR5(config):/snmp/group/rw# write-view inc-all (rae inc-all — view ans 3anucn napameTpos.
OnpepensieT ananasoH OID'0B AOCTYMHbIX 4715 3arncu)

WOP-3ax-LR5(config):/snmp/group/rw# security-level priv (rae priv — pexymv 6e3onacHocTy. BO3MOXHbIe
3HayeHus: noauth — HMKakol 6e3onacHocTu, auth — ncnonb3yeTcsa aBTopu3auns 3anpocos Mo UMEHN
nosb30BaTesis 1 Naposto, priv — UCNOsb3yeTCsa aBTopu3auns 3anpocoB No UMEeHN Nosib3oBartens u
naposi, a Takke WndpoBaHme 3anpoca 1 0TBeTa)

WOP-3ax-LR5(config):/snmp/group/rw# auth-type MD5 (rge MD5 — mMeTo/ aBTopu3annmi. BosmoxHble
3HauveHus: MD5, SHA. Vicnonb3yeTcs, ecnu security-level = auth wnv priv. Ecnv He 3agaH, TO UCnosb3yeTcs
MD5)

WOP-3ax-LR5(config):/snmp/group/rw# priv-type DES (rge DES — meToz, lWnhpoBaHns. BO3MOXHbIe
3HauyeHus: DES, AES. VIicnonb3yeTcs, ecnu security-level = priv. Ecnn He 3aaH, TO ncnosnb3yetcs DES)
WOP-3ax-LR5(config):/snmp/group/rwi exit

WOP-3ax-LR5(config):/snmp/group# exit

WOP-3ax-LR5(config):/snmp# user (yyeTHasa 3anucb nosib3oBartens. NpunsBa3biBaeTcsa K onpeaenieHHon
rpynre 1 CoAepPXMT B cebe MMSA 1 naposn A5 asTopusaunmn 1 wmudpoBaHns)
WOP-3ax-LR5(config):/snmp/user# add admin (rge admin — vivs nons3osarens. VIcnoss3yercs npu
aBTOpM3aLLMKM 3anpocoB, a Takke MOXET HasHayaTbCs 415 target)

WOP-3ax-LR5(config):/snmp/user# admin

WOP-3ax-LR5(config):/snmp/user/admin# group rw (rze rw — rpynna, B KOTOpyt f06aBnsercs
Nnosib30BaTeslb)

WOP-3ax-LR5(config):/snmp/user/admin# auth-password password (rje password — naposs A4
aBTopu3aunn. Ecnu y rpynnel security-level = auth unam priv, a auth-password He 3agaH, TO No/Ib30BaTEe/lb HE
OyaeT AOCTyMneH)

WOP-3ax-LR5(config):/snmp/user/admin# priv-password password (rje password — naposs A4
LwndppoBaHus. Ecnv y rpynnbl security-level = priv, a priv-password He 3afaH, TO Nosib3oBartesib He byaeT
[OCTYMNeH)

WOP-3ax-LR5(config):/snmp/user/admin# exit

WOP-3ax-LR5(config):/snmp/user# exit

WOP-3ax-LR5(config):/snmp# target (Bblga€T Tpanbl Ha 3agaHHble XOCTbI. [lobaBNseTcsa OnyMoHaIbHO.
AHanor trapsink u trap2sink gns SNMPv3)

WOP-3ax-LR5(config):/snmp/target# add targetl

WOP-3ax-LR5(config):/snmp/targeti# targetl

WOP-3ax-LR5(config):/snmp/target/targetl# host X.X.X.X (rge X.X.X. X — |P-afpec xocTa Ha KOTopbI OyayT
OTNpPaB/ISATLCA Tparnbl)

WOP-3ax-LR5(config):/snmp/target/targetl# port X (r4e X — HomMep nopTa Ha KOTopbIA ByayT OTNpaBiaTLCs
Tpanbl)

WOP-3ax-LR5(config):/snmp/target/target1# user admin (r1e admin — nvs nonb3oBaTesisi, KOTOpoe
ncnonb3yeTcs AN Bbl4ayun Tpanos. Ha BCTpeYHon CTopoHe Nosb3oBaTesib AO/DKEH OblTb HACTPOEH
aHanornyHo. Ecnu 3agaH HeakTVBHbIV Nonb3oBatesb (Y Hero He 3aZaH OAMH U3 HEOOXOAMMbIX Naponen),
TO target Takxe ByAeT HeakTUBHbLIM)

WOP-3ax-LR5(config):/snmp/target/target1# exit

WOP-3ax-LR5(config):/snmp/targeti# exit

WOP-3ax-LR5(config):/snmp# snmpv3-only true (Bk/1to4eHne 3anpeta goctyna ko scem OID no SNMPv1,
SNMPv2. ing oTkntodeHns seeaute false. o ymonuyaHutio: false)

WOP-3ax-LR5(config):/snmp# save (coxpaHeHve HacTpoek)
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8.2.4 HacTpolika ceTeBbIx napameTpos IPv6

@ Mo ymonuanunio 4oCTYN K YCTPOICTBY Mo NpoTokony IPV6 Ha Touke J0CTyna OTK/IOUEH.

BK/loueHue goctyna K yCTpoicTByY No NpoTokosny IPv6e

WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
DHCP)
WOP-3ax-LR5(config):/interface/br0/common/ipv6# enabled true (Bk/it0ueHve f0CTyna K YCTPOUCTBY M0
npotokony IPve. Ana oTkoveHns seegute false)

WOP-3ax-LR5(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)

root):/# configure

config):/# interface

config):/interfacet# bro

config):/interface/br0# common

config):/interface/br0/commont ipvé

config):/interface/br0/common/ipv6# protocol dhcp (nonyueHvie ceteBbix napameTpos IPv6 no

—_— e~~~ o~~~

HacTtpoiika cTaTuyeckux ceTeBbiX napameTpoB IPv6

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# bro

WOP-3ax-LR5(config):/interface/br0# common

WOP-3ax-LR5(config):/interface/br0/commont ipvé

WOP-3ax-LR5(config):/interface/br0/common/ipv6# address XXXX:XXXX: XXXX: XXXX: XXXX:XXXX:XXXX:XXXX
(rae XXXX:XXXX:XXXXXXXXXXXXXXXXXXXX:XXXX — cTaTndeckuii IPve-aapec yctporictBa WOP-3ax-LR5)
WOP-3ax-LR5(config):/interface/br0/common/ipv6# address-prefix-length X (rae X — npechuke crarnyeckoro
IPv6-agpeca. NpuHumaeT 3HadeHne ot 0 40 128. 1o yMo14aHuo: 64)
WOP-3ax-LR5(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (ykasbiBaeTtcs |Pv6-
npedounke, Hanpumep, 3211:0:0:1234::/64)

WOP-3ax-LR5(config):/interface/br0/common/ipv6# dns-server-1

XOOOCE XXX XXEXX XX XXX EXXXXTY (rae XXXXXXXXXXXX XXX XXX XXXX XXX XXXX /Y — [Pv6-
agpec DNS-cepsepa Nel ¢ npedorkcom)

WOP-3ax-LR5(config):/interface/br0/common/ipv6# dns-server-2

XOOOKEXOOOK XXX XXXEXXXX XXX EXXXXTY (roe XXXX:XXXXXXXX: XXX XXXXEXXXX XXX XXXX /Y — [Pv6-
agpec DNS-cepBepa Ne2 ¢ npedonkcom)

WOP-3ax-LR5(config):/interface/br0/common/ipv6# protocol static-ip (Bk/1t0ueHVIe ncnonL308aHNA
cTaTnyecknx ceTeBblx IPv6 MapameTpoB. s Nosly4yeHmns CeTEBbIX NapameTpoB IPv6 no DHCP BBeanTe
dhcp)

WOP-3ax-LR5(config):/interface/br0/common/ipv6# enabled true (Bk/t0ueHve oCTyna K YCTPOUCTBY MO
npotokony IPv6. 18 oTkntoveHus seeaute false)

WOP-3ax-LR5(config):/interface/br0/common/ipv6# save (coxpaHeHne HacTpoek)

_= = =
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8.3 HacTtpoliku Radio

[na Toro 4To6bl M3MEHUTL PaAMoKaHaUl, LUMPKHY NOMNOCLI KaHaa UM MOLHOCTL, UCMO/b3YliTe cneaytoLime
KOMaH/bl:

CMeHa paguoKaHasa, WWMPUHbI NOJIOChI U MOLHOCTU paauouHTepdelica

WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

WOP-3ax-LR5(config):/interface/wlan0/wlan# radio

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# tx-power X (rge X — ypoBeHb MOLLHOCTY B ABM)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# channel X (rze X — HOmep cTaTnyeckoro kaHana, Ha
KOoTopoM 6yaeT paboTaTb YCTPONCTBO)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# bandwidth X (rae X — wunpuHa kaHana)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# save (coxpaHeHVie HacTpoek)

—_ e~~~ —~
===

© cCnucku AOCTYNHbIX KAHANI0B
B Radio 5 'y gnsa nokauui «Poccus (RU)»/«B5e3 orpannyenuii (ALL)» ons BbiGopa AOCTYNHbI
cneaywouwme kaHanbl, ecnu DFS forced/auto:

* npu wupuHe kadana 5, 10, 20 MIy;: 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48,
49, 50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70,71, 72,73,74,75,
76,77,78,79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101,
102,103, 104, 105, 106, 107, 108,109, 110, 111,112,113, 114,115,116, 117,118, 119, 120, 121,
122,123,124,125,126, 127,128,129, 130, 131, 132, 133, 134, 135, 136, 137, 138, 139, 140, 141,
142,143,144, 145,146, 147, 148,149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161,
162,163, 164, 165,166, 167, 168,169, 170,171,172,173,174,175,176,177,178, 179, 180, 181,
182,183, 184, 185, 186, 187, 188, 189, 190, 191, 192, 193.

* Mpu wupuHe kaHana 40 MIy;

« ecnu «control-sideband» = lower: 36, 44, 52, 60, 68, 76, 84, 92, 100, 108, 116, 124, 132, 140,
149, 157,165,173, 181, 189.
+ ecnun «control-sideband» = upper: 40, 48, 56, 64, 72, 80, 88, 96, 104, 112, 120, 128, 136, 144,
153,161,169, 177, 185, 193.

* npu wupuHe kaHana 80 MI'y; 36, 40, 44, 48, 52, 56, 60, 64, 68, 72, 76, 80, 84, 88, 92, 96, 100, 104,
108,112,116, 120, 124, 128, 132, 136, 140, 144, 149, 153,157,161, 165, 169, 173,177,181, 185,
189, 193.

* npu wupuHe kaHana 160 Ml'y; 36, 40, 44, 48, 52, 56, 60, 64, 68, 72, 76, 80, 84, 88, 92, 96, 100, 104,
108,112,116, 120, 124, 128, 149,153,157, 161, 165, 169, 173, 177.
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© BRadio5 Ty ana nokaumii «<Poccusa (RU)»/«be3 orpaHnyennii (ALL)» ansa BbiGopa AOCTYNHbI
cneaywume kaHanbl, ecnv DFS forced/auto n BknroueHa okcnpoBaHHaA LeHTpa/ibHas YyacToTa:

* npwu wupuHe kaHana 20 Mry; 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50,
51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70,71, 72,73,74,75,76, 77,
78,79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102, 103,
104, 105,106,107,108, 109,110,111, 112,113,114, 115,116, 117,118, 119, 120, 121, 122, 123,
124,125,126,127,128, 129, 130, 131, 132, 133, 134, 135, 136, 137, 138, 139, 140, 141, 142, 143,
144, 145, 146, 147,148, 149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162, 163,
164, 165, 166, 167,168, 169, 170,171,172,173,174,175,176,177,178, 179, 180, 181, 182, 183,
184, 185, 186, 187, 188, 189, 190, 191, 192, 193.

* npwu wupuHe kaHana 40 Mrru; 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51, 52,
53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70, 71,72,73,74,75,76,77,78, 79,
80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102, 103, 104,
105, 106,107,108, 109, 110,111, 112,113, 114,115,116, 117,118, 119, 120, 121, 122, 123, 124,
125,126,127,128,129, 130, 131, 132, 133, 134, 135, 136, 137, 138, 139, 140, 141, 142, 143, 144,
145, 146,147,148, 149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162, 163, 164,
165, 166,167,168,169,170,171,172,173,174,175,176,177,178, 179, 180, 181, 182, 183, 184,
185, 186, 187, 188, 189, 190, 191.

* npwu wupuHe kaHana 80 My, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51, 52, 53, 54, 55, 56,
57,58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70,71,72,73,74,75,76,77,78,79, 80, 81, 82, 83,
84, 85, 86, 87, 88, 89, 90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102, 103, 104, 105, 106, 107,
108,109,110,111,112,113,114,115,116,117,118, 119, 120, 121, 122, 123, 124, 125, 126, 127,
128,129,130, 131,132, 133, 134, 135, 136, 137, 138, 139, 140, 141, 142, 143, 144, 145, 146, 147,
148, 149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162, 163, 164, 165, 166, 167,
168,169,170,171,172,173,174,175,176,177,178,179, 180, 181, 182, 183, 184, 185, 186, 187.

* npu wupuHe kaHana 160 Mry; 46, 47, 48, 49, 50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63,
64, 65, 66, 67, 68, 69, 70, 71,72,73,74,75,76,77,78,79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90,
91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102, 103, 104, 105, 106, 107,108, 109, 110, 111, 112,
113,114,115,116,117,118, 119, 120, 121, 122, 123, 124, 125, 126, 127, 128, 129, 130, 131, 132,
133,134, 135,136,137, 138, 139, 140, 141, 142, 143, 144, 145, 146, 147, 148, 149, 150, 151, 152,
153, 154, 155, 156, 157, 158, 159, 160, 161, 162, 163, 164, 165, 166, 167, 168, 169, 170, 171, 172,
173,174,175,176,177,178, 179.

B Radio 5 Ty, ana nokauwii «Poccusa (RU)»/«be3 orpaHnyveHuii (ALL)» ansa Bbi6opa AOCTYMHbI
neg,ylou,me KaHanbl, ecnu DFS disabled:
* Mpu wupuHe kadana 5, 10, 20 MIy;: 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48,
148, 149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162 163,164, 165,166, 167,
168,169,170,171,172,173,174,175,176,177,178,179, 180, 181, 182, 183, 184, 185, 186, 187,
188, 189, 190, 191, 192, 193.
* Mpu wupuHe kaHana 40 Mly;
« ecnu «control-sideband» = lower: 36, 44, 149, 157, 165,173, 181, 189.
+ ecnu «control-sideband» = upper: 40, 48, 153, 161, 169, 177, 185, 193.
* npw wupuHe kaHana 80 Mry; 36, 40, 44, 48, 149, 153,157,161, 165,169, 173,177,181, 185, 189,
193.
* npw WwupuHe kaHana 160 Mrry;: 149, 153, 157, 161, 165, 169, 173, 177.
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© BRadio5 Ty ana nokaumii «<Poccusa (RU)»/«be3 orpaHnyennii (ALL)» ansa BbiGopa AOCTYNHbI
cnepyoume kaHanbl, ecnu DFS disabled n BkntoueHa dhmkcupoBaHHasa LeHTpasibHaA YacToTa:

* npwu wupuHe KkaHana 20 Mlry; 32, 33, 34, 35, 36, 37, 38, 39, 40, 41,42, 43, 44, 45, 46, 47, 48, 148,
149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162, 163, 164, 165, 166, 167, 168,
169,170,171,172,173,174,175,176,177,178,179, 180, 181, 182, 183, 184, 185, 186, 187, 188,
189, 190, 191, 192, 193.

* npu wupuHe KaHana 40 MIry; 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 150, 151, 152, 153,
154, 155, 156, 157, 158, 159, 160, 161, 162, 163, 164, 165, 166, 167, 168, 169, 170,171,172, 173,
174,175,176,177,178,179, 180, 181, 182, 183, 184, 185, 186, 187, 188, 189, 190, 191.

* npwu wupuHe kaHana 80 MI'y; 38, 39, 40, 41, 42, 154, 155, 156, 157,158, 159, 160, 161, 162, 163,
164, 165, 166, 167,168, 169, 170,171,172,173,174,175,176,177,178, 179, 180, 181, 182, 183,
184, 185, 186, 187.

* Npu WwupuHe kaHana 160 MIry;: 162, 163, 164, 165, 166, 167, 168, 169, 170, 171,172,173, 174,
175,176,177,178, 179.

8.3.1 [ononHuTenbHble HacTpolikn Radio

N3MmeHeHue cTpaHbI

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# country X (napameTp X MOXeT npuHumMarth 3HavyeHne: RU,
ALL)

N3meHeHue pexuma paboTbl paguonHTepdeiica

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# work-mode X (rze X — pexum paboThbl
paanovHTepdieica cornacHo ctaHaapTy IEEE 802.11. Bo3MOXHbIe 3HAUYEHMS: anacax, anac, ax)

N3meHeHUe OCHOBHOrO KaHasa

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# control-sideband lower (napaverp MoXeT npuHuMaTh
3HauyeHue: lower, upper. 10 ymonuyaHuto: lower)

BkntoueHue (pUKCUPOBAHHOW LEHTPa/IbHOI 4aCTOTbI

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# center-frequency true (Bx/1t0ueHne hrkcrpoBaHHON
LleHTpaNIbHOW YacToTbl. 19 oTKNoveHnst BeeaunTe false)

BknroueHue ncnosib3oBaHus KOPOTKOro 3aluTHOIo UHTEpBa/ia

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# sgi true (Bk/1l04eHME NCNOML30BAaHNSA YKOPOYEHHOTO
3alUUTHOrO MHTEpBasia And nepeaayn gaHHbIX — 400 HC, BMecTo 800 He. [Ans oTknouveHus eeeaute false)
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HacTpoliika pa3peleHHOro Cnucka KaHasoB

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/110ueHVe 1CNONB30BaHNSA
OrpaHNYEeHHOro cnmcka KkaHanos. 19 oTknoveHnst Beeante false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# limit-channels '50 51 52' (rge 50 51 52 — KaHas1bl
[anasoHa, KoTopble STA 6yleT CKaHUPOBaThb /151 06HAPYXEHMS TOUKM [0CTYyna)

HacTtpoiika mexaHusma DFS

HacTpoiika npon3BoamnTca T0/bKo ans Radio 5Ty,

WOP-3ax-LR5(config):/interface/wlanl/wlan/radio# dfs X (rae X — pexvm paboTel MexaHnsma DFS. MoxeT
npuHUMaThb 3HadeHus: forced — MexaH3M BbIK/IOUYEH, DFS-kaHasbl 4OCTYMHbI AN BblGopa; auto —
MexaHu3M Bk/oYeH; disabled — mexaHn3M BblkNtoveH, DFS-KaHasbl HeJOCTYMNHbI A1 Bbl6opa)

BkntoueHune STBC

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# stbc true (Bk/10ueHVIEe MeTOAA NPOCTPAHCTBEHHO-
BPEMEHHOro 6/104HOro KogMpoBaHus (STBC), HanpaB/IEHHOTO Ha MOBbILLEHNE HAaAEXHOCTM nepeaayn
AaHHbIX. [na oTkntoveHns seeaute false)

BkntoueHue arperauum

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# aggregation true (Bx/1t0ueHve arperalmm Ha Radio —
nognepxxkn AMPDU/AMSDU. ina otkioyeHnsa seeguTe false)

BkntoueHue Mcnosb30BaHNA KOPOTKOI npeaMoy bl

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/1l04eHNE NCNOIL30BaHNS
KOpPOTKOW npeambynbl naketa. Ansa otknoveHns seeaute false)

BkntoueHue MKCMPOBaHHOW KaHa/IbHOW CKOPOCTU Nepesayvuun

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# fixed-rate X (rae X — HassaHve MOAYAALNN 3ar/1aBHBIMU
6ykBamMu 6e3 npo6enos, Hanpumep, OFDM54, MCS15. Pa3pelleHHble 3HaYeHst ONpeaensiioTcs PEXUMOM
paboTbl paanovHTepdelica 1 LUMPUHOK NONOChI KaHana)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# enable-fixed-rate true (Bx/110unTL hrikcrpoBaHHyO
KaHa/IbHYH CKOpPOCTb nepegaun. [ns otknoveHus seeaute false)

HacTpolika Distance

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# max-distance X (r4e X — paccrosiHie mMexay
yCTpoOlicTBamMu B KusioMeTpax. BoamoxHble 3HaueHus: 0-34. o ymonyaHuto: 0)
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HacTtpolika TDD

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/tdd# enable true (Bk/t0UEHVIE TEXHOTOTN
6Ee3KO/INIM3NOHHOTO A0CTyNa C BPEMEHHbIM pa3feneHnem KaHana, Kotopasi CUHXPOHU3UPYET nepeaadvy
[aHHbIX B 060MX HanpaB/1EHUSIX B pamMKkax BpEMEHHOrOo kaapa. [ns oTktodeHns seeauTe false)

HacTtpoiika uHtepsana DTIM

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# dtim-interval X (rae X — nHtepsasn DTIM. Bo3amoxHbIe
3HauyeHust: 1-255. Mo ymonyaHuto: 64)

BkntoueHne QoS 1 M3MeHeHue napaMeTpoB

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# qos
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos# enable true (npv BKIHOYEHHOW ONUMY MPUMEHATCSH
napameTpbl EDCA, 3agaHHble B KOHUrypaumu. ns otkaoueHms seegute false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpos QoS 6a30B0M
cTaHumu (Tpaduk nepefaeTcsa oT 6a30BOW CTaHLMK K BCTPEYHOMY YCTPOWCTBY))
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTporika napaveTtpos EDCA ans
HN3KONPUOPUTETHOIN ovepean (NpuopuTeTbI 802.1p: csl, ¢s2))
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rge X — Bpems oxuvaaHnsa kaapos
[aHHbIX, N3MepsieMoe B cnotax. MNpuHMMaeT 3HayeHus: 1-255)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — HayasibHOe 3HavyeHve
BPEMEHM OXUaaHns nepes NOBTOPHOWN OTNPABKOW Kaapa, 3afgaeTcs B MunancekyHaax. MpuHuvaet
3HaueHus: 1, 3,7, 15,31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMin He MOXET NpeBbILaTh 3HaYeHne cwMax)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rae X — maxkcumansHoe
3Ha4YeHNe BPEMEHN OXMaaHMA nepen NoBTOPHOM OTNPaBKOl Kagpa, 3a4aeTcs B MUIIUCEKYHAAX.
MprHMMaeT 3HadeHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMax 40/HKHO 6biTb 60/1bLue
3HauyeHusi cwMin)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHtepsas BpemeHn, B
MUIMCEKYHAAX, Koraa BcTpeuHast WME-cTaHLmMa MMEET NpaBo UHULMMPOBATb nNepegady AaHHbIX Mo
6ecnpoBoHOl cpeae K 6a30B0i CTaHUMN. MakcMMasibHOe 3Ha4YeHne 65535 MUNNNCEKYHA)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTpoiika napameTpoB QoS BCTpeyHOl
CTaHuun (Tpadmk NnepegaeTcsi OT BCTPEYHON CTaHUMK 40 6a30BO CTaHLmMK))
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos# save (coxpaHeHve HacTpoek)

MeToanka HacTpoiikm edca-sta aHanornyHa metoguke HacTpoiikn edca-ap.
HacTpoiika napameTpoB A/1a ouepeaeii be, vi, vo aHanornyHa HacTporike napameTpoB anst ouepean bk.

BknroueHue akTUBHOro CKaHunpoBaHua

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# force-passive-scan false (Bik/1l0ueHve pexnma akTMBHOIO
CKaHupoBaHwusl. 51 OTKNH4YeHNs1 BBeanTe true. [0 ymonuaHuio: true)
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€ Mocne BKOYEHNS aKTUBHOTO CKaHMPOBaHUS KMeHT STA HauMHaeT paccbinaThb nakeTsl Probe Request
Ha BCe A0CTYMNHbIE KaHanbl ANS NoMcKa CeTU. DTO MOXET Co3AaThb AOMOHUTENbHYIO Harpy3Ky Ha

adomp.

8.4 Hactpoliika DHCP onuumn 82
Pexumbl pabotbl DHCP snooping:

+ ignore — 06paboTka onumun 82 oTk/YeHa. 3HaYeHre No YMOTYaHIo;
* replace — Touka goCTyna NOACTaBASET UM 3aMEHSIET 3HaYeHne onuun 82;
* remove — To4Ka JOcCTyna yaanseT 3HadyeHue onuum 82.

N3MeHeHMe pexuma pa6oTbl DHCP onuuu 82

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# wlan0

WOP-3ax-LR5(config):/interface/wlan0# common

WOP-3ax-LR5(config):/interface/wlan0/common# dhcp-snooping
WOP-3ax-LR5(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (Bb160p
paboTbl DHCP snooping B peXxvMe 3amMeHbl Uy NOACTaB/IEHNST Onumm 82)
WOP-3ax-LR5(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHne HacTpoek)

Ecnu Ha pagnounHTepdeiice HacTpoeHa nonnTuka obpaboTku onummn 82 replace, To ANA KOHUIYpUPOBaHUS
CTaHOBATCA AOCTYMNHbI CreaytoLme napameTpsbl:

HacTtpoiika napameTpoB onuuu 82

WOP-3ax-LR5(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (rze
custom — 3aveHa cogepxmmoro CID Ha 3HaveHne, ykazaHHoe B napamvetpe dhcp-option-82-customcCiD.
MapameTp MOXeT npuH1uMaThb 3HayeHusa: APMAC-SSID — 3ameHa cogepxunmoro CID Ha <MAC-agpec TOUKK
poctyna>-<umsa SSID>. SSID — 3ameHa cogepxxmmoro CID Ha nmsa SSID, K KOTOPOMY NOAK/IHYEH KNNEHT. o
ymonyaHuo: APMAC-SSID)

WOP-3ax-LR5(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (rze
custom — 3aveHa cogepxmoro RID Ha 3HaveHne, ykaszaHHoe B napamMeTpe dhcp-option-82-custom-RID.
MapameTp MOXET NpuMHMMaTh 3HavyeHus: ClientMAC — 3ameHa cogepXxunmoro RID Ha MAC-aapec
KNMeHTCKoro yctporictBa. APMAC — 3aMeHa cogepxmnmoro RID Ha MAC-agpec Touku goctyna. APdomain —
3aMeHa cogepXnmoro RID Ha oMeH, B KOTOPOM HaxoamMTcs Todka goctyna. Mo ymondanuto: ClientMAC)
WOP-3ax-LR5(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (r1e
longstring — 3HaueHne OT 1 40 52 CMMBOJIOB, KOTOpoe 6yaeT nepegasatbesi B CID. Ecniv 3HaueHne
napameTpa dhcp-option-82-custom-CID He 3aaH0, Touka 6yaeT n3MeHsTb CID Ha 3HaYeHne no
yMo/14aHuto: <MAC-agpec To4kM goctyna>-<nums SSID>)
WOP-3ax-LR5(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (r21e
longstring — 3HaueHne OT 1 A0 63 CMMBOJIOB, KOTOpPOe 6yaeT nepefasatbesi B RID. Ecniv 3HaueHne
napaveTpa dhcp-option-82-custom-RID He 3a1aH0, TOUKa ByaeT n3MeHATb RID Ha 3HavYeHue no
ymonyaHuo: MAC-agpec KTIMEHTCKOro YCTPONCTBA)
WOP-3ax-LR5(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (B160p
pasgenntensi oktetoB MAC-aapeca, KoTopblii nepegaetcs B RID v CID. radius — B kKa4ecTBe pasfenntens
BbICTynaet 3Hak Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pa3fenntens BbICTYyNaeT 3HaK ABOETOUMUS:
AA:BB:CC:DD:EE:FF)

WOP-3ax-LR5(config):/interface/wlan0/common/dhcp-snooping# save (coxpaHeHvie HacTpoek)
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8.5 HacTtpolika 6ecnpoBogHoii ceTn

Tabnuua 6 — KomaHgpb! 418 HACTPOKM pexnmMa paboTbl yCTponcTBa

YcTpoiicTBO
AP
AP

STA

Pexxum ycTpoiicTBa KomaHpa ansa HacTpoiiku pexuma paéoTtbi
Touka poctyna PTP mode ap-ptp

Touka goctyna PMP mode ap-pmp

KnneHt mode sta

Tabnuua 7 — KomaHAp! /151 HACTPOMKM pexrma 6e30MnacHOCTH

Pexxum 6e3onacHocTU
be3 napons

WPA

WPA2

WPA/WPA2

WPA3

WPA2/WPA3

OWE

WPA-Enterprise
WPA2-Enterprise
WPA/WPA2-Enterprise
WPA2/WPAS3-Enterprise

WPAZ3-Enterprise

KomaHga Ans HacTpoliku pexumMa 6e3onacHocTu
mode off

mode WPA

mode WPA2

mode WPA_WPA2
mode WPA3

mode WPA2_WPA3
mode OWE

mode WPA_1X

mode WPA2_1X

mode WPA_WPA2_1X
mode WPA2_WPA3_1X

mode WPA3_1X
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8.5.1 HacTtpolikn cetn ans AP

HacTtpoiika Toukn goctyna AP 6e3 wundpoBaHusa

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# wlan0

WOP-3ax-LR5(config):/interface/wlan0# wlan

WOP-3ax-LR5(config):/interface/wlan0/wlan# mode ap-pmp (BLI60p pexrmva paboTskl yCTPONCTBa)
WOP-3ax-LR5(config):/interface/wlan0/wlan# ap

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# ssid WOP-3ax-LR5 (13veHeHne nmenn SSID)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# ap-security (nepexo/ B 6710k HaCTpoek pexvmva
6e3onacHocTn)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/ap-security# mode off (pexvm wndposanus off — 6e3
naposis)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/ap-security# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# save (coxpaHeHne HacTpoek)

—_— o o ==

HacTpolika Touku goctyna AP c OWE

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# wlan0

WOP-3ax-LR5(config):/interface/wlan0# wlan

WOP-3ax-LR5(config):/interface/wlan0/wlan# mode ap-pmp (BL160p pexrmva paboTsl yCTPONCTBA)
WOP-3ax-LR5(config):/interface/wlan0/wlan# ap

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# ssid WOP-3ax-LR5 (13veHeHne nmenn SSID)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# ap-security (nepexo/ B 6510k HaCTpoek pexrmva
6e3onacHocTN)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/ap-security# mode OWE (pexxum wngposaHmns OWE —
LUMdPpOBaHHOE coeavHeHNe 6e3 BBoAA Naposs. B Takom pexmnme CMOryT NOAKAUUTLCS TObKO K/TUEHTbI
Wi-Fi 6)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/ap-security# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# save (coxpaHeHne HacTpoek)

_— o o= =
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HacTtpoiika Touku goctynaAP c pexxumom 6e3onacHocT WPA-Personal

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# wlan0

WOP-3ax-LR5(config):/interface/wlan0# wlan

WOP-3ax-LR5(config):/interface/wlan0/wlan# mode ap-pmp (BL160p pexrmva paboTel yCTPONCTBA)
WOP-3ax-LR5(config):/interface/wlan0/wlan# ap

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# ssid WOP-3ax-LR5 (13veHeHve nveHu SSID)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# ap-security (nepexos B 610K HACTPOEK pexunma
6e3onacHocTN)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/ap-security# mode WPA3 (pexxum wmncpposaHus — WPA3)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# key-wpa password123 (rzae password123 — k/14/naporis,
HeobxoauMbI AN NOAKIUYEHUS K 6a30BOM CTaHUMKW. [AMHA KoYa A0/KHA COCTaBNATb OT 8 A0 63
CUMBO/IOB)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# save (coxpaHeHne HacTpoek)

_— = =

HacTtpoiika Touku gocTtyna AP c Enterprise-aBTopu3sauueii

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# wlan0

WOP-3ax-LR5(config):/interface/wlan0# wlan

WOP-3ax-LR5(config):/interface/wlan0/wlan# mode ap-pmp (BL160p pexvma paboTsl ycTporicTBa)
WOP-3ax-LR5(config):/interface/wlan0/wlan# ap

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# ssid WOP-3ax-LR5 (13vieHeHne nmenn SSID)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# ap-security (nepexos B 6510k HACTPOEK pexrva
6e3onacHocTn)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/ap-security# mode WPA3_1X (pexxum wngposaHns — WPA3-
Enterprise)
WOP-3ax-LR5(config
WOP-3ax-LR5(config
WOP-3ax-LR5(config
WOP-3ax-LR5(config
RADIUS-cepBepa)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# auth-port X (rae X — nopt RADIUS-cepsepa,
KOTOpPbIV MCnonb3yeTcsa Ansa ayteHTudmkaymm n astopmsayuu. No ymonyaxmio: 1812)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# auth-password secret (r7e secret — naposs /s
RADIUS-cepBepa, UCMnosib3yemMoro Ans ayTeHTUguKaumm n aBTopusatnm)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# acct-enable true (Bk/1t0ueHVIE OTNIPABKY
coob6LeHnii «Accounting» Ha RADIUS-cepsep. No ymonyaHuio: false)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepBepa, UCNosib3yeMoro A/18 akkayHTUHra)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# acct-password secret (rie secret — napons ans
RADIUS-cepBepa, UCMosib3yeMoro A/151 akkayHTUHra)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# acct-periodic true (Bk/1104eHVe NepUoaNYECKON
OTNpaBKM cO06LEHMI «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# acct-interval 600 (nHTepBas OTrpasky COOBLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# save (coxpaHeHve HacTpoek)

_— T O

:/interface/wlan0/wlan0/ap/ap-security# exit
interface/wlan0/wlan0/ap# radius
interface/wlan0/wlan0/ap/radius# domain root (rze root — foMeH rnosib3oBaresns)

interface/wlan0/wlan0/ap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec

—_ = =
~ T~ T~
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8.5.2 [ononHutenbHble HacTpoiku ans AP

Ha3HaueHue VLAN-ID

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# vlan-id X (rge X — Homep VLAN-ID )

BkntoueHune VLAN trunk

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# vlan-trunk true (BktoueHne VLAN Trunk. 18 oTK/IO4EHNA
BeeauTe false)

BknroueHune General VLAN

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# general-vlan-mode true (Bx/1toueHne General VLAN Ha SSID.
[na otknoveHus seegute false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# general-vlan-id X (rge X — Homep General VLAN)

Bbi6op cnocoba npuopuTusaymum

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# priority-by-dscp false (aHann3 nprnoputera 13 nons CoS
(Class of Service) TermpoBaHHbIX NakeToB. 3HAaYeHNe No yMOosIHaHuto: true. B aTOM criyvyae aHa/msnpyeTcs
npuopuTeT u3 nosia DSCP 3aronoska IP-naketa)

BkntoueHune cKpbITOro SSID

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# hidden true (Bk/1t0ueHve ckpbITOro SSID. 17151 OTK/IHHEHNA
BeeauTe false)

BknroueHue Minimal Signal u Roaming Signal

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# check-signal-enable true (Bx/104eHVIE MCMONL30BAHNUSA
doyHKuMoHana Minimal Signal. 19 oTkntoveHus seeguTe false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# min-signal X (rze X — noporosoe 3HaueHve RSSI, npn
[OCTVXXEHMN KOTOPOro Touka OyaeT oTk/IouaTb kaveHTa ot VAP. MapaMeTp MOXET NPUHMMATb 3Ha4YeHus
0T -100 A0 -1)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# check-signal-timeout X (r7e X — nepvopg, BpemeHu B
cekyHAax, No UCTEeYEeHUM KOTOPOro NPUHNUMAETCA pelueHne 06 OTKNHYEHUN KIMEHTCKOrO 060pya0BaHnA
OT BUPTYasIbHOW CETU)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# roaming-signal X (rie X — noporosoe 3HaueHve RSSI, npn
[OCTVXXEHMN KOTOPOro NPOUCXOANT NepektodeHne KITIMEHTCKOro 060pyA0BaHNs Ha APYTYHO TOUKY
poctyna. NapameTp MOXeT NpUHMUMaTh 3HadeHus ot -100 Ao -1. MapameTp roaming-signal fo/mKeH 6bITb
BblLLe, YeM min-signal: ecnu min-signal =-75 gBM, TO roaming-signal LO/MXeH 6bITb paBeH, Hanpumep, -70
ABM)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# save (coxpaHeHVe HacTpoek)
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HacTpolika orpaHu4eHnsi CKOpocTu

HacTpolika weiinepa B HanpaBaeHUWN OT KAneHTa STA A0 TOUKM aocTtyna AP:
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# shaper-per-vap-rx

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-vap-rx# value X (rge X — makcumasnibHasi CKOpOCThb
B KOUT/C nnn NakeTbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-vap-rx# mode kbps (Bx/1t0ueHve welinepa. Moxet
npuHUMaTth 3HadeHue: kbps — kK6uT/c, pps — nakeTbl/c, off — BbIK/THOUEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-vap-rx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# save (coxpaHeHVe HacTpoek)

HacTpolika weiinepa B HanpaBae€HUU OT TOYKM aoctyna AP o0 kKnueHTta STA:
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# shaper-per-vap-tx

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-vap-tx# value X (rge X — makcumasibHas CKOpOCTb
B KOUT/C nnn NakeTbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-vap-tx# mode kbps (Bx/1t0ueHve werinepa. Moxet
npuHUMaTth 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-vap-tx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# save (coxpaHeHVe HacTpoek)

HacTtpoiika orpaHMuYeHns LULMPOKOBeLLaTeIbHOro Tpadmka

HacTpoliika wevinepa B HanpaBaeHUU OT KAneHTa STA A0 TOUKM gocTtyna AP:
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# shaper-bcast-rx

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-bcast-rx# value X (rae X — makcumasibHasi CKOpoCTh B
KOUT/C NI NakeThbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-bcast-rx# mode kbps (Bx/itoueHne wennepa. Moxet
npuHUMaTth 3HavyeHue: kbps — kK6UT/c, pps — NakeTbl/c, off — BbIK/THOUEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-bcast-rx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# save (coxpaHeHVe HacTpoek)

HacTpoliika wevinepa B HanpaBa€HUU OT TOUKM AocTyna AP A0 KnueHTta STA:
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# shaper-bcast-tx

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# value X (rae X — makcumasibHas CKopocTh B
KOUT/C NI NakeThbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# mode kbps (Bx/toueHne wennepa. Moxet
npuHUMaTth 3HavyeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/THOUEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)
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HacTpoiika orpaHnyeHusi MHOroagpecHoro Tpacguka

HacTpolika weiinepa B HanpaBaeHUWN OT KAneHTa STA A0 TOUKM aocTtyna AP:
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# shaper-mcast-rx

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-mcast-rx# value X (rze X — Makc/masibHas CKOPOCThL B
KOUT/C N nakeThbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-mcast-rx# mode kbps (Bx/itoueHve werinepa. Moxet
npuHUMarthb 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-mcast-rx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# save (coxpaHeHVe HacTpoek)

HacTpolika weiinepa B HanpaBae€HUU OT TOYKM aoctyna AP o0 kKnueHTta STA:
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# shaper-mcast-tx

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# value X (rae X — MakcumasibHas CKOPOCThb B
KOUT/C N nakeThbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# mode kbps (BxtoueHne weinepa. Moxet
npuHUMaTth 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# save (coxpaHeHVe HacTpoek)

HacTtpoiika orpaHMuYeHNsi HeU3BEeCTHOro TpadmKa

HacTpolika wevinepa B HanpaBae€HUN OT TOUKM AocTyna AP A0 KnueHTta STA:
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# shaper-unknown-ucast-tx

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# value X (rge X — makcvvasnbHas
CKOPOCTb B KOUT/C UM NakKeTbl/C)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# mode kbps (Bx/1t0ueHve
Wwerinepa. MoxeT npuHumaTth 3HadeHue: kbps — k6UT/c, pps — nakeTbl/c, off — BbIK/1HOYEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)

OrpaHuyeHue Konnyectsa K/IMEHTOB

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# sta-limit X (rge X — makcvumasribHO JoMnyCTUMOe Y1CI0
NOJK/0YaAEMbIX K CETU K/IMEHTOB)

BknroueHue nsonsaunum KNNeHToB

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# station-isolation true (Bk/1t0ueHVe n3onsALMK Tpaduka
mMexay knneHtamu. Ana otknodeHusn seegute false)
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HacTpoiika KoHTponsa goctyna no MAC

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# acl

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/acl# mac
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/acl/mac# add XX:XX:XX:XX:XX:XX (rze XX XXXXKEXKEXX —
MAC-agpec yCTpolicTBa, KOTOPOMY HEOOXOAMMO paspeLUnTb/3anpeTnTb oCTyn. 19 yganeHns agpeca 13
cnucka ucnosnbayiite komaHay del)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/acl/mac# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/acl# policy allow (BbI60p NonTHKL. BO3MOXHbIE 3HAYEHNS:
allow — paspeLuaTb NOAK/IOYEHME TOIBKO TEM KneHTam, MAC-agpeca KOTOpbIX COAepXaTcs B CrUCKE;
deny — 3anpewiarb nogkstoveHne knneHtam, MAC-agpeca KOTopbIX COAepXaTcs B CNMCKe. 3HavyeHue no
yMO/14aHuio: deny)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/acl# enable true (Bk/1t0ueHne KoHTpOAS gocTyna no MAC. [Ans
oTKNtoveHns seeaute false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/acl# save (CoxpaHeHVe HacTpoek)

MannuHr VLAN

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# vlan-mapping
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule# add namel (rge namel — ums npasuna
MannuHra. Ansa yaaneHusa npasuna ncnosnbayinte komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# eth-vlan-id X (rze X — VLAN ID B
Ethernet)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# eth-priority X (rae X — npruoputet
802.1p npu nepegade B Ethernet. Bo3MOXHble 3Ha4yeHus: 0-7, auto. Ec/im npnopmTeT auto nnmn He
onpeaeneH B AaHHON onumm — 6yAeT MCNONb30BaTbCA MCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# wlan-vlan-id X (rze X — VLAN ID BO
WLAN)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# wlan-priority X (rge X —
npuopuTeT 802.1p Npu nepegaye Bo WLAN. Bo3amoxHble 3Ha4YeHuns: 0-7, auto. ECv npuopuTeT auto Uan He
onpeaeneH B AaHHON onumm — 6yAeT MCNONb30BaTbCA MCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping# enable true (sxntoueHne vlian-mapping. 1715
oTkNtoueHust Beeaunte false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping# save (CoxpaHeHne HacTpoek)

© B koHurypauum vlan-mapping ecTb npegyctaHosieHHoe npasuno — default-rule. OHo Ucnonb3yeTcs
Ana nameHeHus npuoputeta 802.1p n ouepegn WMM Bcex naketos, Homep VLAN KOTOpbIX He
MoAXOAUT NOA 3a/iaHHble NoNb30BaTenieM npasuia.
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HacTtpoiika default-rule

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# vlan-mapping
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping# default-rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# eth-priority X (rze X — npuoputet
802.1p npu nepenaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecn npuopuTteT auto uim He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOMb30BaTbCSA UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# wlan-priority X (roe X —
nproputet 802.1p npn nepegade Bo WLAN. Bo3aMoXHble 3Ha4YeHuMs: 0-7, auto. ECv npuopuTeT auto nam He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# wmm-queue X (rze X — ouepesb
WMM a5 gaHHoro npaswuna. BoamoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpegeneHa B AaHHOW onuun, To 6yaeT aHaIM3npoBaTbcs npuoputeT DSCP B NakeTe)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# enable true (Bi/1toueHve default-
rule. na oTknoveHus seeaute false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# save (coxpaHeHne HacTpoek)
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Mpuoputnsauma no MAC-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# mac-priority
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule# add namel (rze namel — rma npasuia
npuoputnsauumn no MAC. [1na yaaneHns npaesusia ncnosnbayiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-aapec UCTOYHMKa nnm STA (nogpobHee 0 HacTpoiike MAC-apecoB B NojcKaske
HWKe). Ecnu napameTp He 3adaH, in ero 3HaueHne SABASIETCS NyCTOM CTPOKOW, TO OH He ByaeT
MCMOoJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (roe
XXXXXX:XX:XX: XX — MAC-aapec nonyyartensi uam STA (nogpobHee 0 HacTpoiike MAC-apecoB B NOACKa3Ke
HWKe). Ecnu napameTp He 3adaH, Uin ero 3HaueHne SBASIETCS NyCTOM CTPOKOW, TO OH He 6yaeT
NCMOJ/Ib30BaTbCS NPV NPOBEPKE HA COBNAaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# wlan-priority X (roe X — npuoputet
802.1p npu nepegadve Bo WLAN. Bo3amoXHble 3Ha4YeHus: 0-7, auto. ECnn npruopuTeT auto nam He onpeaeneH
B JAaHHOW onuun — 6yaeT NCNOoNb30BaTbCA NCXOAHbIiA)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# eth-priority X (rae X — npuoputet
802.1p npu nepepaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecam npuopuTteT auto uim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority# enable true (Bk/1toueHVie mac-priority. 15
oTKNtoveHns seegute false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority# save (CoxpaHeHVe HacTpoek)

HaCTQOVIKa npaswuaa anda HETermpoBaHHOro Tpamm(a

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# mac-priority
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule# add namel (rze namel — 1ma npasuia
npuoputusauumn no MAC. [1na yaaneHns npasusia ncnosnbayiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-aapec UCTOYHMKa nnm STA (nogpobHee 0 HacTpoiike MAC-apecoB B NojcKasKe
HWKe). Ecnu napameTp He 3adaH, Uin ero 3HaueHne SBASIETCS NyCTOM CTPOKOW, TO OH He 6yaeT
NCMOJ/Ib30BaTbCS NPV NPOBEPKE HA COBNAaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rgoe
XXXXXX:XX:XX: XX — MAC-aapec nonyyartensi uam STA (nogpobHee 0 HacTpoiike MAC-aapecoB B NOACKa3Ke
HWKe). Ecnu napameTp He 3adaH, Uin ero 3HaueHne SBASIETCS NyCTOM CTPOKOW, TO OH He 6yaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# wmm-queue X (rae X — ouepeb
WMM a5 gaHHoro npasuna. BoamoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpeaeneHa B AaHHOW onuun, To 6yaeT aHaM3npoBaTbcs npuopuTeT DSCP B NakeTe)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority# enable true (Bk/1toueHvie mac-priority. s
oTKNtoveHns seeaute false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority# save (CoxpaHeHVe HacTpoek)

—_—

—_—
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o [na naketos, ngywmx no HanpaeneHuto ot AP kK STA, napameTp sre-mac — MAC-agpec UCTOUYHUKA,
dst-mac — MAC-agpec STA.
[ns naketos, naywumx no HanpasneHuio ot STA kK AP, napametp src-mac — MAC-agpec STA, dst-mac
— MAC-agpec nonyyatens.

MpuopuTtnsauyusa no IP-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# ip-priority
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule# add namel (rge namel — ums npasuia
npuoputusauun no IP. 19 yaaneHns npaBuia ncnob3yiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# src-ip X.X.X.X (rge X.X.X.X — IP-agpec
NCTOYHMKA, ECNIN NapamMeTp He 3a4aH, UNn ero 3HaYeHne SBASIETCS NYCTOM CTPOKOW, TO OH He GyaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# dst-ip X.X.X.X (rge X.X.X.X — IP-agpec
nonyyaresisi, eC/in NapameTp He 3aaH, UK ero 3HaueHne AB/SIETCSA NMyCTOlM CTPOKOW, TO OH He byaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# wlan-priority X (rz1e X — npuoputet
802.1p npu nepegadve Bo WLAN. Bo3MOXHble 3Ha4eHus: 0-7, auto. ECn NpyuopmuTeT auto A He onpeaeseH
B JAaHHOW onuun — 6yaeT NCNoNb30BaTbCA NCXOAHbIiA)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# eth-priority X (roe X — npuoputet
802.1p npu nepenaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecan npuopuTteT auto uim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority# enable true (Bk/1toueHue ip-priority. [Ana
oTKNtoveHns seegute false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority# save (coxpaHeHvie HacTpoek)

HaCTQOVIKa npaswuaa ana HETermpoBaHHOro Tpamvma

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# ip-priority
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule# add namel (rge namel — ums npasuia
npuoputusauun no IP. 9 yaaneHns npaBuia ncnosb3yiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# src-ip X.X.X.X (rge X.X.X.X — IP-agpec
NCTOYHMKA, ECNIN NapamMeTp He 3a4aH, UNKn ero 3Ha4YeHne ABASIETCS NYCTOM CTPOKOW, TO OH He ByaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# dst-ip X.X.X.X (rge X.X.X.X — IP-agpec
nosyyaresisi, eC/in NapameTp He 3aaH, UK ero 3HaueHne AB/SIETCSA NMyCTOlM CTPOKOW, TO OH He byaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# wmm-queue X (rge X — ouepenb WMM
AN gaHHOro npasuia. Bo3amoxHble 3HaueHus: bk, be, vi, vo, autoe. Ec/in ouepep auto He onpeaeneHa B
[AHHOM onumn, To OyaeT aHa/IM3MpoBaTbCcs npuopuTeT DSCP B nakete)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority# enable true (Bk/toueHue ip-priority. [1n4
oTKNtoveHns seeauTte false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority# save (coxpaHeHvie HacTpoek)

—_—

—_—
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© Ecnv naket nonagaet 04HOBPEMEHHO nog 6onee Yyem oamH 13 TMnos npasun Vlan-Mapping, MAC-
Priority n IP-Priority, To peweHune o npucsoeHun npuoputeta 802.1P 6yaeT NpuHATO Ha OCHOBeE Priority-
Order — npuopuTeTa TMna npasun, rae 1 — MUHUMasTbHbIN NpuopuTeT, 100 — MakCcUMasibHbIi
npuopuTeT.
Hanpumep, ecnv nakeT nonagaet nog npasuna Vlan-Mapping, y kotoporo Priority-Order 1, MAC-
priority, y kotoporo Priority-Order 25, n IP-priority, y kotoporo Priority-Order 80, To aTomy nakety 6yaet
NMPUCBOEH NPUOPUTET B COOTBETCTBUM C Npasuiom IP-Priority, Tak kak y Hero HamebicLumia Priority-Order.

MopsaaoK npuopuTUsaLmm

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# priority-order
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/priority-order# mac X (rge X — npyoputeT faHHOro npasusia.
Bo3moxHble 3HaueHus: 1-100. Bbiclunii nproputeT MMeeT 3HaueHune 100)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/priority-order# ip X (rae X — npvoputeT gaHHoro npasuia.
Bo3moxHble 3HaueHus: 1-100. Bbiclunii nproputet nMeeT 3HaueHune 100)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/priority-order# vlan X (rae X — npruopuTeT AaHHOro rnpasusia.
Bo3moxHble 3HaueHus: 1-100. Bbiclunii npuoputet nMeeT 3HaueHune 100)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/priority-order# save (coxpaHeHvie HacTpoek)

8.5.3 HacTtpoiikn cetn ansa STA

HacTtpoiika Touku gocTtyna STA 6e3 wngpoBaHus

WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

config):/interface/wlan0/wlan# mode sta (BL100p pexrmva paboTskl yCTPoONCTBA)
config):/interface/wlan0/wlan# sta

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# connection-profile
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile# profile
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile# add profilel (106aB1TE HOBLIN
npodousib. profilel — uma npodpuns nogknoyeHus K AP. Ana yaaneHus npouss UICNonb3ynTe KomaHay
del)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile# profilel
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# enable true (k104N TEL
npodounsib)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# ssid WOP-3ax-LR5
(n3MeHeHMe MeHn SSID Ans NoAK/UYEHNS K 6eCnpoBOAHOMY MOCTY)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# security-mode

off (pexxum wndppoBaHus off — 6e3 naposs)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# priority X (rae X —
npuopuTeT npocunns. OnpeaensieT oUePeaHOCTb NCNOb30BaHUS Npodnnen. Bo3mMoXxHble 3HaYeHUs: 0-7.
BbICLUMIA NPUOPUTET UMEET 3HaueHue 7. Mpu nogktodeHnn STA 6yAeT MCNo/b30BaTb NPOUsb C
HaMBbICLLVIM NPUOPUTETOM B MEPBYIO 0UYepeb)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# save (coxpaHeHune
HaCTPOeK)
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HacTpoiika Touku goctyna STA c OWE

WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

config):/interface/wlan0/wlan# mode sta (BLI60p pexvva paboTkl YyCTPONCTBA)
config):/interface/wlan0/wlan# sta

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# connection-profile
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile# profile
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile# add profilel (106aB1TL HOBLIN
npocunb. profilel — ms npodonns noaxtoueHns K AP. Insa yaaneHus npogunns NCnonb3ynTe KomaHay
del)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile# profilel
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# enable true (Bk1t0UUTL
npodonnb)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# ssid WOP-3ax-LR5
(n3meHeHne nmenn SSID)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# security-mode

OWE (pexkum wndpoBaHmsi OWE — LiMdopoBaHHOE coeAnHeHne 6e3 BBOAa Naposis. B Takom pexume
CMOTYT NOAK/THUNTLCA TOMTbKO KNNEHTbI Wi-Fi 6)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# priority X (rge X —
nproputeT npodunsa. Onpeaensiet ouepeaHOCTb UCNOMb30BaHWSA Npounen. BoamoxHble 3Ha4YeHus: 0-7 .
BbiCLUMA NpUOPUTET UMEET 3HaueHune 7. Mpu nogktodeHnn STA 6yaeT MCNob30BaTb NPOusb C
HaUBbICLLMM NPUOPUTETOM B NEPBYHO OYEPE/b)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# save (coxpaHeHune
HaCTpoeK)
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HacTtpoiika knueHTa STA ¢ pexxumom 6e3onacHocTu WPA-Personal

WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

config):/interface/wlan0/wlan# mode sta (BL100p pexrmva paboTsbl yCTponCTBa)
config):/interface/wlan0/wlan# sta

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# connection-profile
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile# profile
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile# add profilel (106aB1TL HOBLIN
npocunb. profilel — ms npodonns noaxtoueHns K AP. Insa yaaneHus npogunns NCnonb3ynTe KomaHay
del)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile# profilel
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# enable true (Bk1t0UUTL
npodonnb)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# ssid WOP-3ax-LR5 (
N3MeHeHMe MMeHn SSID ANnst NOAK/UYEHNS K 6a30BO CTaHLK)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# security-mode WPA3 (
pexum wndgposaHmss — WPA3)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# key-wpa password123 (
rae password123 — K/4/naposib, HE0OX0AMMBIA 415 NOAKNHYEHUS K Touke AocTyna. J/iMHa kioya
[0/HKHA COCTaB/ISATb OT 8 /10 63 CUMBOJI0B)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# priority X (rge X —
npuoputet npodunns. OnpeaensieT ouepeaHOCTb NCNOMb30BaHUSA Npodunein. BosamoXxHble 3Ha4eHus: 0-7.
BbiCLUMA NpUOPUTET UMEET 3HaueHue 7. Mpu nogktodeHnn STA 6yaeT MCNob30BaTb NPOusb C
HaUBbICLLMM NPUOPUTETOM B NEPBYHO OYEpEb)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# save (coxpaHeHune
HaCTpoeK)
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HacTpolika knmeHTa STA ¢ Enterprise-aBTopusauueii

WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

config):/interface/wlan0/wlan# mode sta (BL100p pexrmva paboTsbl yCTponCTBa)
config):/interface/wlan0/wlan# sta

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# connection-profile
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile# profile
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile# add profilel (106aB1TL HOBLIN
npocunb. profilel — ms npodonns noaxtoueHns K AP. Insa yaaneHus npogunns NCnonb3ynTe KomaHay
del)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile# profilel
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# enable true (Bk1t0UUTL
npodonnb)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# ssid WOP-3ax-LR5 (
N3MeHeHMe MMeHn SSID ANnst NOAK/UYEHNS K 6a30BO CTaHLK)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# security-mode WPA3_1X (
pexum wundgpoaHnst — WPA3-Enterprise)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# radius
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel/radius#

username user (rie user — JI0rMH, HEOOXOAMMBI A1 aBTopM3aumn Ha RADIUS-cepBepe)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel/radius#

password password (rae password — k/1t04/naposb, He06XxoaMMbIA ANA aBTopm3aummn Ha RADIUS-cepepe)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# priority X (roe X —
npuoputet npodunns. OnpeaensietT ouepeaHOCTb NCNONb30BaHUSA Npodunein. BosamoxHble 3Ha4eHus: 0-7.
BbiCLUMA NpUOPUTET UMEET 3Ha4eHune 7. Mpu nogktodeHnn STA 6yaeT MCNoAb30BaTb NPOusb C
HaUBbICLLM NPUOPUTETOM B NEPBYHO OYEpPE/b)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel/radius# save (coxpaHeHune
HaCTpoeK)
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8.5.4 [ononHutenbHble HacTpoikn ans STA

Ha3HaueHue VLAN-ID

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# vlan-id X (rge X — Homep VLAN-ID )

BkntoueHune VLAN trunk

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# vlan-trunk true (BktoueHne VLAN Trunk. 19 oTk/IO4EHNA
BeeauTe false)

BkntoueHune General VLAN

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# general-vlan-mode true (Bk/itoueHne General VLAN Ha SSID.
[na otknoveHus seegute false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# general-vlan-id X (rge X — Homep General VLAN)

BkntoueHne MVR

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# mvr-enable true (BxtoueHne MVR. 115 OTK/IOUEHNA
BBeguTe false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# mvr-vlan-id X (rze X — Homep VLAN gnsa Multicast Tpachuka)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# mvr-vlan-priority X (rae X — npuvopuret 802.1p ans IGMP-
NakeToB OT KNMEeHTOB 3a STA. BO3MOXHble 3Ha4YeHus: 0-7)

Bbi6op cnocoba npuopuTusaum

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# priority-by-dscp false (aHanin3 nproputera ns nonsa CoS
(Class of Service) TErMpoBaHHbIX NakeToB. 3HAYEHNE N0 YMOTHaHMIO: true. B 3TOM criyvyae aHanmsnpyeTcs
npuopuTet 13 nonsa DSCP 3aronoBka IP-nakeTa)
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HacTpolika orpaHu4eHnsi CKOpocTu

HacTpolika weiinepa B HanpaBaeHUWN OT KAneHTa STA A0 TOUKM aocTtyna AP:
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# shaper-tx

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-tx# value X (rae X — makcumasibHas CKOpoCTb B KOUT/
C WU NaKeThbI/C)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-tx# mode kbps (Bk/1toueHne wenepa. Moxet
npuHUMaTth 3HadeHue: kbps — kK6uT/c, pps — nakeTbl/c, off — BbIK/THOUEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-tx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# save (coxpaHeHve HacTpoek)

HacTpolika weiinepa B HanpaBae€HUU OT TOYKM aoctyna AP o0 kKnueHTta STA:
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# shaper-rx

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-rx# value X (rge X — makcumasibHasi CKOpoCTb B KOUT/
C WU NaKeThbI/C)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-rx# mode kbps (Bk/itoueHmne weinepa. Moxet
npuHUMaTth 3HadeHue: kbps — kK6uT/c, pps — nakeTbl/c, off — BbIK/THOUEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-rx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# save (coxpaHeHVe HacTpoek)

HacTtpoiika orpaHMuYeHns LULMPOKOBeLLaTeIbHOro Tpadmka

HacTpoliika wevinepa B HanpaBAe€HUU OT TOUKM AocTyna AP A0 KnueHTta STA:
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# shaper-bcast-rx

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# value X (rge X — MakcumvasibHas CKOpoCcTh B
KOUT/C NI NakeThbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# mode kbps (Bx/itoueHne wennepa. Moxet
npuHUMaTh 3HaveHue: kbps — kK6uT/c, pps — NakeTbl/c, off — BbIK/1H0UEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# save (CoxpaHeHve HacTpoek)

HacTpoliika wevinepa B HanpaBaeHUN OT KAneHTa STA A0 TOUKM aocTtyna AP:
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# shaper-bcast-tx

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# value X (rge X — MakcumvasibHas CKOpoCcTh B
KOUT/C NI NakeThbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# mode kbps (Bx/itoueHne wennepa. Moxet
npuHUMaTh 3HaveHue: kbps — kK6uT/c, pps — NakeTbl/c, off — BbIK/1H0UEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# save (CoxpaHeHve HacTpoek)
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HacTpoiika orpaHnyeHusi MHOroagpecHoro Tpacguka

HacTpolika weiinepa B HanpaBae€HUN OT TOYKM aocTyna AP o0 kKnueHTta STA:
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# shaper-mcast-rx

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# value X (rge X — maxkcumasibHasi CKOpOCThb
B KOUT/C nnn NakeTbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# mode kbps (Bx/itoueHne weiinepa. Moxet
npuHUMarthb 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-mcast-rxi# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# save (coxpaHeHVe HacTpoek)

HacTpoliika weiinepa B HanpaBaeHUU OT KAneHTa STA A0 TOUKM aocTtyna AP:
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# shaper-mcast-tx

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# value X (rge X — maxkcumasibHas CKOpoCThb
B KOUT/C nnn NakeTbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# mode kbps (Bk/itoueHmne weinepa. Moxet
npuHUMaTth 3HadeHue: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-mcast-rxi# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# save (coxpaHeHVe HacTpoek)

HacTtpoiika orpaHMuYeHNsi HeU3BEeCTHOro TpadmKa

HacTpoliika wevinepa B HanpaBaeHUU OT KAneHTa STA A0 TOUKM gocTtyna AP:
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# shaper-unknown-ucast-tx

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-tx:# value X (rae X — makcumansHas
CKOpPOCTb B KOUT/C)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-tx:# mode kbps (sk/1t0ueHne
Wwerinepa. Ana otktodeHnsa seegute off)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-tx:# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# save (CoxpaHeHve HacTpoek)

HaCTDOVIKa BCTPEYHOro yCTDOVICTBa BbIMNMOJ/THAETCA aHa/TIOTN4YHO.

YBenunueHue MTU Ha uHtepdpeiicax

WOP-3ax-LR5(config):/interface# eth0

WOP-3ax-LR5(config):/interface/eth0# common

WOP-3ax-LR5(config):/interface/eth0/common# mtu X (rge X — 3HaveHne MTU. MakcumvaribHoe 3HavyeHmne
2400)

WOP-3ax-LR5(config):/interface/eth0/commont exit

WOP-3ax-LR5(config):/interface/eth0# exit

WOP-3ax-LR5(config):/interface# wlan0

WOP-3ax-LR5(config):/interface/wlan0# common

WOP-3ax-LR5(config):/interface/wlan0/common# mtu X (rae X — 3HaveHve MTU. MakcumasisHoe 3HavyeHne
2400)

WOP-3ax-LR5(config):/interface/wlan0/common# save (coxpaHeHne HacTpoek)
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MannuHr VLAN

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# vlan-mapping
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule# add namel (rae namel — nmsa npasuna
Mannuura. ns yaaneHusi npasunia ncnosbayiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# eth-vlan-id X (rge X — VLAN ID B
Ethernet)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# eth-priority X (rae X — npuoputer
802.1p npu nepegaue B Ethernet. Bo3amoxHble 3HaueHust: 0-7, auto. Ecm npuopuTteT auto uim He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOMb30BaTbCSA UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# wlan-vlan-id X (rge X — VLAN ID
BO WLAN)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# wlan-priority X (rze X —
nproputet 802.1p npn nepegade Bo WLAN. Bo3aMOXxHble 3Ha4YeHus: 0-7, auto. ECNv npuopuTeT auto nam He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping# enable true (Bk/1t0ueHve vlan-mapping. [Ana
oTKNtoveHns seegute false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping# save (coxpaHeHne HacTpOek)

© B koHurypauum vlan-mapping ecTb npegyctaHoBieHHoe npasuno — default-rule. OHo Ucnonb3yeTcs
ansa n3meHeHus npuoputeta 802.1p n ouepean WMM Bcex naketos, Homep VLAN KOTOpbIX He
NoAXoAuT Nof 3aflaHHble NoNb3oBaresniem npasuna.

HacTtpoiika default-rule

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# vlan-mapping
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping# default-rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# eth-priority X (rze X — npuoputet
802.1p npu nepenaue B Ethernet. Bo3amMoxHble 3HaueHus: 0-7, auto. Ecnm npuopuTteT auto uim He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOb30BaTbCSA UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# wlan-priority X (roe X —
npuoputet 802.1p npu nepegade Bo WLAN. Bo3aMoxHble 3Ha4YeHuMs: 0-7, auto. ECNv npuopuTeT auto nam He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOb30BaTbCSA UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# wmm-queue X (rze X — ouepesb
WMM a5 gaHHoro npasuna. BoamoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpeaeneHa B AaHHOW onuun, To 6yAeT aHaM3npoBaTbcs NpuopuTeT DSCP B NakeTe)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# enable true (Bi/1toueHve default-
rule. na oTknoveHus seegute false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# save (coxpaHeHne HacTpoek)
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Mpuoputnsauma no MAC-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# mac-priority
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule# add namel (rae namel — nmsa npasuna
npuoputnsauumn no MAC. [1na yaaneHns npaesusia ncnosnbayiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-apec UCTOYHMKa nnu AP (moapobHee 0 HacTpoiike MAC-aapecoB B NOACKa3Ke
HWKe). Ecnu napameTp He 3adaH, in ero 3HaueHne SABASIETCS NyCTOM CTPOKOW, TO OH He ByaeT
MCMOoJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-aapec nonyyartenst unm AP (nogpo6Hee 0 HacTpolike MAC-apecoB B NoJckaske
HWKe). Ecnu napameTp He 3adaH, Uin ero 3HaueHne SBASIETCS NyCTOM CTPOKOW, TO OH He 6yaeT
NCMOJ/Ib30BaTbCS NPV NPOBEPKE HA COBNAaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# wlan-priority X (rze X — npnoputet
802.1p npu nepegadve Bo WLAN. Bo3amoXHble 3Ha4YeHus: 0-7, auto. ECnn npruopuTeT auto nam He onpeaeneH
B JAaHHOW onuun — 6yaeT NCNOoNb30BaTbCA NCXOAHbIiA)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# eth-priority X (roe X — npropurtet
802.1p npu nepepaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecam npuopuTteT auto uim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority# enable true (Bk/1toueHvie mac-priority. 15
oTKNtoveHns seegute false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority# save (coxpaHeHVe HacTpOeK)

HaCTQOVIKa npaswuaa anda HETermpoBaHHOro Tpamm(a

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# mac-priority
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule# add namel (rae namel — nmsa npasuna
npuoputusauumn no MAC. [1na yaaneHns npasusia ncnosnbayiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-apec UCTOYHMKa nnu AP (moapobHee 0 HacTpoiike MAC-aapecoB B NOACKa3Ke
HWKe). Ecnu napameTp He 3adaH, Uin ero 3HaueHne SBASIETCS NyCTOM CTPOKOW, TO OH He 6yaeT
NCMOJ/Ib30BaTbCS NPV NPOBEPKE HA COBNAaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-agpec nonyyartensi uam AP (nogpo6Hee 0 HacTpolike MAC-apecoB B NoJckaske
HWKe). Ecnu napameTp He 3adaH, Uin ero 3HaueHne SBASIETCS NyCTOM CTPOKOW, TO OH He 6yaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# wmm-queue X (rze X — ouepe/b
WMM a5 gaHHOro npasuna. BoamoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpeaeneHa B AaHHOW onuun, To 6yaeT aHaM3npoBaTbcs npuopuTeT DSCP B NakeTe)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority# enable true (Bk/1toueHvie mac-priority. 15
oTKNtoveHns seeaute false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority# save (CoxpaHeHVe HacTpOek)

—_—

—_—
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o [nsa nakeTos, naywmx no Hanpaenexuto ot AP k STA, napameTp src-mac — MAC-agpec AP, dst-mac —
MAC-agpec nonyvarens.
[na naketos, naywmx no HanpaeneHuto ot STA Kk AP, napameTtp sre-mac — MAC-agpec UCTOUYHUKA,
dst-mac — MAC-agpec AP.

MpuopuTtnsauyusa no IP-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# ip-priority
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule# add namel (rge namel — ums npasuia
npuoputusauun no IP. 19 yaaneHns npaBuia ncnob3yiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# src-ip X.X.X.X (rae X.X.X.X — IP-agpec
NCTOYHMKA, ECNIN NapamMeTp He 3a4aH, UNn ero 3HaYeHne SBASIETCS NYCTOM CTPOKOW, TO OH He GyaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# dst-ip X.X.X.X (roe X.X.X.X — IP-agpec
nonyyaresisi, eC/in NapameTp He 3aaH, UK ero 3HaueHne AB/SIETCSA NMyCTOlM CTPOKOW, TO OH He byaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# wlan-priority X (rge X — npuopuret
802.1p npu nepegadve Bo WLAN. Bo3amMOXHble 3Ha4eHus: 0-7, auto. ECn NpUopUTET auto UM He onpeaeseH
B JAaHHOW onuun — 6yaeT NCNoNb30BaTbCA NCXOAHbIiA)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# eth-priority X (rze X — npnoputet
802.1p npu nepenaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecn npuopuTteT auto uim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority# enable true (Bk/toueHne ip-priority. [na
oTKNtoveHns seegute false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority# save (coxpaHeHvie HacTpoek)

HaCTQOVIKa npaswuaa ana HETermpoBaHHOro Tpamvma

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# ip-priority
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule# add namel (rge namel — 1ms npasusia
npuoputusauun no IP. 9 yaaneHns npaBuia ncnosb3yiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# src-ip X.X.X.X (rze X.X.X.X — IP-agpec
NCTOYHMKA, ECNIN NapamMeTp He 3a4aH, UNKn ero 3Ha4YeHne ABASIETCS NYCTOM CTPOKOW, TO OH He ByaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# dst-ip X.X.X.X (rze X.X.X.X — IP-agpec
nosyyaresisi, eC/in NapameTp He 3aaH, UK ero 3HaueHne AB/SIETCSA NMyCTOlM CTPOKOW, TO OH He byaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# wmm-queue X (rze X — ouepeb
WMM a5 gaHHoro npaswuna. BoamoxHble 3HaveHust: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpeaeneHa B AaHHOW onuun, To 6yaeT aHaIM3npoBaTbcs npuoputeT DSCP B NakeTe)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority# enable true (Bk/1toueHue ip-priority. [na
oTKNtoveHns seeaute false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority# save (coxpaHeHVe HacTpoek)

—_—

—_—
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© Ecnv naket nonagaet 04HOBPEMEHHO nog 6onee Yyem oamH 13 TMnos npasun Vlan-Mapping, MAC-
Priority n IP-Priority, To peweHune o npucsoeHun npuoputeta 802.1P 6yaeT NpuHATO Ha OCHOBeE Priority-
Order — npuopuTeTa TMna npasun, rae 1 — MUHUMasTbHbIN NpuopuTeT, 100 — MakCcUMasibHbIi
npuopuTeT.
Hanpumep, ecnv nakeT nonagaet nog npasuna Vlan-Mapping, y kotoporo Priority-Order 1, MAC-
priority, y kotoporo Priority-Order 25, n IP-priority, y kotoporo Priority-Order 80, To aTomy nakety 6yaet
NMPUCBOEH NPUOPUTET B COOTBETCTBUM C Npasuiom IP-Priority, Tak kak y Hero HamebicLumia Priority-Order.

MopsaaoK npuopuTUsaLmm

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# priority-order
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/priority-order# mac X (rae X — npvoputeT gaHHoro npasuia.
Bo3moxHble 3HaueHus: 1-100. Bbiclunii nproputet nMeeT 3HaueHune 100)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/priority-order# ip X (rae X — npuopuTeT gaHHoro npasuia.
Bo3moxHble 3HaueHus: 1-100. Bbiclunii npuoputet nMeeT 3HaueHune 100)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/priority-order# vlan X (rge X — npuoputeT faHHOro npasusia.
Bo3moxHble 3HaueHus: 1-100. Bbiclunii nproputet nMeeT 3HaueHune 100)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/priority-order# save (coxpaHeHve HacTpoek)

8.6 Hactpolika LoopBack Detection

© HacTpoiika yHKLMOHaNA AOCTYNHA TOMLKO B PeXUMe ycTpoiicTaa «STA».

€ B cnyuae o6HapyXeHUS NET/IM HA HUKECTOSILLEM 060pyA0BaHUM, YCTPONCTBO GrokupyeT Ethernet-
NHTEepdeinc Ha 3aaHHoe B KOHMrypauumn spemsi.

Ecnn doyHKLMOHan BkAoueH, STA NpoBepseT Hasmume neTeslb Ha HKECTOSLEM 060pyA0BaHUN U, B C/yvae UX
06HapyeHusi, 6nokmpyet Ethernet-nHtepdpelic Ha 3agaHHOe B KOHIUrypaumm ycTpoiicTea Bpemsi. Hanmune
neTenb NPOBEPSETCSA C MOMOLLbIO OTNPaBKM cneymanbHbix naketoB B LAN-CeTb ¢ agpecom HazHauYeHus
¢f:00:00:00:00:00.

HacTpoliika LoopBack Detection

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# loopback-detection

WOP-3ax-LR5(config):/loopback-detection# interval X (rae X — vHTepBan BpemeHy Mex/y OTnpasKoi
NakeToB OGHapPYXXeHWA NETIN)

WOP-3ax-LR5(config):/loopback-detection# recovery-timer X (rie X — Bpewms, B TeueHne KoToporo Ethernet-
NHTepderic byaet 3ab/10KMpPOBaH)

WOP-3ax-LR5(config):/loopback-detection# vlan-id X (rae X — meTka VLAN ID, koTopas 6yaeT HaBeluvBaTbLCA
Ha NPoBepPOoYHbIe NakeTbl. BO3MOXHbIE 3Ha4YeHUst: 0-4094)

WOP-3ax-LR5(config):/loopback-detection# enabled true (BxtoueHne LoopBack Detection. [1/19 OTk/IH04EHMA
BeeguTe false)

WOP-3ax-LR5(config):/loopback-detection# save (coxpaHeHne HacTpoek)
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8.7 HacTtpolika BPDU-thmnnetpa

HacTtpoiika dounbtpauymmn BPDU-nakeToB AnAa uHtepceiica wlan0

WOP-3ax-LR5
WOP-3ax-LR5

root):/# configure

config):/# interface

WOP-3ax-LR5(config):/interface# wlan0

WOP-3ax-LR5(config):/interface/wlan0# common

WOP-3ax-LR5(config):/interface/wlan0/common# bpdu-filter true (Bx/1t0ueHne BPDU. 17151 OTK/IHOHEHNSA
BBeauTe false)

WOP-3ax-LR5(config):/interface/wlan0/common# save (coxpaHeHve HacTpoek)

—_— e~~~

HacTtpoiika domnsrpaumm BPDU-nakeToB AnA uHtepdeiica etho

WOP-3ax-LR5
WOP-3ax-LR5

root):/# configure

config):/# interface

WOP-3ax-LR5(config):/interface# eth0

WOP-3ax-LR5(config):/interface/ethO# common

WOP-3ax-LR5(config):/interface/eth0/commont# bpdu-filter true (Bx/1t0ueHvie BPDU. 15 OTKIHOYEHNS
BeeauTe false)

WOP-3ax-LR5(config):/interface/eth0/common# save (coxpaHeHne HacTpoek)

—_— e~~~

8.8 OrpaHnueHune konnyectsa usydeHHolx MAC-agpecoB

OrpaHuyeHune KonnmyecTBa U3yyeHHbIX MAC-agpecoB

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# mac-learning

WOP-3ax-LR5(config):/mac-learning# enabled true (true — BK/1lOUEHVE OrpaHUyeHns KOMYeCcTBa U3YHeHHbIX
MAC agpecos. o ymonyaHuto: false)

WOP-3ax-LR5(config):/mac-learning# mac-learning-limt X (rge X — rno6asibHoe orpaHuyeHve ymucna MAC-
afapecoB (Wi-Fi + Ethernet). Bo3MOXHbIe 3Ha4eHust: 1-2048. o ymonyaHuio: 2048, He pekoMeHayeTcs
MEHSTh)

WOP-3ax-LR5(config):/mac-learning# wifi-mac-learning-limit X (rne X — orpaHuyeHvie yncna MAC-agpecoB
CO CTOPOHBbI Wi-Fi. BO3MOXHble 3HauYeHus: 1-2048. Mo ymon4yaHuto: 2048)
WOP-3ax-LR5(config):/mac-learning# eth-mac-learning-limit X (rge X — orpaHuyeHve uncna MAC-agpecos
CO CTOPOHbI Ethernet. Bo3MoOXHble 3HaueHus: 1-2048. Mo ymonyaHuio: 2048)
WOP-3ax-LR5(config):/mac-learning# drop-unknown-unicast-src true (Bk/1l0ueHVe 3anpeTa nepegayn
Tpadmka oT yCTPOonCTB, MAC-agpeca KOTOpbIX Obl/IN HE N3y4YeHbl 13-3a NPEBbLILLEHUS Kakoro-nmoo
orpaHnyeHns nsyveHHbix MAC-agpecoB. Anda oTkioyeHnsa seeuTe false)
WOP-3ax-LR5(config):/mac-learning# drop-unknown-unicast true (Bk/l0ueHVe 3anpeta nepegayv tpaguka
Ha Heunsy4deHHble MAC-agpeca (TosbKo unicast). Ana oTkaoyeHnsa seeguTte false)
WOP-3ax-LR5(config):/mac-learning# save (CoxpaHeH1e HacTpoek)
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8.9 WV3meHeHune pasmepa MTU Ha nHtepdheicax

HacTpoiika BCTpeYHOro yCTpOoCTBa BbINO/HAETCS aHa10MM4YHO.

N3meHeHue pasmepa MTU Ha uHTepdeiicax

WOP-3ax-LR5
WOP-3ax-LR5

root):/# configure

config):/# interface

WOP-3ax-LR5(config):/interface# eth0

WOP-3ax-LR5(config):/interface/eth0# common

WOP-3ax-LR5(config):/interface/eth0/common# mtu X (rge X — pasvep MTU B 6aiitax. Bo3MOXHbIe
3HayeHus: 68-2000. Mo ymonyaHumio: 1500)

WOP-3ax-LR5(config):/interface/eth0/commont# save (coxpaHeHne HacTpoek)

—_ e~~~

© 3Hauenve MTU Ha uHTepdpeiicax br0, nas0 BbiCTaBNSETCS aBTOMATNYECKM, B COOTBETCTBUM CO
3HayeHnem Ha eth0. 3HaveHne MTU Ha nHTepderice wlan0 comkcrpoBaHHoe 1 pasHo 2000.

8.10 CuctemHble HaCTPOWKM

8.10.1 O6HoBneHue MO ycTpoincTea

OGHoBneHue MO Touku goctyna no TFTP

WOP-3ax-LR5(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa><Ha3sBaHue chaiina NO> (npuvep:
firmware upload tftp 192.168.1.15 WOP-3ax-LR5-2.3.0_build_X.tar.gz)
WOP-3ax-LR5(root):/# firmware upgrade

O6HoBneHue MO Toukn goctyna no HTTP

WOP-3ax-LR5(root):/# firmware upload http <URL gna ckaunBaHus cpainna NO> (npumvep: firmware
upload https://eltex-co.ru/upload/iblock/c41/WOP-3ax-LR5-2.3.0_build_X.tar.gz)
WOP-3ax-LR5(root):/# firmware upgrade

MepekntovyeHue Ha pe3epBHYIO0 Bepcuio MO Toukn goctyna
WOP-3ax-LR5(root):/# firmware switch
8.10.2 ¥YnpaBneHue KoHGUrypaumei ycTpoicTea

C6pocC KOHhUrypaumm ycTpoiicTeBa B AecOo/ITHOEe COCTOsIHUE Ge3 CoOXpaHeHUsi NapaMeTpoB
Joctyna

WOP-3ax-LR5(root):/# manage-config reset-to-default
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C6poc koHurypayum yctpoiictea B Aetho/NTHOe COCTOSAHUE C COXpPaHeHUeM napameTpoB goctyna

WOP-3ax-LR5(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hUrypaLMoHHbIii chaiin ycTpoiictea Ha TFTP-cepBep

WOP-3ax-LR5(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npvvep: manage-config
download tftp 192.168.1.15)

3arpysuTb KOH(IUrypaLuuoHHblii thaiin Ha ycTpoiicTBo ¢ TFTP-cepBepa

WOP-3ax-LR5(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue aiina
KOHdurypauyumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WOP-3ax-LR5(root):/# manage-config apply (nprmveHeHre koHgurypaumy Ha 6a3oBoii CTaHLK)

8.10.3 KoHTponb [OCTYNHOCTU

KoHTponb gocTtynHocTu (ping watchdog) nossonsieT onpegenvTs OTCYTCTBUE CBSI3HOCTU U Nepesarpy3unTtb
YCTPOWCTBO UMK ero nHTepdeincobl 6e3 yyactus nonb3osarens. Mpu nepesanycke nHtepderica tTakke
npovcxoaut nepesanyck DHCP-knveHTa Ha Tekywem WAN-uHTepderice.

HacTpoliika ping watchdog

WOP-3ax-LR5(config):/ping-watchdog# enable true (true — Bk/IOUEHVIE KOHTPO/IA AOCTYNHOCTU. 10
ymosnyaHuio: false)

WOP-3ax-LR5(config):/ping-watchdog# host X.X.X.X (X.X.X.X — |P-azpec, kyna oyayT otnpasisatscs ICMP-
3anpochl)

WOP-3ax-LR5(config):/ping-watchdog# ping-interval X (r1e X — Bpewms B cekyHaax, yepes kotopoe odyaet
otnpasneH ICMP-3anpoc nocne nosnyyeHus ICMP-oTBeTa Wiv NPUHATUA pPeLLeHNss O TOM, YTO NpeablayLLnii
ICMP-3anpoc okasasics HeygayuHbIM. [lonycTuMble 3HaveHns: 60-86400. Mo ymonyaHumto: 300)
WOP-3ax-LR5(config):/ping-watchdog# startup-delay X (rae X — Bpems B cekyHax nocsie BKIYeHns
YCTpOWCTBa UNn npeablayLlero cpabarbiBaHus, B TeHEHE KOTOPOro KOHTPO/1b AOCTYMHOCTU He ByaeT
pabotartb. JonycTumble 3Ha4yeHuns: 60-86400. o ymonyaHuto: 300)

WOP-3ax-LR5(config):/ping-watchdog# ping-timeout X (rne X — Bpewms B cekyHax, B TE4eHVe KOTOPOoro
oxuaaetcst ICMP-0TBET Ha OTnpaB/eHHbI ICMP-3anpoc. Ecnn no nctevyeHnmn spemenmn ICMP-0TBET He
nostyvyeH, To ICMP-3anpoc cuntaeTca HeyaadHbIM. JonycTumMble 3HavYeHns: 1-10. o ymon4aHuio: 1)
WOP-3ax-LR5(config):/ping-watchdog# max-retry X (r1e X — MakcumasibHOe KONMYecTBo HeyaadHbix ICMP-
3anpocos. Ec/n KonnyecTBo HeygauHbixX ICMP-3anpocoB AOCTUTAET YKasaHHOro YMca, TO BbIMOIHAETCA
3aflaHHoe aeicTeue. onycTuMble 3HadeHns: 1-86400. o ymonyaHuio: 3)
WOP-3ax-LR5(config):/ping-watchdog# action X (rae X — fgeicterie. BoamoxHble 3HaveHus: device-restart —
nepesarpyska yCTpoicTBa — B C/lydae HeJOCTYNHOCTY 3aZlaHHOro ping-cepBepa nponsonaet
nepesarpyska ycTpoiicTea,; ethernet-restart — nepesanyck ethernet uHTepdeica — B cnyvae
HeLOCTYMNHOCTY 3aZlaHHOrO0 ping-cepBepa NnponsonaeT nepesanyck Ethernet-uHtepdeica

yCTpoiicTBa; wireless-restart — nepesanyck 6ecnpoBoAHOro UHTepgenca — B criydyae HeAoCTYNHOCTU
3a,aHHOro ping-cepeepa Npou3onaeT nepesanyck 6ecnpoBofHONO MHTepdieica ycTponcTea)
WOP-3ax-LR5(config):/ping-watchdog# save (coxpaHeHne HacTpoek)
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8.10.4 TMepe3sarpy3ka ycTpoiicTBa

KomaHga ansa nepesarpysku ycTpoiicTea

WOP-3ax-LR5(root):/# reboot

KomaHga Ans OT/I0OKEHHO nepe3arpysku ycTpolictBa

WOP-3ax-LR5(root):/# reboot delay X (rge X — Bpemsi B cekyHAax, Yepes KOTopoe Npon3onaeT OT/IOKEeHHas
nepesarpyska ycTpoicTsa. Bo3aMoXxHble 3HaueHnst: 0-86400)

KomaHaa ans 3ansiaHMpoBaHHOI Nepe3arpys3ku ycTpoiicTBa B Ha3HaU€HHOEe BpeMst

WOP-3ax-LR5(root):/# reboot at hh:mm:ss (rge hh:mm:ss — Bpewms, B kKOTOpoe npousonger
3ansaHnpoBaHHasi nepesarpyska ycTpoiicTea. BoamoxHble 3HaueHusi: hh:mm, hh:mm:ss)

KomaHga Ansi oTMeHbI OT/IOXKEHHOI Nepe3arpy3ku ycTpoicTea

WOP-3ax-LR5(root):/# reboot cancel

8.10.5 HacTpoiika pexuma ayTeHTuurKaLmm

YCTPOICTBO MMEET 3aBO/ICKYH0 YUETHYI0 3anncb admin ¢ naponem password. YaanuTb JaHHY YUETHYHO
3an1ch Henb3s. I3MEHUTbL Naposib MOXHO C MOMOLLbHO YKa3aHHbIX HUKE KOMaH,

N3meHeHUe napons AnsA yyeTHo 3anucu admin

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# authentication

WOP-3ax-LR5(config):/authentication# admin-password <HOBbIA naponb A1 y4eTHoi 3anucu admin>
(0T 1 0O 64 CMMBOJIOB, BK/THOYAsA flaTUHCKME BYKBbI U LMpbI)

WOP-3ax-LR5(config):/authentication# save (coxpaHeHve HacTpoek)

ImeeTca BO3MOXHOCTb CO3AaTb AONO/HUTENbHbIX NOMb30BaTeNnel A1 N0Ka/lbHON ayTeHTUdMKauny, a Takke
ayTeHTUdmkaumm yepes RADIUS.

© HoBbiM Nonb3oBaTenam AomkHa GbITh HA3HAUYEHA OAHA U3 ABYX POSeli:
admin — nonb3oBatesb C Takoli posibio BYAET MMETH NOJHbIA AOCTYN K KOH(UIYPUPOBaHMIO 1
MOHWUTOPUHTY YCTPOICTBA;
viewer — nosib3oBaTesib C Takoli posibto BYAET UMETH AOCTYN TOMBKO K MOHUTOPUHTY YCTPOICTBA.
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Co3spgaHve fonoHUTENbHbIX nosb3oBaresieli BbINO/IHAETCS cnegywowmmMmm KomaHaoamu:

Jo6aBneHne HOBbIX MOJ b3oBartesnei

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# authentication

WOP-3ax-LR5(config):/authentication# user

WOP-3ax-LR5(config):/authentication/user# add userX (rae userX — nMsa HOBOW yYEeTHOI 3anucu. 15
yAaneHmsa ncnonbayinte komaHgy del)

WOP-3ax-LR5(config):/authentication/user# userX

WOP-3ax-LR5(config):/authentication/user/userX# login userX (r4e userX — nMs HOBOW YYETHOW 3anuncu)
WOP-3ax-LR5(config):/authentication/user/userX# password <[Maponb AnA y4eTHOW 3anucwu userX> (0t 1 /10
64 CMBOJIOB, BK/1HOYasi NaTUHCKMUE OYKBbI U LMdpbI)

WOP-3ax-LR5(config):/authentication/user/userX# role admin (nosib30BaTeNt0 BbIAAOTCA MNpaBa Ha
KOHoUrypupoBaHue. Bo3MOXHOE 3HaYeHune: viewer — Y4eTHOIN 3anvcy ByaeT AOCTYNeH TOMbKO
MOHUTOPWHT)

WOP-3ax-LR5(config):/authentication/user/userX# save (coxpaHeHVe HaCcTPOEK)

[nsa ayteHTudomkaumm yepes RADIUS-cepep HEO6XOAMMO HACTPOUTL NapaMeTpbl 4OCTYNa K HeMmy.

HacTtpoiika napameTpoB gocTtyna K RADIUS-cepBepy

WOP-3ax-LR5
WOP-3ax-LR5

root):/# configure

config):/# authentication

WOP-3ax-LR5(config):/authentication# radius

WOP-3ax-LR5(config):/authentication/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-cepeepa)
WOP-3ax-LR5(config):/authentication/radius# auth-port X (r1e X — nopt RADIUS-cepBepa, KOTopbIi
MCNOMb3yeTcsa ANA ayTeHTMdIMKaUMM 1 aBTopusaumn. Mo ymonyaHuto: 1812)
WOP-3ax-LR5(config):/authentication/radius# auth-password secret (r/e secret — ko4 a1 RADIUS-cepsepa,
MCNONb3yeMOoro 415 ayTeHTudomKaLmm 1 aBTopusaunm)

WOP-3ax-LR5(config):/authentication/radiust# exit

WOP-3ax-LR5(config):/authentication# radius-auth true (Bk/i0ueHve pexviva ayTeHTugurkaumm Yyepes
RADIUS-cepBep. ns otkioyeHns seeguTe false)

WOP-3ax-LR5(config):/authentication# save (coxpaHeHve HacTpoek)

—_ e~~~

© 1pu ayteHTUdMKaumm Yepes RADIUS-cepeep HEOGXOAMMO CO3AaThb TOKa/IbHYIO YUETHYH 3aMnuCh,
KoTopasi OyaeT aHasiormyHa yyetHol 3anucy Ha RADIUS-cepsepe.
Mpn 3TOM B NOKa/IbHOW YYETHOM 3anucy 06si3aTenibHO A0/HKHA ObITh YKasaHa posib, onpeaensioulas
npasa gocTyna (admin unm viewer).
B cnyuae, ecnu RADIUS-cepBep OKaXXeTCSl HEAOCTYNEH, ayTEHTU(MKALNSA NPOAAET MO /IOKasIbHOM
YUETHOI 3anuncu.
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8.10.6 Hactporika DCHP-snooping

KomaHpb! ana HacTpoiiku DHCP-snooping

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# dhcp-snooping

WOP-3ax-LR5(config):/dhcp-snooping# enable true (Bx/1t0ueHie DHCP-snooping. 17151 OTK/IHOHYEHNSA
BBeauTe false)

WOP-3ax-LR5(config):/dhcp-snooping# vlan (HacTpolika DHCP-snooping Ansi TermpoBaHHOro Tpaduka)
WOP-3ax-LR5(config):/dhcp-snooping/vlan# add vlan-group (rae vlan-group — nms rpynnsi VLAN, a5
KoTopow 6yaeT pabotarb DHCP-snooping)

WOP-3ax-LR5(config):/dhcp-snooping/vlan# vlan-group
WOP-3ax-LR5(config):/dhcp-snooping/vlan/vlan-group# vid 'X;Y¥-Z' (rae X — Homep VLAN, Y-Z — avanasoH
VLAN, KoTOpble 6yayT BXOAMTb B rpynmny vlan-group 1 Ans KoTopbix 6yaeTt pabotate DHCP-snooping.
Mpumep KoHurypauum nepeyHsa VLAN: vid '10;100-110")
WOP-3ax-LR5(config):/dhcp-snooping/vlan/vlan-group# exit
WOP-3ax-LR5(config):/dhcp-snooping/vlan# exit

WOP-3ax-LR5(config):/dhcp-snooping# untag true (Bk/1toueHe DHCP-snooping [/7151 HETErMpoBaHHOIO
Tpaduka. Ana otknodeHns seegute false)

WOP-3ax-LR5(config):/dhcp-snooping# save (coxpaHeHve HacTpoek)

© Mo ymonuaHio AoBEPEHHBIM NOPTOM CUMTaETCS TONbKO ethO.

8.10.7 HacTtpolika gaTbl 1 BpeMeHM

KoMaHAbl ANA HACTPOIKM CUHXPOHU3aL MU BPEMEHU € cepBepoM NTP

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# date-time

WOP-3ax-LR5(config):/date-time# mode ntp (Bk/10ueHVe pexxuma padoTsl ¢ NTP. Bo3MOXHOe 3HaveHve:
manual — ycTaHOBKa BPEMEHMN BPYUHYH))

WOP-3ax-LR5(config):/date-time# ntp

WOP-3ax-LR5(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ycTaHoBka NTP-cepsepa)
WOP-3ax-LR5(config):/date-time/ntp# alt-servers (ycTaHoBKa [0N0OHUTENBHBIX NTP-cepBepoB)
WOP-3ax-LR5(config):/date-time/ntp/alt-servers# add <[lomeHHOe nmsa/IP-agpec NTP-cepBepa B
KOHdpMrypauumn> (cosgaHve pasaena KoHgurypaumm aononHntTenbHoro NTP-cepeepa. MakcumasibHoe
Konun4yecTBo: 8. [N yaaneHnsi ucnosnbayrite komaHay del)
WOP-3ax-LR5(config):/date-time/ntp/alt-serverst exit

WOP-3ax-LR5(config):/date-time/ntp# exit

WOP-3ax-LR5(config):/date-time# common

WOP-3ax-LR5(config):/date-time/commoni# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHoBKa
BPEMEHHOI 30HbI)

WOP-3ax-LR5(config):/date-time/common# save (CoxpaHeHVe HacTpoek)

—_ ==
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8.10.8 [ononHuTesibHble HACTPOWKN CUCTEMBI

M3meHeHWe nMeHU ycTpoiicTBa

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# system

WOP-3ax-LR5(config):/system# hostname WOP-3ax-LR5_2 (re WOP-3ax-LR5_2 — HOBOE 1Ms YCTPOMCTBA.
MapameTp MOXEeT cogepXartb OT 1 40 63 CUMBOJIOB: NIATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, LNMpbI,
3HakK gednc «-» (aednc He MOXET BbITb NOCNEeAHUM CUMBOIOM B UMeHN). Mo ymonyaHmto: WOP-3ax-LR5)
WOP-3ax-LR5(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue reorpamnyeckoro gomeHa

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# system

WOP-3ax-LR5(config):/system# ap-location ap.test.root (i/1e ap.test.root — 0MeH y3/1a gepesa yCcTporicTB
cucTeMbl ynpassieHus EMS, B KOTOPOM pacnonaraetcs Touka goctyna. Mo ymonyaHuio: root)
WOP-3ax-LR5(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue Radius NAS-ID

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# system

WOP-3ax-LR5(config):/system# nas-id Lenina_1.Novovsibirsk.root (r1e Lenina_1.Novovsibirsk.root —
naeHTudukarop gaHHol T, MNapameTp npeaHa3HayveH ansa naeHtTudukaumm yctpoiictea Ha RADIUS-
cepBepe, B cnyyae ecnm RADIUS oxuaaeT 3HauyeHue, oTimyHoe ot MAC-aapeca. Mo ymonyaHuo: MAC-

appec T/)
WOP-3ax-LR5(config):/system# save (coxpaHeHne HacTpoek)

HacTpoliika LLDP

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# lldp

WOP-3ax-LR5(config):/Ildp# enabled true (BkntoueHne pyHkumoHana LLDP. ins oTknoyeHns seeguTe false.
Mo ymonuyaHutio: true)

WOP-3ax-LR5(config):/lldp# tx-interval X (rae X — nsmeHeHve nepuoga otnpasku LLDP-cO06LLEHNIA.
Bo3MoxHble 3HaueHus: 1-86400. Mo ymonyaHumto: 30)

WOP-3ax-LR5(config):/Ildp# system-name WOP-3ax-LR5_reserv (rie WOP-3ax-LR5_reserv — HOBOE 1M
ycTpolictea. Mo ymonyaHuio: WOP-3ax-LR5)

WOP-3ax-LR5(config):/Ildp# save (COxpaHeHne HacTpoek)
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HacTtpoiika uHgukauumn

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# led-manager

WOP-3ax-LR5(config):/led-manager# enabled all (Bk/1toueHve nuankauyi. Moxet npuHiMars 3HadeHmns: all
— BCE MHAMKATOPbI BK/HOYEHbI, none — BCE NHANKATOPbI BbIK/IOYEHbI. 10 ymMonyaHuio: all)
WOP-3ax-LR5(config):/led-manager# enable-rssi-threshold-override true (Bk/1t04eHNe yripaBneHys
noporamu RSSI nHaukatopos. Ana otkitoyeHnsa seeguTte false. Mo ymonyaHuio: false)
WOP-3ax-LR5(config):/led-manager# led1-threshold X (rae X — MyHVMMasIbHBIA YPOBEHL CUTHANA OT
BCTPEYHOrO YCTPOMCTBA, MPU KOTOPOM BK/IKOHAETCA MHAMKATOP LED1. BO3MOXHbIe 3HaueHust: -100-0. o
yMO/14aHuIo: -100)

WOP-3ax-LR5(config):/led-manager# led2-threshold X (rae X — MyHVMMasIbHBIA YPOBEHL CUTHANA OT
BCTPEYHOrO YCTPOICTBA, MPU KOTOPOM BK/IKOHAETCA MHAMKATOP LED2. BO3MOXHbIe 3HaueHust: -100-0. o
yMO/14aHuto: -80)

WOP-3ax-LR5(config):/led-manager# led3-threshold X (r1e X — MyHVUMasIbHBIA YPOBEHL CUTHANA OT
BCTPEYHOrO YCTPOICTBA, MPU KOTOPOM BK/IKOHAETCA MHANKATOP LED3. BO3MOXHbIe 3HaueHust: -100-0. o
YMO/14aHuo: -70)

WOP-3ax-LR5(config):/led-manager# led4-threshold X (rae X — MyHVMMasIbHBIA YPOBEHL CUTHANA OT
BCTPEYHOTrO YCTPOCTBA, MPU KOTOPOM BK/IKOHAETCSA MHANKATOP LED4. BO3MOXHbIe 3HaueHust: -100-0. o
YMOJ/14aHuIo: -60)

WOP-3ax-LR5(config):/led-manager# save (coxpaHeHVe HacTpPoeK)

108



8.11 MOHUTOPUHT

8.11.1 becnpoBoaHoi kaHas/becnpoBoAHblE K/TMEHTbI

8.11.1.1 Pexum AP-PTP

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

BbIBOA, NONE3HON MHOpMauum 0 COCTOSAHUM 6eCNPOBOAHOIO KaHaa co CTOPOHbI AP:

WOP-3ax-LR5(root):/# monitoring wireless-peer

index

hw-addr
interface

band

state

frequency
fbwa-mode
serial-number
eltex-board-type

eltex-firmware-version

factory-mac

ssid

ip-addr

hostname

rssi-al

rssi-a2

snr-al

snr-a2

noise-al

noise-a2
rssi-remote-al
rssi-remote-a2
snr-remote-al
snr-remote-a2
link-quality-remote
memory-usage-remote
cpu-usage-remote
noise-remote-al
noise-remote-a2
tx-rate

rx-rate

tx-bw

rx—bw

uptime
wireless-mode
link-quality
link-quality-common
actual-tx-rate
actual-rx-rate
link-capacity

(0]
ec:bl:e0:2d:al:00
wlan0

5

ASSOC AUTH_SUCCESS
5180

ptp-sta
WP44000027
WOP-3ax-LR5

2.3.0 build X
EC:B1:EQ:2D:A1:00
WOP-3ax-LR5-test
192.168.1.15
WOP-3ax-LR5-STA
-60

-51

35

35

-95

-86

-60

-46

33

33

100

47

2

-93

-93

HE NSS2 MCS9 LGI 195

HE NSS2 MCS7 LGI 146.3

20M

20M
00:08:48
ax

96

96

3

(0]

83
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BbiBoA Kp8.TKOI7I MHpopMaL MK O COCTOAHUN 6GeCrnpoBOAHONO KaHasla B ropu3oHTa/IbHOM BUAE CO CTOPOHLI AP:

WOP-3ax-LR5(root):/# monitoring wireless-peer brief

Hostname IP RSSI r-RSSI RX rate Uptime
MAC SNR r-SNR TX rate

WOP-3ax-LR5-STA 192.168.1.15 -61/-51 -58/-46 HE NSS2 MCS8 LGI 175.5 00:14:46
ec:bl:e0:2d:al:00 34/34 34/34 HE NSS2 MCS9 LGI 195
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BbIBOA, NOMHOW MHbopMaLmy 0 COCTOAHMM 6eCNPOBOLHOIO KaHasia co CTOPOHbI AP:

WOP-3ax-LR5(root):/# monitoring wireless-peer detailed

index 0

hw-addr ec:bl:e0:2d:al:00
interface wlan0

rfid -1

wid -1

band 5

frequency 5180
serial-number WP44000027
eltex-board-type WOP-3ax-LR5

2.3.0 build X
EC:B1:E0Q:2D:A1:00

eltex-firmware-version
factory-mac

|

|

|

|

|

|

|

|

|

|

|
state | ASSOC AUTH_SUCCESS
fbwa-mode | ptp-sta
ssid | WOP-3ax-LR5-test
vlan-id | 900
ip-addr | 192.168.1.15
hostname | WOP-3ax-LR5-STA
dhcp-request-status | requested
rx-retry-count | ©
tx-fails | ©
tx-period-retry | ©
tx-retry-count | 67
rssi-al | -61
rssi-a2 | -52
rssi | -61
max-rssi-al | -54
max-rssi-a2 | -46
max-rssi | -46
snr-al | 35
snr-a2 | 35
snr | 35
noise-al | -96
noise-a2 | -87
noise | -87
rssi-remote-al | -60
rssi-remote-a2 | -46
rssi-remote | -60
snr-remote-al | 34
snr-remote-a2 | 34
snr-remote | 34
link-quality-remote | 100
memory-usage-remote | 47
cpu-usage-remote | 2
tx-retry-ratio-remote | ©
rx-retry-ratio-remote | ©
noise-remote-al | -93
noise-remote-a2 | -93
noise-remote | -93
tx-rate | HE NSS2 MCS10 LGI 219.4
tx-rate-numeric | 219.4
rx-rate | HE NSS2 MCS9 LGI 195
rx-rate-numeric | 195
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rx-bw-all | 26M
tx-bw | 26M
rx-bw | 26M
uptime | 00:29:48
mfp | true
wireless-mode | ax
perftest-capable | true
snr-rssi-capable | true
link-quality | 97
link-quality-common | 96
tx-retry-ratio | ©
rx-retry-ratio | ©
actual-tx-rate | 3
actual-rx-rate | ©
shaped-rx-rate | ©
actual-tx-pps | 12
actual-rx-pps | ©
shaped-rx-pps | ©
link-capacity | 86
multicast-groups-count | 1
using-802.11r | no
using-802.11k | no
using-802.11v | no
twt-support | none
name | ©
Counter Transmitted Received
Total Packets: 2238 54
TX success: 100
Total Bytes: 147921 4176
Data Packets: 2202 19
Data Bytes: 145542 2425
Mgmt Packets: 36 35
Mgmt Bytes: 2379 1751
Dropped Packets: 0 0
Dropped Bytes: 0 0
Lost Packets: 0
Rate Transmitted Received
nss2-mcso 0 | 0% 6 |  31%
nss2-mcs5 0 | 0% 1 | 5%
nss2-mcsé6 0 | 0% 2 |  10%
nss2-mcs7 106 | 4% 4 | 219%
nss2-mcs8 119 | 5% 4 | 219%
nss2-mcs9 994 | 45% 2 |  10%
nss2-mcslo 841 |  38% 0 | 0%
nss2-mcsll 142 | 6% 0 | 0%
| Multicast groups | Clients |
| MAC | 1P | Count | IP |
0] 01:00:5e:00:00:6a | XXX.0.0.106 | 1] 192.168.1.10( 0) |
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8.11.1.2 Pexum AP-PMP

BbIBOA, N0N1€3HOM MHDOpMaLMK O COCTOSIHUM GECNPOBOAHbIX K/TMEHTOB:

WOP-3ax-LR5(root):/# monitoring clients station

index 0

hw-addr ec:bl:e@:2d:al:00
interface wlan®

band 5

state ASSOC AUTH_SUCCESS
frequency 5180

fbwa-mode pmp-sta
serial-number WP44000027
eltex-board-type WOP-3ax-LR5

eltex-firmware-version

factory-mac

2.3.0 build X
EC:B1:E0:2D:A1:00

ssid WOP-3ax-LR5-test
ip-addr 192.168.1.15
hostname WOP-3ax-LR5-STA
rssi-al -63

rssi-a2 -51

snr-al 32

snr-a2 32

noise-al -95

noise-a2 -83
rssi-remote-al -60
rssi-remote-a2 -46
snr-remote-al 34
snr-remote-a2 34
link-quality-remote 100
memory-usage-remote 47
cpu-usage-remote 1
noise-remote-al -93
noise-remote-a2 -93

tx-rate HE NSS2 MCS9 LGI 195
rx-rate HE NSS2 MCS9 LGI 195
tx-bw 20M

rx—bw 20M

uptime 00:08:48
wireless-mode ax

link-quality 97
link-quality—-common 97

actual-tx-rate 3

actual-rx-rate 0

link-capacity 87
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BbiBoA Kp8.TKOI7I MH)opMaL MK O COCTOAHUN 6eCNPOBOAHBLIX KIMEHTOB B FOPU30HTa/IbHOM BUAE:

WOP-3ax-LR5(root):/# monitoring clients brief

Hostname IP RSSI r-RSSI RX rate Uptime
MAC SNR r-SNR TX rate

WOP-3ax-LR5-STA 192.168.1.15 -64/-52 -62/-47 HE NSS2 MCS10 LGI 219.4 00:14:46
ec:bl:e0:2d:al:00 33/33 31/31 HE NSS2 MCS8 LGI 175.5
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BbIBOA, NO/IHOM MHbOopMaLMK O COCTOSHUM GECNPOBOAHBIX K/TMEHTOB:

WOP-3ax-LR5(root):/# monitoring clients detailed

index

hw-addr

interface

rfid

wid

band

frequency
serial-number
eltex-board-type
eltex-firmware-version
factory-mac

state

fbwa-mode

ssid

vlan-id

ip-addr

hostname
dhcp-request-status
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
rssi-al

rssi-a2

rssi

max-rssi-al
max-rssi-a2
max-rss-i

snr-al

snr-a2

snr

noise-al

noise-a2

noise
rssi-remote-al
rssi-remote-a2
rssi-remote
snr-remote-al
snr-remote-a2
snr-remote
link-quality-remote
memory-usage-remote
cpu-usage-remote
tx-retry-ratio-remote
rx-retry-ratio-remote
noise-remote-al
noise-remote-a2
noise-remote
tx-rate
tx-rate-numeric
rx-rate
rx-rate-numeric

0
ec:bl:e0:2d:al:00
wlan®

-1

-1

5

5180

WP44000027
WOP-3ax-LR5
2.3.0 build X
EC:B1:EQ:2D:A1:00
ASSOC AUTH_SUCCESS
pmp-sta
WOP-3ax-LR5-test
900

192.168.1.15
WOP-3ax-LR5-STA
requested

22

0

0

552

-63

-52

-63

-52

-48

-48

34

34

34

-97

-86

-86

-58

-47

-58

35

35

35

100

47

1

0

6

-93

-93

-93

HE NSS2 MCS10 LGI 219.4
219.4

HE NSS2 MCS10 LGI 219.4
219.4
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rx-bw-all | 26M
tx-bw | 26M
rx-bw | 26M
uptime | 00:29:48
mfp | true
wireless-mode | ax
perftest-capable | true
snr-rssi-capable | true
link-quality | 97
link-quality-common | 97
tx-retry-ratio | ©
rx-retry-ratio | ©
actual-tx-rate | 3
actual-rx-rate | ©
shaped-rx-rate | ©
actual-tx-pps | 9
actual-rx-pps | ©
shaped-rx-pps | ©
link-capacity | 83
multicast-groups-count | 1
using-802.11r | no
using-802.11k | no
using-802.11v | no
twt-support | none
name | ©
Counter Transmitted Received
Total Packets: 25705 692
TX success: 100
Total Bytes: 1656801 39314
Data Packets: 25192 180
Data Bytes: 1637549 16589
Mgmt Packets: 513 512
Mgmt Bytes: 19252 22725
Dropped Packets: 0 0
Dropped Bytes: 0 0
Lost Packets: 0
Rate Transmitted Received
nss2-mcso 0 | 0% 7 | 3%
nss2-mcs5 0 | 0% 2 | 1%
nss2-mcsé6 1 | 0% 2 | 1%
nss2-mcs7 461 | 1% 9 | 5%
nss2-mcs8 2627 |  10% 27 | 15%
nss2-mcs9 12725 | 50% 66 |  36%
nss2-mcslo 7634 |  30% 54 |  30%
nss2-mcsll 1744 | 6% 13 | 7%
| Multicast groups | Clients |
| MAC | 1P | Count | IP |
0] 01:00:5e:00:00:6a | XXX.0.0.106 | 1] 192.168.1.10( 0) |
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8.11.1.3 Pexum STA
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BbiBOA, HGhOPMALMKM O COCTOAHMM BECTPOBOAHOIO KaHasa co CTOPOHbI STA:

WOP-3ax-LR5(root):/# monitoring wireless-peer

index

hw-addr
interface
band

state
frequency
fbwa-mode
serial-number

eltex-board-type
eltex-firmware-version

factory-mac
ssid

ip-addr
hostname
rssi-al
rssi-a2

snr-al

snr-a2
noise-al
noise-a2
rssi-remote-al
rssi-remote-a2
snr-remote-al
snr-remote-a2

link-quality-remote
memory-usage-remote
cpu-usage-remote

noise-remote-al
noise-remote-a2
tx-rate

rx-rate

tx-bw

rx—bw

uptime
wireless-mode
link-quality

link-quality—-common

actual-tx-rate
actual-rx-rate
link-capacity

0
ec:bl:e0:2d:al:fo
wlano

5

ASSOC AUTH_SUCCESS
5180

ptp-ap

WP44000027
WOP-3ax-LR5

2.3.0 build X
EC:B1:E0:2D:Al:F0
WOP-3ax-LR5-test
192.168.1.20
WOP-3ax-LR5-AP
-58

-47

35

35

-93

-82

-62

-51

34

34

93

49

1

-93

-93

HE NSS2 MCS11 LGI 243.8
HE NSS2 MCSO LGI 14.6

20M

20M
00:08:48
ax

100

97

(0]

15

100
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BbiBoA KpaTKOVI NMHpopMaLMm 0 COCTOSAHUM 6eCnNpPOBOAHOIO KaHasia B ropM30oHTa/IbHOM BUAE CO CTOPOHbI STA:

WOP-3ax-LR5(root):/# monitoring wireless-peer brief

Hostname IP RSSI r-RSSI RX rate Uptime
MAC SNR r-SNR TX rate

WOP-3ax—-LR5-AP 192.168.1.20 -56/-47 -60/-54 HE NSS2 MCSO LGI 14.6 00:14:46
ec:bl:e0:2d:al:f0 36/36 35/35 HE NSS2 MCS10 LGI 219.4
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BbIBOA, NOSIHOW MHbOpMaLmn 0 COCTOSAHUM 6eCNPOBOAHOIO KaHasa co CTOPOHbI STA:

WOP-3ax-LR5(root):/# monitoring wireless-peer detailed

index 0

hw-addr ec:bl:e@:2d:al:fo
interface wlan0

rfid -1

wid -1

band 5

frequency 5180
serial-number WP44000027
eltex-board-type WOP-3ax-LR5

eltex-firmware-version
factory-mac

tx-rate HE NSS2 MCS10 LGI 219.4
tx-rate-numeric 219.4
rx-rate HE NSS2 MCSO LGI 14.6

2.3.0 build X
EC:B1:EOQ:2D:A1:F0O

|

|

|

|

|

|

|

|

|

|

|
state | ASSOC AUTH_SUCCESS
fbwa-mode | ptp-ap
ssid | WOP-3ax-LR5-test
vlan-id | 900
ip-addr | 192.168.1.20
hostname | WOP-3ax-LR5-AP
dhcp-request-status | requested
rx-retry-count | 439
tx-fails | ©
tx-period-retry | ©
tx-retry-count | 10
rssi-al | -59
rssi-a2 | -47
rssi | -59
max-rssi-al | -32
max-rssi-a2 | -28
max-rssi | -28
snr-al | 34
snr-a2 | 34
snr | 34
noise-al | -93
noise-a2 | -81
noise | -81
rssi-remote-al | -58
rssi-remote-a2 | -51
rssi-remote | -58
snr-remote-al | 35
snr-remote-a2 | 35
snr-remote | 35
link-quality-remote | 97
memory-usage-remote | 49
cpu-usage-remote | 1
tx-retry-ratio-remote | 16
rx-retry-ratio-remote | 100
noise-remote-al | -93
noise-remote-a2 | -93
noise-remote | -93

|

|

|

|

rx-rate-numeric

14.6
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rx-bw-all
tx-bw

rx—bw

uptime

mfp
wireless-mode

perftest-capable
snr-rssi-capable

link-quality

link-quality-common

tx-retry-ratio
rx-retry-ratio
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
link-capacity

multicast-groups-count

using-802.11r
using-802.11k
using-802.11v
twt-support
name

Counter

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:

Dropped Packets:

Dropped Bytes:
Lost Packets:

nss2-mcso
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8
nss2-mcs9
nss2-mcslo
nss2-mcsll

Multicast groups:

20M
20M
20M
00:16:02
true
ax
true
true
71
95

0]

© 0 VW Voo NO
=

> > 3
o O O

none

Transmitted

Transmitted

none

Received
21795
3749762
12564
1573822
9231
2175940
(0]
(0]

Received

8687

1

1

3

51

277

2047

930

567
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8.11.2 NHhopmaumsa o6 ycTpoincTee

WOP-3ax-LR5(root):/# monitoring information

system-time

uptime

hostname
software-version
secondary-software-version
boot-version
memory-usage
memory-free
memory-used
memory-total

cpu-load

cpu-average
is-default-config
vendor

device-type
board-type
hw-platform
factory-wan-mac
factory-lan-mac
factory-serial-number
hw-revision
session-password-initialized
ott-mode
last-reboot-reason
test-changes-mode

10:11:07 25.04.2025
00:06:33
WOP-3ax-LR5

2.3.0 build X
2.3.0 build X
2.3.0 build X

43

133

103

237

0.0

0.71

false

Eltex

Base Station
WOP-3ax-LR5
WOP-3ax-LR5
EC:B1:EQ:XxX:XX:XX
EC:B1:EQ:XxX:XX:XX
WP44000027

1vo

false

false

firmware update
false
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8.11.3 CerteBas UHpopmaums

WOP-3ax-LR5(root):/# monitoring wan-status

Common 1information:

in
ma
vl
rx
rx
tx
tx

IPv
pr
ip
ne
ga
DN
DN

terface
C

an
-bytes
-packets
-bytes
-packets

4 +dinformation:
otocol
-address
tmask

teway

S-1

S-2

bro.

ec:bl:e0:xx:XX:xX

1000
6674
7210
1903
1514

dhcp
192.
255.
192.
192.
8.8.

1000

43

365

168.1.15
255.255.0
168.1.1
168.1.100
8.8

WOP-3ax-LR5(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
rx-bytes: 61196
rx-packets: 726
tx-bytes: 51382
tx-packets: 463

WOP-3ax-LR5(root):/# monitoring sfp

SFP:

name: SFP
status: exist
link: down
tx-fault: 0
los: 1

type: SFP

vendor: FANG HANG
model: FH-SB5312IDS20

revision: AQ
connector: SC
speed: 1000
i2c-data: yes
volt: 3.3228 V

temperature: 32.218
current: 24.138 mA

ptx: -5.956795
prx: 0.000000

PykoBoacTtso no akcnayatauum WOP-3ax-LR5
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WOP-3ax-LR5(root):/# monitoring arp

# IP MAC
(0] 192.168.1.1 02:00:48:XX XXt XX
1 192.168.1.151 2c:fd:ialixx:xx:xx

WOP-3ax-LR5(root):/# monitoring route

Destination Gateway Mask Flags
0.0.0.0 192.168.1.1 0.0.0.0 UG
192.168.1.0 0.0.0.0 255.255.255.0 u

WOP-3ax-LR5(root):/# monitoring ldp

System capability legend:
B - Bridge; R - Router; W - Wlan Access Point; T - Telephone;
D - DOCSIS Cable Device; H - Host; r - Repeater; O - Other;

Port ID

gi 0/10

Device ID System Name

Capabilities

50:eb:e3:xx:xX:xx

8.11.4 BbecnpoBofHble HTepelichl

WOP-3ax-LR5(root):/# monitoring radio-interface

name
rfid

status

band

hwaddr

tx-power
connection status
operation mode
noise-h

noise-v

channel

frequency
bandwidth
utilization

mode

thermal

wlano

(0]

on

5 GHz
EC:B1l:EQ:XxX:XX:XX
27 dBm
AP mode
ap-ptp
-93 dBm
-93 dBm
36

5180 MHz
20 MHz
32%

ax

51

Interface

TTL
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8.11.5 XKypHan cobbITuii

WOP-3ax-LR5(root):/# monitoring events

PykoBoacTBo no akcnayatauum WOP-3ax-LR5

Apr 25 10:21:07 WOP-3ax-LR5 daemon.info configd[171]: The AP running configuration was

updated successfully by admin

Apr 25 10:21:07 WOP-3ax-LR5 daemon.info configd[171]: The AP startup configuration was

updated successfully by admin

Apr 25 10:22:01 WOP-3ax-LR5 user.info monitord: start spectrum analyzer on 1interface

'wlanQ'

Apr 25 10:22:57 WOP-3ax-LR5 user.info monitord: spectrum analyzer on -interface 'wlan0'

finished

Apr 25 10:23:38 WOP-3ax-LR5 daemon.info scanwlan[1320]:
Apr 25 10:26:36 WOP-3ax-LR5 daemon.info scanwlan[1320]:

start scan on interface 'wlan0'
scan on 1interface 'wlan®' finished

Apr 25 10:28:44 WOP-3ax-LR5 daemon.info monitord[596]: event: 'authenticated' {ip: 0.0.0.0

mac: EC:B1:EQ:2E:68:50 ssid: 'WOP-3ax-LR5'

interface:

wlan® channel: 1 rssi-1: -43 rssi-2:

-31 location: 'root' auth-method: 'Personal' captive-portal: 'disabled'
Apr 25 10:35:17 WOP-3ax-LR5 daemon.info monitord[596]: event: 'deauthenticated by AP' -ip:
192.168.1.20 mac: EC:B1l:E0:2E:68:50 ssid:

8.11.6 CkaHunpoBaHue acupa

'WOP-3ax-LR5"
-22 rssi-2: -19 location: 'root' reason: 4 description:

interface: wlan® channel: 1 rssi-1:
'Inactivity'

€ Bo Bpems ocylecTBNEHUSA CKaHMPOBaHUS achupa paavouHTepdelic ycTpoiicTBa 6yAeT OTK/OUEH, UTO
NpvBEAET K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi knneHTa Bo BpEMSI CKaHMPOBaHNS.

WOP-3ax-LR5(root):/# monitoring scan-wifi

SSID Mode  Security BSSID
AP owe 68:13:E2:@E:FF:AL
AP oue E4:5A:D4:E2:C4: 00
AP oue E@:D9:E3:52:B7:81
AP wipa3-1x E4:5A:D4:E2:C4: A1

68:13:F2:03:4C:61

32
53]
45
108
68

Channel RSSI, dBm

-37
-41

-4z
-4z
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8.11.7 CnekTtpoaHanusaTop

CnekTpoaHasM3aTop npefocTasnaeT MHpopmMaLmio 0 3arpy>eHHOCTH KaHaoB. Bpemsa aHanmsa Bcex
pagnokaHasioB auanasoHa CocTas/IAeT NPUMepPHO 1.5 MUHYTHI.

€@ Bo Bpems pa6oTbl cnekTpoaHanusaTopa NPoOUCXOAUT OTKoUeHNe kaneHTa STA. KAneHT noaxoumTes
CHOBa TOJIbKO TOrAa, Korga CneKkTpoaHam3aTop 3aKOHUMT CBOK PaboTy.

B pesynbrate paboThbl CeKTpoaHanM3aTopa B KOHCO/b 6yeT BblAaHa MH(OPMALIMS O 3arpy3Ke Kaaoro
KaHana (B npoueHTax):

WOP-3ax-LR5(root):/# monitoring spectrum-analyzer

Channel| CCA

32|
33|
34|
35|
36|
37|
38|
39|
40|
41|
42|
43|
44|
45|
46 |
47|
48|
49|
50|
51|
52|
53]
54|

187

188
189
190 |
191
192
193]

0%
0%
2%
2%
18%
13%
9%
7%
5%
3%
7%
5%
13%
7%
8%
3%
13%
2%
49
2%
7%
2%
7%

0%
0%
0%
0%
0%
0%
0%
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9 BcnomoraTesibHble YTUMNTBI

9.1 Ytunnura perftest

Ytunuta perftest BbINoNHAET BCTPOEHHYO NPOBEPKY CKOPOCTU pagnokaHasa.

HacTpoliika perftest

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# perftest

WOP-3ax-LR5(config):/perftest# server-ip X.X.X.X (rge X.X.X.X — |P-agpec, KOoTopbIi OyaeT HazHavyeH
NHTEepdecy knueHTa STA Ha BpeMs BbIMOSIHEHNUs TecTa. o ymondaHuio: 192.0.4.1. PekomeHayeTcs
HacTpavBaTtb NOACETb, KOTOPas He UCMOJb3YeTCA Ha AeCTBYIOLLEN CETN)
WOP-3ax-LR5(config):/perftest# client-ip X.X.X.X (rae X.X.X.X — IP-agpec, koTopbIi byaet

Ha3HayeH uHTepgieincy Toukn AocTyna AP Ha Bpems BbINO/IHEHUA TecTa. Mo ymonyaHuio: 192.0.4.2.
PekomeHayeTcsl HacTpanBaTb NOACETb, KOTOPAasi He UCMNOJb3YEeTCH Ha LEeNCTBYIOLLEN ceTn)
WOP-3ax-LR5(config):/perftest# netmask X.X.X.X (rze X.X.X.X — macka nofceTtun, Kotopasi UCNosb3yTca 419
TecTa. o ymonyaHuto 255.255.255.0)

WOP-3ax-LR5(config):/perftest# vlan-id X (rge X — VLAN ID, ucrionb3yembiin 418 Tecta. o ymonyaHunto: 7.
PekomeHgyeTcsa HacTpamBaTth VLAN ID, KOTOPbI HE UCMNO/b3YETCSA Ha AECTBYIOLLEN CETH)
WOP-3ax-LR5(config):/date-time/common# save (CoxpaHeHVe HacTpoek)

3anyctuThb perftest MOXHO C MOMOLLbI0 KOMaHA!

KomaHgb! Ans 3anycka perftest

perf-test station <MAC-agpec BCTpeuHoro ycT-sa> downlink — 3anyckaeT npoBepKy CKOPOCTU OT TEKYLLEro
yCTpoicTBa K BCTpeyHomy (Downlink)

perf-test station <MAC-agpec BCTpeuHOro ycT-sa > uplink — 3anyckaeT npoBepKy CKOPOCTM OT BCTPEYHOIO
ycTpoiicTsa K Tekyemy (Uplink)

perf-test station <MAC-agpec BCTpeuHoro ycT-sa> bidirectional — 3anyckaeT NnpoBepKy CKOPOCTK B 06e
CTOPOHbI 0gHOBpPeMeHHO (Downlink + Uplink)

9.2 Ytunuta manage-remote

YTunuta manage-remote no3BonsieT BbINOMHATL KOMaHbl ¢ AP Ha yaaneHHoMm yctpoiictee (STA).

© [aHHble koMaHabl MOTYT 6bITb BbIMOHEHbI NPY OTCYTCTBUM A0CTyna no IP-agpecy Ao knvenTa (STA).

9.2.1 Tllepesarpyska ygaseHHOoro ycTpolicTea

Ona pexuma «Touka goctyna PTP»:

KomaHga ansa nepesarpy3ku yaaieHHOro ycTpoiicTea

WOP-3ax-LR5(root):/# manage-remote reboot
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Ona pexuma «Touka goctyna PMP»:

KomaHga ans nepesarpy3ku yaaieHHOro ycTpoiicTea

WOP-3ax-LR5(root):/# manage-remote reboot station XX:XX:XX:XX:XX:XX (rae XX XX XXXOEXKXX — MAC-
aZipec yCTPOICTBa, KOTOpoe ByAeT nepesarpyXeHo)

9.2.2 CkaHupoBaHue achmpa Cc yaasieHHoro ycTpoicTea

Ona pexuma «Touka goctyna PTP»:

KomaHga ans ckaHMpoBaHUsA 3dhupa C yAa/IeHHOro ycTpoiicTBa

WOP-3ax-LR5(root):/# manage-remote scan-wifi

[na pexuma «Touka goctyna PMP»:

KomaHpa ans ckaHMpoBaHuA adpmpa ¢ yaasieHHOro ycTpoiictea

WOP-3ax-LR5(root):/# manage-remote scan-wifi station XX:XX:XX:XX:XX:XX (rze XXXXOCXKXEXK — MAC-
ajlpec ycTpPOWCTBa, Ha KOTOPOM ByAEeT BbINO/THEHO CKaHMpPOBaHue admpa)

9.2.3 CnekTpoaHannsarop Ha ygasieHHOM yCTPOCTBe

Ona pexuma «Touka goctyna PTP»:

KomaHaa Ans BbINO/IHEHUA HAa YAa/IEHHOM YCTpoiicTBe

WOP-3ax-LR5(root):/# manage-remote spectrum-analyzer

Ons pexuma «Touka goctyna PMP»:

KomaHga Ans BbINOMIHEHUS HA yAaJIeHHOM YCTpoiicTBe

WOP-3ax-LR5(root):/# manage-remote spectrum-analyzer station XX:XX:XX:XX:XX:XX (rae XX XX XXX
— MAC-aapec ycTpoiicTBa, Ha KOTOPOM OyAeT BbINO/THEH aHa/IM3 CnekTpa)

LR5
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9.3 YTtunurta traceroute

YTunuTa nokasbIBaeT, Yepes Kakue y3/ibl (MapLpyTM3aTopbl) NPOXOAUT NakeT, CKO/IbKO BPEMEHU 3aHMaeT
06paboTka nakeTa Ha KagoMm ya3rne.

KomaHga 3anycka TpaccupoBKu

WOP-3ax-LR5(root):/# traceroute <TeCcTUpyeMblii XOCT>

Mpumep ncnonb3oBaHUA

WOP-3ax-LR5(root):/# traceroute eltex-co.ru

traceroute to eltex-co.ru (62.109.1.166), 30 hops max, 38 byte packets

1 100.109.0.1 (100.109.0.1) 0.346 ms 0.233 ms 0.184 ms

2 % 192.168.48.1 (192.168.48.1) 0.651 ms x

3 95.167.221.129 (95.167.221.129) 0.576 ms 0.486 ms 0.410 ms

4  b-internet.92.125.152.57.snt.ru (92.125.152.57) 1.427 ms 2.621 ms 1.604 ms

9.4 YTtunuta tcpdump
YTunuta tcpdump no3eosseT 3axBaTbiBaTb NakeTbl HA yKa3aHHOM UHTepdelice.

MonyunTb NOACKa3Ky No paboTe C YTUIUTON MOXHO KOMaHol:

WOP-3ax-LR5(config):/# tcpdump --help

9.4.1 3axsar Tpachuka c /1060ro akTMBHOro NHTEpderica

Hanpumep, Moxem BK/IHOUMTL 3axBaT naketoB Ethernet-uHtepdeiica.

Mpumep KOMaHAbI

WOP-3ax-LR5(root):/# tcpdump -i eth0
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9.4.2 CHudpep adupa

© Ha T/ gonxeH 6biTb BK/IIOYEH N0601 VAP B TOM AvanasoHe, 0Tky4a cobupaemcs 3axsaTbiBaTb
Tpadvk.

Heob6xoAnmo BK/IUNTL CneunanbHbli MHTepdeiic, KOTopbI yiaBnnBaeT Bce NakeTbl U3 adimpa, Ha paboyem
KaHase TA.

KomaHAbI

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface
WOP-3ax-LR5(config):/interface# radio0
WOP-3ax-LR5(config):/interface/radioX# common
WOP-3ax-LR5(config):/interface/radioX/common# enabled true

Mpumep KoMaHAbI

WOP-3ax-LR5(root):/# tcpdump -i radio0

9.5 Ytunuraiperf

[aHHas yTunmTa Ucnonb3yetcs A/s 3anycka notoka Tpaduka ¢ 04HOro yCTpoiicTBa Ha Apyroe.
OTnpasnsiioLas CTOpoHa Ha3biBAETCSA K/TIMEHTOM, MPUHUMAOLLLAS — CePBEPOM.

MonyunTb NOACKa3Ky No paboTe C yTUANTON MOXHO KOMaHA0M:
WOP-3ax-LR5(root):/# iperf --help

Mprmep 3anycka noToka Tpadmka ¢ T/, Ha cepBep:
HacTtpoiika cepBepa Ha npuém Tpadumka

root@server:/# iperf -s

3anyck Tpadmka ¢ TA-client B CTOPOHY cepBepa

WOP-3ax-LR5(root):/# iperf -c X.X.X.X (rge X.X.X.X — |IP-agpec cepBepa)
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

9.6 HKOcTtupoBka

Mog, FoCTUPOBKO NOHMMAETCA BblpaBHUBAHWE MOMOXEHNUSA aHTEHHbI YCTPOICTBA B NPOCTPAHCTBE A1
NoTyYeHNs1 MaKCUMaJ/IbHOTO CUrHana.

WOP-3ax-LR5(root):/# antenna-align

ssid | WOP-3ax-LR5
channel | 32
frequency | 5160

rssi-h | -77

rssi-v | -71
rssi-remote-h | -47
rssi-remote-v | -47
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10 CnNMUCoK nsMmeHeHum

Bepcusa gokymeHTa Jarta
BbIMyCKa
Bepcusa 1.0 08.2025

Bepcus nporpammHoro obecneveHnst 2.3.0

CopepXaHue N3MEHEHNA

MepBas ny6nvkaums

PykoBoacTBo no akcnayatauum WOP-3ax-LR5
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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